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Protecting Critical Infrastructure Is a Local
and Global Imperative

Consider the services that society counts on everyday—everything from the electric grid,
to utilities, to transportation systems, to communications networks, and more. Increasingly,
these vital systems face potential disruption from both natural and man-made disasters.
Protecting the connected services of the information technology (IT) and operational
technology (OT) systems that keep critical infrastructure running 24/7 is a top local and
global imperative.

In this white paper, we pay particular attention to the public and private critical
infrastructure sectors that use OT as a part of their operations. Within that context, we lay
out the cyber-risks that owners and managers of critical infrastructure are dealing with
today. We list some of the most notable cybersecurity attacks on critical infrastructure in
recent years and explain why traditional IT cybersecurity measures aren’t successful in OT
critical infrastructure scenarios. In addition, we introduce common regulations that govern
security practices in these sectors. We elaborate on how network visibility and control

are foundational components of a successful critical infrastructure cybersecurity strategy.
Finally, we show why ForeScout offers a solution that can help you translate such a strategy
into action.

The Department of Homeland Security (DHS) has named 16 different industry sectors
that possess, manage or maintain critical infrastructure! The assets and services
provided by the organizations in these sectors are considered so important that
destroying or impairing them would have “debilitating effect(s) on security, national
economic security, national public health or safety, or any combination thereof.”?

Common Sectors of Critical Infrastructure

Chemical Sector

Commercial Facilities Sector
Communications Sector
Critical Manufacturing Sector
Dams Sector

Defense Industrial Base Sector
Emergency Services Sector

Energy Sector

ForeScout Technologies, Inc.

Financial Services Sector

Food and Agriculture Sector

Government Facilities Sector

Healthcare and Public Health Sector
Information Technology Sector

Nuclear Reactors, Materials & Waste Sector
Transportation Systems Sector

Water and Wastewater Systems Sector
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Challenges: Critical Infrastructure Already
Under Cyberattack

The world has already seen examples of attacks and how risk to critical infrastructure can
play out. Here are some examples of attacks on critical infrastructure that have raised
awareness:

e In 2014, the “Energetic Bear” virus was found in more than 1,000 energy companies
throughout 84 countries. Although the virus did not cause damage, it could have
severely impacted important components in those facilities, including wind turbines, gas
pipeline pressurization and transfer stations, port facilities and electric power plants.
Because systems remained operational, researchers believe the virus was primarily
being used for espionage, although some suggested that a nation-state had “pre-
positioned it as an attack mechanism to disrupt national-scale gas suppliers” at some
later date.®

e In 2016, seven cybercriminals from Iran were accused by the U.S. Department of Justice
of successfully penetrating the computers that controlled the operations of a dam
in Rye Brook, New York, approximately 25 miles north of New York City. The incident
itself occurred in 2013, when the hackers infiltrated the dam’s command-and-control
system, but was not reported until three years later. The only factor that prevented the
hackers from remotely unleashing water from the dam was that the sluice gate was
disconnected for maintenance from automated computer controls at that particular
time. Although a relatively minor incident, this represented a warning of how easily
malicious cybercriminals and nation-states could attack critical infrastructure. “They
were sending a shot across our bow,” Senator Charles Schumer said at the time.#

* In 2017, a massive ransomware attack crippled hospitals in the United Kingdom, forcing
patient appointments and operations to be canceled. The “WannaCry” ransomware
locked down all the files on infected computers and demanded payment to regain
control. At least 16 health service organizations in the National Health Service (NHS)
were impacted.®

* In 2018, a distributed denial of service (DDOS) attack crippled the ticketing system
of the Danish Railway. This is in addition to October 2017 DDOS attacks in Sweden
that caused serious operational delays across its transportation network. By using
a traditional attack method, the perpetrators were able to crash the IT system that
monitors train locations as well as disrupt email systems, websites and traffic maps.®

So far, the world has been fairly fortunate in that the damage has been contained relatively
quickly. But the potential for incurring high costs is immense.

In Business Blackout, a joint report by Lloyd’s of London and the University of Cambridge’s
Centre for Risk Studies, researchers studied how a hypothetical cyberattack on the U.S.
power grid would impact the country. Under this scenario, malware infected electricity
generation control rooms in the Northeastern United States, taking control of 50 generators
that possessed a specific technical vulnerability and causing them to overload and burn out.
Economic losses were estimated to be $243 billion, increasing to more than $1 trillion in the
most extreme version of the scenario. And this wasn’t even considering aspects beyond

the business impact. For example, what would the cost in human lives be if hospitals or first
responders were put out of action due to a break in the energy supply?’
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Lifeline Sectors: Certain Critical
Infrastructure Sectors Must Be Secured

Maintaining the security of six critical infrastructure sectors is essential to prevent cascading
effects on other sectors, on the global economy, and on societies in the event of successful
cyberattacks.

Energy

The world cannot function today without a reliable supply of energy. If the energy sector
ceases to function efficiently and effectively, other sectors will falter, too.

World Electricity Production
from All Energy Sources in 2014
Terawatt-Hour (TWh)

Electricity Source TWh
B Others 1520
M oil 1060 39%
I Nuclear 2417
B Hydroelectric 3769
B Gas 4933
Il Coal 8726

Total = 22433 TWh

22%

THE SHIFT PROJECT DATA PORTAL
'B Srowse Energy and Climate Data

Figure 1: Global electricity production by energy source.®

To address cybersecurity in both IT and OT environments, ABI Research estimates that
global spending on cyber protection of energy will total $8 billion in 2018 and $15 billion

by 2023. The majority of cybersecurity spending will be focused on the electric power grid,
specifically to secure generation, transmission and distribution as the most critical aspects of
the grid.?

Non-Energy Utilities/Public Services

In addition to the electric grid, other utilities and public services are greatly at risk of
cyberattacks. This broad sector includes public agencies that are responsible for providing
clean drinking water, wastewater and sewage processing, and garbage collection and
management. This category also includes emergency first-responder services, government
activities that allow civic life to flourish, and a multitude of other services. These essential
services for enabling citizens to go about their day-to-day lives around the globe have been
particularly targeted in the past 12 to 18 months with malware/agents such as malicious
Word documents embedded within PDF documents.”®

Transportation

The U.S. Department of Homeland Security identifies seven key subsectors of the
transportation sector, each of which has increasingly automated and digital infrastructure
that must operate smoothly if societies and economies are to function: aviation, highways
and motor systems, maritime transportation systems, mass transit and passenger rail,
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pipeline systems, freight rail, and postage and shipping."

Cyberattacks against transportation infrastructure—particularly airports—have been
increasing recently. In September 2018, critical applications at the Bristol airport (UK) were
taken offline due to a ransomware attack. In March 2017, the Atlanta airport—one of the
busiest in the world—shut down its free Wi-Fi network and disabled some of its website’s
key functions after a citywide ransomware attack took down the city of Atlanta’s network.
Two Ukrainian airports were also affected by a variant of the Petya virus in 2017.?

Communications

Like energy, the DHS has named the communications sector as an “enabling function,” as it
is the foundation for the safe and secure operations of all businesses, public safety services
and government operations.”

Globally, this is a highly diverse and extremely competitive segment that depends on earth-
bound satellite and wireless transmission systems that are interconnected even as they are
distributed throughout the world. Although largely privately owned, this sector is heavily
regulated by governmental mandates, and communications operators must work closely
with local, regional and even international governmental bodies to ensure that they operate
in a way that benefits citizens, businesses and public organizations alike. Commmunications
infrastructure is extremely vulnerable, as the data types it encompasses—photographs and
videos as well as voice and text—are highly sensitive and affect the privacy of individuals,
businesses and government agencies. As such, this sector is high on cyberattackers’ lists of
targets.

Healthcare

Healthcare is one of the industries at greatest risk of cyber intrusions. The list of successful
cyberattacks is long.* Primarily, hackers are after patient or research data. However, as in
Britain’s NHS cyberattacks mentioned earlier, there is the real risk of the attack shutting
down healthcare operations.

Healthcare organizations are aware of this, and are investing accordingly. Cybersecurity
Ventures predicts global healthcare cybersecurity spending will exceed $65 billion
cumulatively by 2021" In the United States, the DHS’ Healthcare and Public Health Sector-
Specific Plan provides details on how this sector should protect itself’® The EU is working on
a similar plan. But complicating the matter is the growing number of interconnected medical
devices entering the market that are vulnerable. “White hat” hackers are exposing security
weaknesses'” and vendors are self-disclosing issues'™ in infusion pumps, EEG scanners

and dispensing equipment, raising worries about intelligent devices that are both used in
medical procedures and being implanted into human patients.””

Compliance: Regulations Enforce
Cybersecurity Practices

Not surprisingly, governments and other regulatory bodies have stepped in to establish
guidelines and regulatory mandates to protect critical infrastructure. Two regulations in
particular that are having significant global impact and merit special attention are the
EU-NIS and the U.S. NERC-CIP.

Below we explain these two important critical cybersecurity infrastructure regulations.
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The European Union Network and Information Systems (EU NIS) Directive

The EU NIS directive 20 was first proposed in 2013 as a means of unifying the member
states of the European Union in achieving a high common level of cybersecurity for critical
infrastructure. It identified three key goals:

* Improve national cybersecurity capabilities
* Increase cooperation between EU member states

* Require “operators of essential services” (OES) and “digital service providers” (DSPs) to
take “appropriate and proportionate” security measures, and notify national authorities
of any serious incidents

The directive became law in August 2016. EU countries—including the United Kingdom,
despite Brexit—had until May 2018 to translate the directive into national laws. They then
have an additional six months to identify the organizations that own or manage critical
infrastructure, and therefore must adhere to those laws. These entities include providers

of electricity, transport, water, energy, transportation, healthcare and digital infrastructure
services. Fines for noncompliance could be as high as £17 million or 4% of the erring
organization’s global turnover (or, according to a Dutch draft of the law, fines could reach as
much as €5 million).”

In the UK, a National Cyber Security Centre has been created to provide proactive
cybersecurity leadership and guidance on passing laws that meet the NIS Directive. The
NCSC has further defined a set of guidelines under a Cyber Assessment Framework (CAF)
for implementing strong security principles. Some EU countries are doing the same, but
others seem to be taking a reactive, compliance-based approach that only meets minimum
requirements.??

At the end of the day, much is going to be determined by the individual member states and
how they choose to interpret what “appropriate and proportionate” security measures mean
in terms of compliance and the security of their citizens and businesses.

North American Electric Reliability Corporation Critical Infrastructure Protection (NERC
CIP)

In the United States, no single directive applies across all critical infrastructure industries.
For each individual sector, there is either industry self-regulation or government regulations.
However, the U.S. does have NERC CIP. The NERC CIP plan consists of more than 100
standards and requirements for protecting critical infrastructure assets in the nation’s bulk
electric systems and the systems that support those assets.?®* A complete list of covered
functions and entities is available from NERC’s compliance registry.?*

CIP is just one of 14 NERC standards. But it is in the spotlight because it focuses on
cybersecurity.

Not complying with NERC can be costly. Because NERC covers both the United States and
Canada, the exact penalties vary. In the United States, the Federal Power Act permits NERC
or regional entities to impose penalties of up to $1 million per day per violation.?®

Although data integrity and privacy are both important, system availability is the most
important factor for NERC CIP-affected as well as other critical infrastructure organizations.
That priority alters the cybersecurity technologies technigques that should be used in critical
infrastructures.

For additional information on global compliance, refer to articles such as, “The protection of
critical infrastructure against terrorist attacks: Compendium of good practices,” compiled by
Interpol and the United Nations Security Council.?®
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DFARS (Defense Federal Acquisition Regulations Supplement) /NIST 800-171

Recognizing the need to protect federal infrastructure, the Department of Defense
(DoD) now requires all contractors that process, store or transmit Controlled Unclassified
Information (CUI) to meet DFARS minimum security standards or risk losing their DoD
contracts.

NIST 800-171 provides a framework for all companies that conduct business with the DoD to
protect CUI. This includes prime contractors, subcontractors, research universities, chemical/
pharmaceutical manufacturers, in fact, any company that has business interests with the

DoD. For many companies, these contracts represent a large portion of their annual revenue.

Complexities: Why Securing Critical
Infrastructure Isn’'t Straightforward

Whether attempting to comply with NERC CIP or EU NIS, or simply trying to improve your
organization’s cybersecurity status on your own initiative, the inevitable question arises: why
haven’t critical infrastructure organizations using OT found a comprehensive solution to
these problems?

The answer? Because it isn’t easy to come up with a uniform response.

Critical infrastructure has been built upon many different types of technologies over

the years. Many systems are decades old—developed well before the Internet became
mainstream. Many depend on hardware, software and operating systems that aren’t
compatible with today’s technology. In fact, many of these systems use legacy proprietary
operating systems, languages and protocols.

Operational technology assets that run critical infrastructure complicate matters considerably.

Most critical infrastructure facilities lack a complete, up-to-date inventory of their OT assets
despite the need for safety, security and compliance. Ensuring 24x7 operations while
maintaining diversity of technology, devices and protocols, not to mention the critical nature
of the OT equipment, means extreme caution is needed to ensure that whatever security
solutions are deployed do not put either physical safety or operational uptime at risk.

Previously, utilities and other organizations maintained cybersecurity by using “air gaps”

to physically isolate secured operational computers, systems or devices from the non-
operational part of the organization or unsecured networks, such as the public Internet. But
significant efficiencies can be realized by interconnecting OT and IT systems, and critical
infrastructure vendors have built these efficiencies into their technologies—with or without
cybersecurity functionalities. A SANS survey found that 32% of lloT organizations connect
their critical infrastructure systems directly to the Internet,?” which means they are ignoring
security best practices and exposing their systems to potential threats.

Faraday rooms are also popular. These are “cages” designed to prevent electromagnetic
signals from escaping. Some organizations even use both techniques, with air-gapped
computers used for their most sensitive data also secluded in a hermetically sealed Faraday
room. However, early in 2018, researchers from Ben-Gurion University demonstrated that a
Faraday room and an air-gapped computer disconnected from the Internet, even when used
together, do not prevent sophisticated cyberattackers from penetrating systems.?®
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Current IT Practices Not Up to the Task

Conventional IT security measures don’t always work well for OT critical infrastructure. Take
patching, for example. The SANS Industrial loT Study shows that security patching is a top
concern of organizations.?? They know it’s critical for safety—and even profitability—yet
there are many difficulties inherent in doing it right. Chief among them: how to patch what
needs to be patched without disrupting the rest of the critical infrastructure.

Indeed, rather than disrupt operations, many companies simply forgo patching and other
important security measures. A recent Forrester Research study?®*° revealed that 59%

of respondents were willing to take medium-to-high risks with regard to their security
practices, even in regulated environments.

Additional Findings of the Study

of companies surveyed admit that of security leaders surveyed

increase usage of 10T devices creates i reassessing network security
significant security challenges : i due toloT security concerns

Individual business units, OT teams and security operations center teams often
don’t see eye to eye as to how loT-connected devices should be managed

@ Satisfaction with loT security is high but doesn’t hold up when tested with
an audit

Base: 603 IT and business decision-makers with involvement in their organization's network and data security / endpoint security processes
Source: A commissioned study conducted by Forrester Consulting on behalf of ForeScout, August 2017

Figure 2: Global electricity production by energy source.®

Conventional network security monitoring and management tools are not always applicable
in areas with automated equipment such as industrial control, and they tend to be less than
effective in other ways when it comes to critical infrastructure using OT. Here are some of
those weaknesses:

- Offer limited visibility into OT and clinical assets. Traditional network management
tools do not easily detect, inspect or classify OT assets, leaving large blind spots in
security defenses. Hackers use tools that inspect for unsecured Internet connections, so
it is often the unknown devices or devices with unknown status that pose the greatest
risk to organizations.

» Rely upon active security measures. Active security measures, in which a security
solution not only detects an issue or potential threat, but also automatically takes
remediation steps, can be very useful in a traditional IT environment. But in OT
environments, active security techniques have the potential to disrupt control systems
and could potentially impact business-critical operations. Any solution you deploy must
first follow the adage: do no harm.

« Aren’t designed for critical infrastructure. Legacy critical infrastructure equipment and
operating systems weren’t designed to accept the security software agents that most
network management and monitoring tools require you to install on individual devices. Such
agents require frequent updates in the form of patches to stay current, and that simply isn’t
possible in critical infrastructure environments where uptime is of utmost importance.
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Analysis: The Source of the Problem Is Lack
of Visibility
Visibility is a foundational requirement of critical infrastructure cybersecurity and

compliance. If a particular network asset isn’t identified (and effectively invisible), you can’t
protect it from hackers.

Traditionally, critical infrastructure organizations generally had two options in understanding
the security posture of their assets: 1) to perform periodic, manual inventories using pen and
clipboard, then input and track their network devices, or 2) use an agent-based solution
that would quickly be out of date. The former was not only time-consuming, it meant that
the inventory was subject to input errors. The latter required installing—and continuously
updating—agents on each device on the network.

Agents don’t work for OT devices and other non-standard equipment in critical infrastructure
environments. In fact, the previously mentioned SANS lloT study noted that security
patching was identified as one of the greatest challenges in the next two years (see Figure 3).

Greatest Challenges in the Next Two Years

Difficulty or lack of patching IlloT devices and %
@ systems, leaving them vulnerable 55'95

Accidental exposures resulting from user error %
@ and system complexity 41.67 °

Difficulty controlling, locating, tracking, preventing
@ and managing lloT connectivity to critical 39_29%
infrastructure and other mission-critical systems

Failure to incorporate good security practices
@ into the IloT design, build, operate and 39_29%

maintenance lifecycle models for systems

IloT “Things” used as infection vectors to o,
@ spread in the enterprise 34-52 %

Figure 3: Challenges in making loT devices compliant (Source: SANS lloT survey).®

However, the critical infrastructure assets that are most vulnerable are not 10T devices but
the outdated, unpatched pieces of traditional IT infrastructure mixed in with the OT critical
infrastructure environment. In a recent SANS survey of hundreds of IT and ICS security
professionals, 70% considered their traditional computer assets to be at greatest risk of
compromise.®? (see Figure 4)
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Which control system components do you consider at greatest risk
for compromise, and which would have the greatest impact if
compromised and exploited?

Select your top three in each category in no particular order.
M Risk M Impact

Computer assets (HMI, server, workstations) running
commercial OS (Windows, UNIX, Linux)

0% 20% 40% 60% 80%

Figure 4: Network components that are most at risk (Source: SANS Securing Industrial Control Systems-2017
survey) ¥
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Considerations: Building a Secure Critical Infrastructure

Some of the attributes to look for in cybersecurity solutions for critical infrastructure
environments include:

Performs non-disruptive asset discovery

Critical infrastructure needs to be operational 24/7, so security measures that perform
disruptive, active techniques that have the potential to take equipment offline cannot be
used. You need solutions that give you the option of using passive technigues to perform
asset discovery and classification to build an accurate, foundational inventory of asset
intelligence.

Offers agentless, vendor-agnostic operations

Critical infrastructure environments have a heterogeneous mix of equipment from different
vendors that offer varying levels of IT functionality, so security techniques that require
uniform operating environments are difficult and costly to deploy. You need a solution

that operates without agents, and that works across all types of devices from all types of
vendors—even those devices that don’'t depend on the 802.1X protocol.

Focuses resources where most threats occur

As it turns out, most security risks for critical infrastructure lie within the IT layers of your
network environment, such as IT-based controllers or embedded IT operating systems. This
is the “messy” part of your IT environment, containing operating systems such as Windows
98 or other outdated or proprietary software that can’t be patched by today’s security tools.
Even when attackers target industrial control system devices, they tend to go through IT
layers to reach them.

Performs continuous monitoring

Be sure to choose a solution that continuously monitors the network so that device
intelligence and status is always available in real time. Whenever a solution detects an
anomalous or out-of-policy activity, it alerts and takes appropriate action based on outlined
security policies.

Delivers risk-mitigating controls and compliance on demand

The solution should identify and classify a device from the moment it connects to the
network, and should make sure that it complies with your security policies. However, it
should do this without ever taking devices offline. This way, you ensure that you are
following best practices for securing network devices while not putting the availability of
critical systems at risk.

Can be integrated and orchestrated with other cybersecurity vendors’ solutions

Most IT environments today are heterogeneous. As a result, a typical critical infrastructure
organization will have as many as a dozen or even more vendors’ security products
operating in independent security management silos. This disjointed approach prevents
coordinated, organization-wide security responses, allowing attackers more time to exploit
system vulnerabilities. The manual, inefficient processes that are necessary in this scenario
also can’t easily scale.

Security solutions should orchestrate infrastructure-wide security management to make
security products work together. To be effective, the number of partners the solution
provider works with should be large and include leading cybersecurity vendors. A vendor
that coordinates interoperability among all tools within one’s security ecosystem enables
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accelerated response, major operational efficiencies and superior security.

Scales to even the most demanding critical infrastructure environment

The numbers of l1oT and OT devices on critical infrastructure environments are expanding
day by day. To keep pace with this device growth, choose a solution that can scale to
millions of devices in a single deployment.

Conclusion

Society today depends on a complex matrix of digital properties, products and services to
function. From highway networks, water systems and transportation hubs to oil and gas
distribution pipelines, smart power grids and wide-area information networks such as the
Internet, we rely on critical cyber infrastructure to simply work so we can go about our daily
lives. So important is this critical infrastructure that government organizations are busily
creating regulations mandating that sufficient cybersecurity controls are put into place to
keep it constantly operational.

But traditional IT security defenses won’t work with OT critical infrastructures, as evidenced
by increasing numbers of successful attacks.

ForeScout helps reduce risk. By giving you instantaneous visibility into every connected
device, the ForeScout platform offers you control over who—or what—accesses your IT
environment. As a pioneer and leader in innovative network security solutions, ForeScout
provides you with unprecedented transparency—simply and cost-effectively. The instant
any device attaches to your network, you know all about it—no software agent required.
We continuously monitor to detect rogue or unsafe devices. And because we believe that
collaboration and openness keeps us all safer, we work with other leading security vendors
to keep your technology investments intact and your business compliant and secure. Today,
almost 3,000 customers in more than 80 countries depend on ForeScout.
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Additional resources

Implementing EU NIS with the Cyber Assessment Framework

Compliance Guide
OT Datasheet

Government Solutions Page

Compliance Web Page

Operational Technology Web Page

Healthcare Web Page

About ForeScout

ForeScout Technologies is Transforming Security through Visibility™ by providing Global 2000 enterprises and
government agencies with agentless visibility and control of traditional endpoints, 0T devices, operational
technologies, virtual instances and cloud workloads the instant they connect to the network. Our technology
continuously assesses, remediates and monitors devices and works with disparate security tools to help accelerate
incident response, break down silos, automate workflows and optimize existing investments. As of June 30, 2018
more than 2,900 customers in over 80 countries improve their network security and compliance posture with
ForeScout solutions. See devices. Control them. Orchestrate system-wide threat response. Learn how at

www.forescout.com.
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