A

ForeScout

CounterACT® VPN Concentrator
Plugin

Configuration Guide

Version 4.0.7 and Above




CounterACT VPN Concentrator Plugin Configuration Guide

Table of Contents

About the VPN Concentrator PIUQIN.......coiiiii it eaeea 3
SUPPOITEA VPN DOVICES ...ttt ettt et et ettt et et et e et e ea e e eaan e eanneeanns 3
Supported Authentication Methods .......ooiiiiiiiii e e 3
= = 11 = 1 o o 3

What to Do After Installation ... ..o 4
SETUP PrOCEAUIES ..ttt aes 5
RADIUS SV el S UP ittt ettt ettt et ettt e e eaans 5
ACTIVE DITECTONY SBUUD .. eiit ettt ettt 5

2 [ 11 a0 g F= T ST = 61 o 5
Configuring CounterACT to Work with the VPN DeViCe......cccvviiiiiiiiiiiiiiiiiinanns 8
Define Global Plugin TimMEOUTS . ....ouii ittt e e eaaeeeaans 16
Testing the Configuration ... e 17

CounterACT Policies for VPN Management ........ooiiiiiiiiiiii i eeaee 18
R o NV o o 1=y a0 0 1= = 18
The VPN BlOCK ACHION .. o e ettt ettt eaanas 19

Additional CounterACT Documentation ... ... .ccoiiiiiiiiiiiiiii i 21
Documentation POrtal ... ..o e 21
Customer SUPPOIt POrtal ... ..o e 22
CounterACT Console Online Help TOOIS..... .o e 22

Version 4.0.7 and Above 2



CounterACT VPN Concentrator Plugin Configuration Guide

About the VPN Concentrator Plugin

The VPN Concentrator Plugin is used to track VPN users, disconnect them from the
VPN and prevent them from reconnecting. Blocking is carried out by communicating
with multiple VPN devices and an authentication server. The authentication server
can be either a RADIUS server or an Active Directory server.

Supported VPN Devices
The VPN Concentrator plugin supports the following server packages:
= Cisco VPN 3000 software version 4.1.5 or higher
= Cisco VPN ASA 5500 Series Adaptive Security Appliance
=  Juniper 5.5R1 (build 11711) or higher
= Nortel VO7_00.062 or higher

Supported Authentication Methods
= RADIUS

= Active Directory

Installation

To install the plugin:

1. Navigate to the Customer Support, Base Plugins page and download the
plugin .fpi file.

Save the file to the machine where the CounterACT Console is installed.

Log into the CounterACT Console and select Options from the Tools menu.
Select Plugins. The Plugins pane opens.

Select Install. The Open dialog box opens.

Browse to and select the saved plugin .fpi file.

Select Install.

© N O Ok~ BN

An installation or upgrade information dialog box and a license agreement
dialog box will open. Accept the license agreement to proceed with the
installation.

9. Once the installation is complete, select Close. The plugin is listed in the
Plugins pane.
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1ol
Options
Type filter text Q.| | Plugins
S,’ CounterACT Devices Pluging extend CounterACT's capabilities by enahling intearation with other tools, allowing deeper inspection, additional
& Plugins enforcernent actions and more,
4t Default pluging appear here after the initial setup. more..
E—‘ Ghanngls Additional pluging can be downloaded and installed from the ForeScout website located at wwww forescout.com/support.
E‘& User Directory
E‘& Guest Registration Type filter text Q
e
&z Wireless
(%é Switch Plugin Name STt Session il T Instal
23 ven Micrasofl SMS/SCOM Mot running 4 210080 @ Uninstall
Eg\ Host Property Scanner DMS Client Running 4 1.8040 @
£ seneral FCI Plugin Always Running 4 2.8120 B
HAC Hariware WatchDog Running 1, Mot running 3 10
Lists
Metwork Palicy Debug Running 4 1.0 (]
%ﬂ@ Internal Metwork 2 Apli
B virtual Firewsall MAP Running 4 1.10060 @ ppliances
% Threat Protection 202.1% Plugin Mot running 4 20 Lé‘ Configure
ﬁ@ Access Switch Running 2, Mot running 2 8.10090 @
ﬁﬁ Consale Users McAee PO Mot running 4 2.8020
= Console Preferences HBT Scanner Running 4 3.0 @ P Help
455 Advanced User Directory Running 4 5.10080 (] E—
i Abou
Reports Ahvays Running 4 31070 L72)
23 iterns (1 selected)
Cloge

What to Do After Installation
After installing the plugin:

1. Review the set-up instructions described in this document. See Setup
Procedures.

2. Configure the plugin. See Configuring CounterACT to Work with the VPN
Device

3. Perform the test (Test button). Testing the Configuration.

4. At the Console, define the required policy to carry out VPN blocking. You can
utilize the following properties when investigating hosts:

— VPN Connectivity Type
— Logged in VPN user

- VPNIP

— VPN User Group

Refer to the online Help for more information about working with policies.

x

Type filter text Q. Logged-in VPN User: The user thatlogged in fram a VPR
VEN (@ Meets the following criteria
Connectivity Type WP ) Does not meet the following criteria
Logged-in YPN User
VR IP ANy Walue v
WP client type
WPM user graup sl G2

B8 windows

%Windows Applications

T wiindows Security Evaluate irresolvahle criteria as ~
=l tifivaloe

P Help oK Cancel

Version 4.0.7 and Above 4



CounterACT VPN Concentrator Plugin Configuration Guide

Setup Procedures

This section describes the following setup procedures.
= RADIUS Server Setup

= Active Directory Setup

= Additional Setup

RADIUS Server Setup

When RADIUS is used, blocking is performed by configuring the Appliance to act as a
proxy between the concentrator and the actual RADIUS server. To do this, you must
configure the concentrator to use the Appliance as the RADIUS server, and configure
the RADIUS server to accept the Appliance as a RADIUS client.

Access to the user is then blocked by rejecting authentication requests. This
effectively stops admission to the network. Since the block is associated with the
user, only that user will be blocked. When trying to reconnect, the plugin will be able
to identify the authentication attempt and reject it.

After you have defined the configured parameters, you should configure the VPN
concentrator to use the Appliance as its first authentication RADIUS server and
configure the original RADIUS server as the second on the list.

Additionally, you should configure the RADIUS server to allow requests from the
appliance. This requires assigning a server secret at the VPN and the original RADIUS
server that are identical, and using this server secret for connection between the
appliance and secondary RADIUS Server.

You must also allow access from the appliance to the original RADIUS server.

After configuration, all further authentication requests will go through the appliance,
allowing the blocking to occur.

Active Directory Setup

When Active Directory is used, blocking is performed by disabling the blocked user
on the Active Directory server. To do this, you must configure the appliance to use
an administrative privileged account.

Other than the plugin configuration parameters described above, no other set-up is
required for working with Active Directory.

Additional Setup

Enabling the Plugin

To enable the VPN Plugin, disconnect active VPN sessions and set the readonly entry
in the snmp_community section to 2, as shown in the following example:

[snmp_community 1]
name=0x3C.0xB6 .0xCD.0xC4.0x27 .0x5A.0x8A .0xCD
readonly=2

Version 4.0.7 and Above 5
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Cisco VPN3k
The VPN Plugin should use only SNMPv1 to handle Cisco VPN3k.

Configure Read/Write permissions
You should modify the VPN concentrator SNMP community to support both read and
write. This is done by editing the VPN CONFIG file.

If you use FTP to edit and distribute the VPN configuration file, the VPN may
require a restart to implement configuration changes.

1. Log in to VPN concentrator.

2. Select Administration > File Management.

@l Cisco Systems, Inc. VPN 3000 Concentrator [ga-vpn] - Microsoft Internet Explorer |;||E|[g|

File Edit View Favorites Tools Help

Qui- ©- BB G Puro dyrene @25 B-1J @B
address |@"| hitbp:{10.1.6. 246/ access. html v| Go  Links ®
Google - |G| search ~ p  FaoeRank g biocked A% cCheck v > Ssnaar B &

‘ 3 VBN 3000

oncentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring
=FConfiguration
——nterfaces

Sy stem

[—EHser Mananement Welcome to the VPN 3000 Concentrator IManager.
—HPolicy Manacement
—FHTunneling and Security.
-EHAdministration

Mo the left frame or the navigation bar above, click the fanction you want:

onfiguration o- to configure all features of this dewice.

o Administration -- o control admimstrative finctions on this dewice.
W

—EFSoftware Update
System Reboot

[ fiehoot Status o Ilohitoring -- to wew status, statistics, and logs on this device
—Ping
—;%rroi;ml?efresh The bar at the top right has:
—HAccess Rights
il Mananement o Dlain -- to return to this screen. =
—ECetificete Management s Help -- to get help for the current screen.
AL | « Support -- to access VPR 3000 Concentrator support and decumentation.
Cisco SYsTEus e Logout -- to log out of this session and return to the Manager login screen

TUnder the location bar in the upper right, these icons may appear. Click to:
@ 0 Internet

|

3. View the CONFIG file.
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-2l Cisco Systems, Inc. ¥PN 3000 Concentrator [ga-vpn] - Microsoft Internet Explorer,

File Edit ‘iew Favarites Tools  Help

Q- O X [ G P frroons @ -1 8- O B

Address |g”| http:10.1.5. 246 access himl

Gonglev |G| search ~ &  TageRank B plocked | A% check v »

HConfiguration

Concentrator Series Manager

—ESystem

—FHlser Managemernt
—EHPolicy Management
—FHTunneling and Security
{“FAdministration
-Administer Sessions

This screen lets you manage files o

—Reboot Status

| ping

——Traceroute

[—tonitoring Retresh

[EhAccess Rights Total: 15344EE, Used: 155EE, By

Flle Managsment Filename  Size (bytes) Date/Time

Swwap Contig File
TFTF Transter CONFIGEBEAK 36122 D5/2E/2006 10:46:29

xiLiLUELD;Ui CONFIG 38532 08/14/2006 16:31:54(

s File Upload -- send a file wia HTTP.
o L Export -- export the configuration to g XL file

FHlonitoring

Cisco Systens

VDN 3000

Configuration | Administration | Monitoring

—intertaces Administration | File Management Monday, 14 August 2006 16:31:58

e VPN 3000 Concentrator. Select a file from the Lst

and click the appropriate Action, or Ngoose an action from the list belowr.

—EFSoftware Updste o Swap Config File -- swap the backW and boot configuration files.
System Reboat o TETP Transfer -- transfer files via TF R

—ECerificate Management MMENMOEY TXT 12386 102172004 10:4740 [VlﬂrDeletﬂCDpj[]
SAVELOGTXT 30103 03/15/2006 1T7.37:58 |[ View | Delete| Copy ]

v Go Lirks **
Ssnaat B B

Logged in: admin

Refresh®

@ Done

8 Internet

4. Save the file to your local directory as vpn_config.txt. It is very important
that you save the file with a txt extension; otherwise, the VPN concentrator
will not start.

I Untitled - Notepad
File Edit Format View Help

refresh=30
locktimeout=180
[http]
port=80
enable=1
maxconn=10
sslport=443
sslenable=2
httpproxy=0.0.0.0
httpsproxy=0.0.0.0
webvpntimeout=30
httpscertrequired=2 Name is the
httpproxyport=80 "Community" string
httpsproxyport=443
[shmp
port=161
enable=1

name=0XxEF .0xEF.0xEF .0OXEF.0OXEF.0OXxEF.OXEF
readonly=2

[fitter L]

enable=1

name=Private (Default)

£
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5. Edit the file vpn_config.txt: To enable each community string for read-write,
enter the number 2 for read-only entry.

6. Upload the edited file to the VPN concentrator: Select Administration > File
Management > File Upload.

3 Cisco Systems, Inc. VPN 3000 Concentrator [ga-vpn] - Microsoft Internet Explorer [ZI[EI[‘S_TI

Edit Tools

Favorites

File

GBacK M 7 ) \ﬂ \g /..-\JSearch 31:/ Favorites {‘} <~ k; hd _J @ 3
pddress | €] ttpy/10.1.8.246 access himl vIBe ks *

Google- v][G et~ | D voses | % s > S [ 1
0 VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

View

HConfiguration
——interfaces
Sy stem
—EHser Management
—EHPolicy Managemert
{FHTunneling and Security
HAdministration

Refresh(®

Rhis screen lets you manage files on the WPIT 3000 Concentrator. Select a file from the hst
arid click the appropriate Action, or choose an action from the list below.

Config File -- swap the backup and boot configuration files.

—EF=ottvware Updste

System Reboot &y -- transfer files wa TETP.

w ile 1 load -- tend a file via HTTP
= ESfott -- export the configuration to an WL file.

——Traceroute

[—Moritoring Refresh
HEHACcess Rights Total: 15344EE, Tsed: 184EE, Free: 15160KR

e Filename Size (bytes) Date/Time Actions
Swvap Config File
TFTP Transter COMNFIGBAE 36122 |05/25/2006 17:04:56 [ View | Delete | Copy ]

ile Uplosdd .
L Export CONFIG 36122 [05/28/2006 10:46:26 [ View | Delete | Copy |
L iceriticate Manaement WMEMORY THT 12386 [10/21/2004 10:47-40 [ View| Delete | Cogz |

-FHVlonitoril
ifonteting SAVELOGTXT 30103[03/15/2006 17:37:58 [ View| Delete | Copy ]

Cisco SsTems

@ B Internet

7. The File on the VPN Concentrator should be CONFIG; the local file should be
your vpn_config. txt.

8. Reboot the VPN concentrator: Select Administration > System Reboot and
choose the Reboot without saving the active configuration option.

Configuring CounterACT to Work with the VPN
Device

This section describes how to configure VPN devices to communicate with
CounterACT.

You may not have the required user Scope permissions to configure VPN
devices or work with the IP addresses assigned to them. If this happens you
will receive an error message when attempting to configure the device.
Contact your CounterACT Administrator if required.
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To define general parameters:
1. Select Options from the Tools menu and then select Plugins.

2. Select VPN from the Plugins folder.

atounterAET Options =10l x|

Options

Type filter text Q VPN
& CounterACT Devices The ¥PN Concentrator plugin is used to track YPN users, disconnect them from the ¥PM and prevent them from
@ Flugins reconnecting.

[E_ﬂ' Channels
E‘j} User Directary

E‘.& Guest Registration [Fyme fitertexd @

@E Wireless Concentrator Adc Comment endor Block Conne Managed By 05 + Add..

& switch 10.33.1.80 nortel v Enterprize Mananer Softwarey..

32 vPN 10.331.125 tisco_asa v 10.36.1.9 Cisco Ada

Eg‘Hosthpemecanner 10.33.1.244 juniper v Enterprise Manager

3 General 10.33.1.245 cisco v Enterprise Manager

@ Discovery

MAC options .

Lists

Eﬂé Internal Metwark 4 itern= (0 selected)

B vittual Firewall

S Trreat Pratection P telp Apply sl
Cloge

3. Select Add. The General page of the Add Device wizard opens.

General Page

4. Enter VPN device information and define the CounterACT component that will
communicate with the device. This information must be synchronized with the
VPN itself.

¥ add Device - Step 1 x|

General

’ General Enter ¥FM device information and define the CounterACT compaonent
that will communicate with the device.
Address

Comment

Connecting Appliance Enterprize Manager w

¥| Disconnect currently connected userwhen performing YPN block

Yendar Cizco v
Authentication Method RADILIS w
P Help Mext » Cancel
Field Name Description
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Field Name

Description

Address

Enter the IP address of the VPN device.

Comment

Enter comments about the device.

Connecting
Appliance

Select the name of the CounterACT component that will
communicate with this VPN device.

Certain Appliances or certain IP assignments made to a
particular Appliance may be out of your user Scope. When this
happens, you may only view the Appliance configuration and not
change it. Appliances that contain Hosts IP assignment out of
your Scope will appear with an empty red circle or red circle with
a line through it.

An empty red circle indicates that you don’t have access to any
IP addresses managed by the Appliance. A circle with a line
indicates that you have partial access.

An Appliance with an assignment that is completely outside the
user scope is not shown in the drop-down list.

Disconnect
currently
connected user

Select the checkbox to disconnect immediately and prevent the
VPN user from reconnecting.

Clear the checkbox to prevent the VPN user from connecting
after the current session closes.

Vendor

Select a VPN vendor. The configuration options that follow vary
depending on the selected vendor.

Authentication
Method

RADIUS or Active Directory

The configuration options that follow vary depending on the
selected authentication method selected.

You may only assign one authentication method type per
Appliance. If you edit your configuration on a specific Appliance,
the edited change will be applied to all configurations for that
Appliance.

5. Select Next. The Credentials page of the Add Device wizard opens.

Credentials Page

6. Define access credentials for the VPN device you are configuring.

Version 4.0.7 and Above
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Cisco Credentials Page
Endd Device - Step 2 of 3 x|
Credentials
W General Enter access credentials to the VPN,

P credentials

Radius Authentication

o
|
2
=

Login Params

Cammunity
Caonfirm community

ShMF Params

hext # Cancel

Field Name

Description

Community

Type a unique name for this user group and confirm it

SNMP Params

Type SNMP access parameters. These include the SNMP version (1, 2
or 3) and a community string (for SNMPv1 and SNMPv2c) or user and
password (for SNMPv3). The parameters are indicated using the
'snmpwalk" utility format. The VPN Plugin should use only SNMPv1 to
handle Cisco VPN3k.

Include format (for example):

=  SNMPV1: -v 1 -c <community_name>

=  SNMPV2: -v 2 -c <community_name=>

=  SNMPV3: -v 3 -u <user> -A <password >

Version 4.0.7 and Above
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Juniper Credentials Page

Endd Device - Step 2 of 3

Credentials
W General
’ Credentials

Radius Authentication

Enter access credentials to the YPMN.

Login Params

User
Passward

Caonfirm password

Others Params

Realm Admin Users

Adrministrator URL Path admin

Mext #

Cancel

Field Name Description

User The user logged in to the VPN device.
Password The password of the user.
Realm

Enter the realm name (group) of the admin user, who is configured here.

Administrative | Enter a Sign-in administrative URL path.

URL Path Juniper

sraims ol the, xer.

*| 2 Disntay spen user sessionls] waming notitcation
ek L

Seduct whes to display 3 notification page to users

I_I'IWM_WM. Enable | Deabie | # | & |

Sign-in Page

Dratault Sgn:a Fags
Dt Sige-ia Fage
Delault Sign:a Fage:

18 BrT4PESS wian they TR 19 Sgn-m. Tht L s 50 Rollym T INSITATARS 0 e WaITSRg AOERCa0IN DaPe T8 0K Br Cancel the kg

= Lo e By dfonks, e b 1, o s wemetan o sty e s W g o

Sasthentication Rsain(s}
Ademin]. Usors. Ademin Lo
ideing. Uses

Ademin Users

Version 4.0.7 and Above
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Nortel / Cisco ASA Credentials Page

aﬁdd Device - Step 2 of 3

o General
P credentials

Credentials

Enter access credentials to the VPN,

Radius Authentication

Login Params

Lser
Password

Confirm password

Enahle Privileged Params

v| Enable Privileged Access

Usze login params v Lze lagin params
FPaszsword

Confirm passward

Others Params

Group iBase

Connection Method  |S5H | »

'y
T
E
=

Mext » Cancel

Field Name

Description

User The user that connects via SSH/telnet to the VPN device.

Password The password of the user.

Enable (Cisco ASA only) Select the checkbox to enable privileged access
Privileged based on the default login parameters defined above, or custom login
Access parameters defined below.

Use login Select the checkbox to enable privileged parameters based on the Login
params parameters defined above.

Password Enter the privileged password.

Group (Nortel only) A group name to communicate between the client

and VPN. End the entry with a period.

Connection
Method

A protocol to be used between the Appliance and the VPN.

The admin user must have permission to change the terminal paging. If this
permission is not defined, the plugin configuration test for the VPN device will fail
and the plugin cannot manage that VPN device. The plugin uses the following
terminal paging commands:

— For Cisco ASA: terminal pager 0O

— For Nortel: terminal paging off

Version 4.0.7 and Above
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7. Select Next. The Radius Authentication page or Active Directory
authentication page opens, depending on the authentication method you

chose.

Radius Authentication Page

If the Authentication Method is not RADIUS, skip this step.

8. Enter credentials required to access the RADIUS or authentication server.

Endd Device - Step 3 of 4 =l
Radius Authentication
f General Enter access credentials to the RADIUS senver.
W Credentials

P Radius Authentication
Advanced

P Help £ Previous Mext > Finish Cancel

Local RADIUS Port 1645 E
RADIUS Server Address

RADIUS Server Port 1645 E
RADIUS Server Secret

Retype RADIUS Server Secret

Field Name

Description

Local RADIUS

The UDP port for receiving authentication requests from the VPNs. This

Port port must be different from the 802.1x plugin local port.

RADIUS The original RADIUS server IP address. This is the RADIUS server the
Server VPN concentrator is initially configured to work with.

Address

RADIUS The port for sending authentication requests to the original RADIUS

Server Port

server.

RADIUS
Server Secret

The secret for the original RADIUS server.

Cisco ASA — Advanced RADIUS Options

Advanced options are available for Cisco ASA VPN devices that support both Remote
Access and SSL connection methods. Disable an option if you do not want the
Appliance to be able to block users that connect with that method.

Version 4.0.7 and Above
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i
Advanced
o General

4, redantials +| Query list of connected users using Remote Access WP client

W Radius Authentication

+| Query list of connected users using SSLVPN client
’ Advanced

? Help < Previous Finish Cancel

Active Directory Authentication Page
If the Authentication Method is not Active Directory, skip this step.

9. Enter credentials required to access the Active Directory server.

x|
Active Directory Authentication
" General Enter access credentials to the Active Directory server,

& Credentials
b Active Directory Authentication

Advanced Active Directory Address
Active Directary Fort | E v| Use SEL
Active Directory User
Active Directory Passward
retype Active Directory Passward

Fully Gualified Domain

P Help € Previous Mext » Finish Cancel

Field Name Description
Active The Active Directory server IP address. This is the server the VPN
Directory concentrator is configured to work with.
Address
Active The port used for sending authentication requests to the Active Directory
Directory server (default: 389/TCP).
Port
Use SSL Select this checkbox to apply SSL encryption to communication with the

Active Directory server.
Active The Active Directory user who is associated with the administrator’s or
Directory account operator’s groups.
User

Version 4.0.7 and Above 15
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Field Name Description

Active The password of the Active Directory user.

Directory

Password

Fully The Active Directory domain full name. It is recommend to use upper
Qualified case letters.

Domain

10.Select Finish when you are done configuring the VPN device. The
configuration appears in the VPN Pane.

=
Options
Type filter text Q| VPN
& CounteraCT Devices The ¥PN Concentrator plugin is used to track YPM users, disconnect them from the VPN and prevent them from
_@ Flugins reconnecting.
Eﬂ Channels
BZ User Direct
= ser Directory Type filter tesxt Q
B Guest Registration
@; Wireless Concentrator Adc Comment  Yendor Block Conne Managed By 05 4+ Add..
@ Switeh 10.33.1.80 nartel W Enterprise Manager Softwarel..
ﬁ%VPN 10.33.1.125 cisco_asa v 10.36.1.9 Cisco Ada... £ Edi.
Bk Host Property Scanner 10.33.1.244 juniper v Enterprize Manager il Rernove
£} General 10.33.1.245 cisto v Enterprise Manager
@ Discavery 192.168.0.1 v Enterprise Manager
HAG Options ...
Lists
Eﬂé Internal Metwork: Aitemns {1 selected)
BH virtual Firgweall > P p—
e ance
e Threat Protection el SR
Close

The following information is displayed:

Item Description

Concentrator The IP address of the VPN device that you added
Address

Comment Comments that you added

Vendor The device vendor

Block Indicates if VPN blocking is enabled

Connected

Managed By The CounterACT component that manages this VPN device
(@15 The vendor operating system

Define Global Plugin Timeouts

Define global plugin settings. These settings are applied to all VPN configurations.

To define global plugin parameters:

1. Select Options from the VPN pane. The Edit general parameters dialog box

opens.

Version 4.0.7 and Above
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Edit general parameters |

RADIUS Server Timeout (seconds) |3 E
Active Directory Timeout {seconds) 120 E

WP Query Interval (seconds) 1] E

| P Help || oK || Ccancel
Field Name Description
RADIUS Server Timeout The time to wait for the original RADIUS server to
(seconds) authenticate a user.
Active Directory Timeout The Active Directory connection timeout.
(seconds)
VPN Query Interval The interval at which to query the VPN for the
(seconds) connected hosts.

Testing the Configuration

You can check connections, parameters, and access to the Active Directory. Perform

this test after adding, editing, or removing VPN parameters.

To test:

1. Select Options from the Tools menu.
2. Select VPN. The VPN pane opens.

3. Select one or several configurations.
4. Select Test.

Version 4.0.7 and Above
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5. The Test dialog box appears with VPN test parameter information.

P [=TE
| Q

Tested Device Time Type Status Message

10.0.4.36 Ccta, 2010 Authentication server FPassed Test succeeded fram appliance 10.0.4 36

10.0.4.36 Oct 5, 2010 Plugin configuration Passed Test succeeded from appliance 10.0.4.36

10.33.1.80 Octa, 2010 Getusers Fasses 0

10.33.1.80 Oct s, 2010

4 iterns (0 selected)

Connectivity and credentials  Passes

4i4 Done.

Cloge

6. Use the Filter field to quickly locate a type, for example type P and the
“Plugin configuration” rows appear on the top of the list.

Even if you do not save the plugin parameter changes, the test uses the
edited parameters.

CounterACT Policies for VPN Management

This section describes host properties and actions provided by the plugin. Use these
properties and actions to create CounterACT policies that detect and manage VPN

endpoints.

VPN Host Properties

3Pulicy:'l:orporate,.-"Guest Control (PM Demo)"-- =Condition

Search

S8 WP

Connectivity Type YPM
Logged-in VPN User
WEM client type

VRN P

VRN user group

8 windows

%Windnws Applications
7 Windows Security

) Wireless

Q. vPNuser group:

) Meets the following criteria

) Does not meetthe following criteria

Ay Walue

Match case

Evaluate irresalvable criteria as v

7 Help oK Cancel

Version 4.0.7 and Above
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The following host properties report VPN related information.

Connectivity A Boolean value that indicates whether the user is connected
Type VPN through a VPN.

Logged-in VPN The username under which the host is logged in to the VPN.
User

VPN client type The authentication method or tunneling protocol used by the VPN.

VPN IP The IP of the VPN concentrator to which the endpoint is connected.

VPN user group The User Group through which the endpoint connects to the
corporate network.

The VPN Block Action

The VPN Block g, action prevents a user from connecting through a VPN.

aPoliqr:'Eorporate,.-"ﬁuest Control with Sponsor Portal'--=Action ﬂ
Search Q| Block VPN user
@ Restrict Parameters | Schedule
B02.1% Accass
@'EU\CL Message Text
Assign to WLAN
Cisco PLUASA At Tags:

@ Switch Block
iz YPHN Block
B irtual Firewall

Y
I
E
=

Ok Cancel

When the VPN Block action is used in a policy rule, each user that matches the
conditions of the rule is blocked. You can also apply the action to selected users from
the NAC or Inventory views of the Console.
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When you use this action, you specify a message text that is displayed to the
blocked user if they attempt to reconnect. To include host-specific property values,
select Add Tags and add Property Tags that resolve to host property values when
the message is created. The message text is only seen on the endpoint when

attempting to reconnect via Cisco ASA configured with Radius as the Authentication
Method.

Only add tags that reference single-value properties. You cannot add tags
that refer to list or composite properties.

CounterACT must explicitly cancel the VPN block action to allow the user to
log in again. Unlike other block actions, this action blocks a user account rather
than a network endpoint. However, CounterACT policies act on network endpoints.
When the blocked user's endpoint device no longer matches the conditions of the
blocking rule — for example, if the user removed forbidden file sharing applications —
this endpoint device is no longer blocked, but the user account still cannot access the
network, using this device or any other device.

The VPN Block action is enforced until one of the following situations explicitly
cancels the VPN block, letting the VPN user access the network again:

= Schedule settings of the action or policy end the action. It is
recommended to define a duration of 1 hour for this action. This prevents
users from accessing the network, but allows them to correct security
breaches on their devices and log in again to the network. If a user still
matches blocking policy conditions, the VPN Block action will be applied each
time they log in.
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= An administrator manually cancels the action from the NAC or
Inventory views of the Console.
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Additional CounterACT Documentation

For more detailed information about the CounterACT features described here or
additional CounterACT features and modules, refer to the following resources:

=  Documentation Portal

= Customer Support Portal

=  CounterACT Console Online Help Tools

Documentation Portal

The ForeScout Documentation Portal is a Web-based library containing information
about CounterACT tools, features, functionality and integrations.

ForeScout Documentation Portal /\?/
ForeScout

The ForeScout Documentation Portal is an online library

containing information about CounterACT tools, features
and functionality. /
Select the CounterACT version you want to discover: -

Version 7.0.0 v

To access the Documentation Portal:

1. Go to www.forescout.com/Kkb.

2. Use your customer support credentials to log in.

3. Select the CounterACT version you want to discover.
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Customer Support Portal

The Customer Support Portal provides links to CounterACT version releases, service
packs, plugins and modules as well as related documentation. The portal also
provides a variety of How-to Guides, Installation Guides and more.

To access the Customer Support Portal:

1. Go to https://updates.forescout.com/support/index.php?url=counteract.

2. Select the CounterACT version you want to discover.

CounterACT Console Online Help Tools

Access information directly from the CounterACT Console.
Console Help Buttons

Use context sensitive Help buttons to quickly access information about the tasks and
topics you are working with.

Console User Manual
Select CounterACT Help from the Help menu.
Plugin Help Files

1. After the plugin is installed, select Options from the Tools menu and then
select Plugins.

2. Select the plugin and then select Help.
Documentation Portal

Select Documentation Portal from the Help menu.
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Legal Notice

Copyright © ForeScout Technologies, Inc. 2000-2017. All rights reserved. The copyright and
proprietary rights in this document belong to ForeScout Technologies, Inc. ("ForeScout”). It is
strictly forbidden to copy, duplicate, sell, lend or otherwise use this document in any way,
shape or form without the prior written consent of ForeScout. All other trademarks used in this
document are the property of their respective owners.

These products are based on software developed by ForeScout. The products described in this
document may be protected by one or more of the following U.S. patents: #6,363,489,
#8,254,286, #8,590,004, #8,639,800 and #9,027,079 and may be protected by other U.S.
patents and foreign patents.

Redistribution and use in source and binary forms are permitted, provided that the above
copyright notice and this paragraph are duplicated in all such forms and that any
documentation, advertising materials and other materials related to such distribution and use
acknowledge that the software was developed by ForeScout.

Unless there is a valid written agreement signed by you and ForeScout that governs the below
ForeScout products and services:

= If you have purchased any ForeScout products, your use of such products is subject to
your acceptance of the terms set forth at http://www.forescout.com/eula/;

= If you have purchased any ForeScout support service (“ActiveCare”), your use of
ActiveCare is subject to your acceptance of the terms set forth at
http://www.forescout.com/activecare-maintenance-and-support-policy/;

= If you have purchased any ForeScout Professional Services, the provision of such
services is subject to your acceptance of the terms set forth at
http://www.forescout.com/professional-services-agreement/;

= |If you are evaluating ForeScout’s products, your evaluation is subject to your
acceptance of the applicable terms set forth below:

- If you have requested a General Availability Product, the terms applicable to your
use of such product are set forth at: http://www.forescout.com/evaluation-
license/.

- If you have requested a Beta Product, the terms applicable to your use of such
product are set forth at: http://www.forescout.com/beta-test-agreement/.

- If you have purchased any ForeScout Not For Resale licenses, such license is
subject to your acceptance of the terms set forth at
http://www.forescout.com/nfr-license/.

Send comments and questions about this document to: documentation@forescout.com
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