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About Managing Changes to Network
Endpoints

ForeScout CounterACT® tools let you identify an extensive range of host changes in
your network, including changes to:

= Applications installed
= Hostnames
= Operating systems
= Shared folders
= Switches
= Users
= Windows services
= New TCP/IP ports
Follow the step-by-step procedures in this guide to:
= Use a wizard-based CounterACT template to create a policy that detects and

classifies changes to network endpoints.

As an example of changes tracked, this guide discusses NetBIOS
hostname changes.

= Use CounterACT tools to review an extensive range of information about
detected hosts.

= Generate real-time and trend reports tracking changes.

This How-to guide provides basic configuration instructions designed for a

quick setup. For more information on the extended configuration options,
refer to the CounterACT Administration Guide.

Prerequisites

= Verify that your CounterACT system was set up using the Initial Setup Wizard.
Refer to the CounterACT Administration Guide for details.
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Create and Apply a Change Policy

Follow the steps below to detect hostname changes using a policy template.

This guide discusses how to track and control hostname changes specifically,
but it also applies to all other changes listed in About Managing Changes to
Network Endpoints.

6 Select a Track Change Template

Log into the CounterACT Console.

On the Console toolbar, select the Policy tab. The Policy Manager opens.

2 CounterCT Enterprise Manager Console - admin connected ta 10 8 & 000 - Licensed to FORESCOUT = Eem =<

Eile Eey Tools Log  Display

-~ ForeScout A B oo
Policy Folders Policy Manager Search QM show subtolder palicies

s | ¥
+ L) Marme Category Status UserScope  Sedm.. Exceplions Caonditions Acti...

:EI FPolicy » 1.1 Asset Clas Classification [»] Complete  AllIPs Mo Conditions
~ Policy Folders > 2.1 Windows CClassifier Device is MAT: Within

~ Policy Folders > 2.2 Unclassifie Clagsifier Exempt-Approved WOIP Devi.. Metwork Function: wi.. 8

1. Classification 3 2.9 LinuUniz Classifier Exermpt-Approved WOIP Devi.. hermber of Group: Ex...
> 4. Caontrol » 2.6 Mobile DeyClassifier Exermnpt-Approved WOIP Devi.. Network Function: Ap.. 38

3. In the Policy Manager, select Add. The Policy Wizard opens, guiding you
through policy creation.

4. Under Templates, expand the Track Changes folder and select Track
Hostname Change (or the template you require).
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2 Policy - Wizard - Step 1 =

Policy Type

Create a policy using a template or create a customn policy.

Search Q Track Hostname Change
J Templates Identify host changes on your network, such as a new host name or the
remaoval of an existing host name. Optional notification actions, disabled by
> Classification default, can be used to inform users of the host name change and the

CounterACT administratar of which host name was changed at the endpoint,
Corporate/Guest Contral

> B, compliance

> Threats

~ @ Track Changes
Track Application Change
Track Hostname Change
Track Operating System Change
Track Shared Folder Change
Track Switch Change
Track User Change
Track Windows Senice Change

Mew TCPAP Part

5. Select Next. The Name pane opens.

@ Name the Policy

1. In the Name pane, a default policy name appears in the Name field.

2 Policy - Wizard - Step 2 of 5 (=)
Name
O Policy Type
Enti d o tion for th I
o— nter a name and description for the policy
Scope
Change Time
Main Rule
Marme Track Hostname Change
Description

2. Accept the default name or create a new name, and add a description.

3. Select Next. The Scope pane and the IP Address Range dialog box open.

@ Choose the Hosts to Inspect

1. Use The IP Address Range dialog box to define which endpoints are inspected.
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Z 1P Address Range

AllIPs
®) Segment v

Unknown IP addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and
select Segments from the Scope page.

— Unknown IP addresses: Apply the policy to endpoints whose IP

addresses are not known. Endpoint detection is based on the endpoint
MAC address.

Not applicable for this policy template.

Viewing or modifying the Internal Network is performed separately. Select
Tools>0Options>Internal Network.

2. Select OK. The added range appears in the Scope list.

Select Next. The Change Time pane opens.

@ Set Time Criteria for Detected Changes

In the Change Time pane, set the time criteria for detected changes.

1. In the Detected drop-down list, set the beginning or ending date for the
changes to be detected (optional).

2 Palicy - Wizard - Step 4 of 5 =3
Change Time
@ Folicy Type
Q Name Setthe time, day and frequency for detecting the change occurrence.
Q Scope
Change Time
hain Rule

Detected ~

Time Period

2. To limit the detection to changes made during specific days or hours, select
Time Period. The Time and Day dialog box opens.
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In the following example, hostname changes will be detected if they occurred

from Monday through Friday, at any time of day, within the previous two

weeks.

3 Titre and Day

Tirne period

oAl

Feriod

Selected days
All

o D
=2 Eriday Saturday Sunday

X3

Monday Tuesday wednesdayld Thursday

3. Select OK.

4. Select Next. The Main Rule pane opens.

@ Finish Policy Creation

1. Select Finish. The policy automatically appears highlighted in the Policy

The policy sub rules are displayed in the Main Rule pane. Rules instruct

CounterACT what to detect on hosts (Conditions) and how to handle hosts

(Actions).

2 Policy - Wizard - Step 5 of §

Main Rule
@ Folicy Type
@ tame Use this scraen to review policy sub-rule definiions
Hosts are inspected by 2ach sub-rule in the arder shown, When a match is found, the action
@ scone defined is applied. If na match is faund, the host is inspected againstthe next sub-rule
@ change Time
hain Rule

Condition
A hostmatehes tis rule if it meets the following condtion

Al criteria are True W

Criteria

MetBIOS Hostname Change - Ghange: Fram: Any value - Ta: Any value Event previous|

Actions

Actions are applied to hosts matching the above condition.

Enable Action Details

Mo iterms to dizplay

Manager, where it can be activated.
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@ Activate the Policy

On the Console toolbar, select the Policy tab.

In the Policy Manager, select the policy you created.

-~ ForeScout

Policy Folders Policy Manager
1|k
+ B Name
1 Policy
Fidf Mot Active
External Devices
Compliant

> Policy Folders
~ Printer ¥LAN Switching Control Policy

Unathorized Printer Control -Managed Switch
Unathorized Printer Control - Un-Mianaged Switch

Athorized Printer Contral -Mave ta Printers VLAN

Investigate
Track Hostame Change

“ ihehsense Data Loss Prevertion (DLP)
AllWehsense Client Agent Running
Websense 2ag Agent Running but NOT Client
Websense Client Agent Running but NOT SaaS
Websense Client Agent Installed AND NOT Running
Websense service NOT detected

~ indows Uptlate Compliance
Mot Wanageable
Waiting far Rehoot
Windows Updates Required
Compliant

Wireless

7§ itemns (1 selected)

Home

S Counterf.CT Enterprise Manager Cansole - admin cannected to 485 401 - Licensed to FORESCOLT

File

al

Search Q[ show subiolder policies

Conditions

NOT Windows Personal Firewall: Windows Firewall, ICF, Zone Alarm, Sygate
o Conditions

tember of Group: Printers, White-List Printers

Member of Group: Printers ANDNOT Member of Group: White-List Printers A..

Wember of Group: Primters AND NOT Mermber of Graup: White-List Printers

Iember of Group: White-List Printers AND Switch 1P: Any Value

Athorized Printer Contral - Unmanaged Switch - Restrictwitt Mermber 0f Group: White-List Printers

Mo Conditians
NBIBIOS Hostname Change: Change: From: Any value - To Any value, Event

tember of Group: Managed Windows Devices

Windows Services Running: Matches Websense Client Agent AND Windows .,

Windows Services Running: Matehes Websense S3as Service

Windows Services Running: Matehes Websense Client Agent

Wintows Services Installed: Matches Websense Clint Agent AND Wintows
o Conditions

Wiember of Graup: Windows AND Member of Graup: Gorporate Hosts

NOT Windows Manageable SecureConnector. AND NOT Windaws Managea
Windows Undates Installed - Rehoot Required

Microsafty ulnerabilities: MS01-059 : Security Update, Devember 17, 2001, M.
No Canditions

WWLAR Defected Client Type: Ay Value

Actions

L]

Select Apply. The policy is activated.

CounterACT detects hostname changes at the addresses you specified in the
Scope pane, within the time periods you specified.

Evaluate the Changes

After activating the policy, you can view details about endpoints at which the
changes were detected.

To evaluate the detected changes:

4. On the Console toolbar, select the Home tab.

5. In the Views pane, expand the Policy folder and select the

your change policy.

policy containing

Version 8.0



Track Changes to Network Endpoints

i

[o]l@ =

% Counter2CT Enterprise Manager Console - admin connected to 4 # & 4l - Licensed to FORESCOUT

€ Track Hostname Change Search Q Mh Unmm ‘mm‘ Pe” 315 OF 315 HOSTS
Views
. a Host HostIP Segment Policy Track Hosina...  MAC Address Funciion Actians
> @ M Compliance (4) N
> I Macintosh Update Complian . n1-63410.pm.lahf. CNC \TraEKHnsmamEC Unknown
u Malicious Hosts (16) . I1.pm.labforescou. CNC \TraEKHnsmamEC Unknown
> I Mobile Classification (24) . 2.pm lab forescou. CNC \ Track Hostname C. Unknown
3 Track Hostname Change (0) . Sz pmilab forescou. L * CNC \TraEKHnsmamEC Metworking
> I Windows Update Gomplianc . dge-nat! pm.lab.f. CNC \ Track Hostname C. Unknown
u Wireless (0) . 12.prm labforescou. CNC \ Track Hostname C. Unknown
> % History . 11 prlab-farescou CNC BN Track Hostname C.
. p2.prm lab foresco. CNC B Track Hostname C. Unknown
Fitters . 1 pm labfarescou =¥ B Track Hosiname C. Unknawn
Search Q. e 1 cne N uncte Lnetnomn ~
=204 Track Hostname Change
> ' Segrents (242) .

IPv4 Address:
MAC Address:
Vendor and Model: Cisco

Function: hetworking
de Operating System: Unknown

r&a

> B Default Groups =]

> H Organizational Units

~ B Groups Unmatched the Track Hostname Change policy on Jung 16 03:49:26 P
Antivirus Not Installed Y Unmatch Main Rule

Changs was net detected
Iesalyahls

Conditian Properties: NetBI0S Hostnarne Change:
NetBIOS Hostname:

Arttvirus Mot Running
Arttivirus Mot Updated
Approved Corp Guests

Corporate Hosts

CounterdCT Devices

Change information is displayed in the Detections pane.

To customize the information displayed about detected changes, right-click a
column heading, select Add/Remove Columns, and select the information
of interest to you. You can also reorder the columns.

Generate Reports

After the policy runs, you can generate reports with real-time and trend information
about tracked changes. You can generate and view the reports immediately, or
schedule report generation.

The Reports Portal provides tools to customize reports and schedule
automatic report generation. For more information about this portal, see the
CounterACT Administration Guide.

To generate a report:

1.

o 0k~ N

Select Web Reports from the Console Reports menu. The Reports portal
opens.

Select Add. The Add Report Template dialog box opens.

Select a report template, and select Next. A report configuration page opens.
Define the report specifications in each field.

Schedule report generation (optional).

Select Save (optional) to save the report settings and assign them a name.
The report name appears in the Reports list for future use.
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7. Select Run to generate and display the report.

In the following example, the Policy Compliance Details report was selected.
This report gives you a pie chart breakdown of hostname changes, and
provides details depending on the information fields you selected to view.

Policy Compliance Details ForeScout

Report Details
Hosts: All IP's

Generated By: Administrator

Generated At Sun Jun 07 15:69:58 IDT 2009

Current compliance details for a specific NAC Policy

NAC Policy Compliance :  Host Name Change

Policy Breakdown
Unmatch = 20, 7%

Match = 258, 93%

Additional CounterACT Documentation

For information about other CounterACT features and modules, refer to the following
resources:

=  Documentation Downloads

=  Documentation Portal

=  CounterACT Help Tools

Documentation Downloads

Documentation downloads can be accessed from one of two ForeScout portals,
depending on which licensing mode your deployment is using.

= Per-Appliance Licensing Mode - Product Updates Portal

= Centralized Licensing Mode - Customer Portal

Software downloads are also available from these portals.

To learn which licensing mode your deployment is using, see Identifying Your
Licensing Mode in the Console.
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Product Updates Portal
The Product Updates Portal provides links to CounterACT version releases, Base and
Content Modules, and Extended Modules, as well as related documentation. The
portal also provides a variety of additional documentation.

To access the Product Updates Portal:

1. Go to https://updates.forescout.com/support/index.php?url=counteract.

2. Select the CounterACT version you want to discover.

Customer Portal

The Downloads page on the ForeScout Customer Portal provides links to purchased
CounterACT version releases, Base and Content Modules, and Extended Modules, as
well as related documentation. Software and related documentation will only appear
on the Downloads page if you have a license entitlement for the software. The
Documentation page on the portal provides a variety of additional documentation.

To access documentation on the ForeScout Customer Portal:

1. Go to https://forescout.force.com/support/.

2. Select Downloads or Documentation.

Documentation Portal

The ForeScout Documentation Portal is a searchable, web-based library containing
information about CounterACT tools, features, functionality and integrations.

If your deployment is using Centralized Licensing Mode, you may not have
credentials to access this portal.

To access the Documentation Portal:

1. Go to www.forescout.com/docportal.

2. Use your customer support credentials to log in.

3. Select the CounterACT version you want to discover.

CounterACT Help Tools
Access information directly from the CounterACT Console.

Console Help Buttons

Use context sensitive Help buttons to quickly access information about the tasks and
topics you are working with.

CounterACT Administration Guide
Select CounterACT Help from the Help menu.
Plugin Help Files

1. After the plugin is installed, select Options from the Tools menu and then
select Modules.
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2. Select the plugin and then select Help.
Documentation Portal

Select Documentation Portal from the Help menu.

Identifying Your Licensing Mode in the Console

If your Enterprise Manager has a ForeScout CounterACT See license listed in the
Console, your deployment is operating in Centralized Licensing Mode. If not, your
deployment is operating in Per-Appliance Licensing Mode.

Select Options > Licenses to see whether you have a ForeScout CounterACT See
license listed in the table.

Options
Search Q. Licenses
& VPN Activate, update or deactivate your license for CounterACT features and Extended Module
b General
Search Q
# Discovery
> NAC MNarme = Status Type
#E Licenses ForeScout CounterACT See Valid, Capacity ex Perpetual
(@ Lists ForeScout CounterACT Control Valid, Capacity & Perpetual
> & Map ForeScout CounterACT Resiliency Valid Perpetual
Internal Metwork ForeScout Extended Module for Check Point Next... Valid, Capacity exceeded Perpetual

Contact your ForeScout representative if you have any questions about identifying
your licensing mode.

Version 8.0
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Legal Notice

© 2018 ForeScout Technologies, Inc. All rights reserved. ForeScout Technologies, Inc. is a
Delaware corporation. A list of our trademarks and patents can be found at
https://www.forescout.com/company/legal/intellectual-property-patents-trademarks. Other
brands, products, or service names may be trademarks or service marks of their respective

owners.

2018-04-15 11:07

Version 8.0

13


https://urldefense.proofpoint.com/v2/url?u=https-3A__www.forescout.com_company_legal_intellectual-2Dproperty-2Dpatents-2Dtrademarks&d=DwMFAg&c=L5E2d05je37i-dadkViuXA&r=Z3cI4QPLlfMimB_63ipHyFuWSHGqqAs50hjX-2X1CEw&m=ypFjb5tb21hH81CxdGe-3FT8l4QXZe-hzuDh-eBT-wQ&s=ATQ1mJb4KkN8L9fn2BnpRuwmDWJcze7zyqTbG1PTwkc&e=

	About Managing Changes to Network Endpoints
	Prerequisites
	Create and Apply a Change Policy
	Evaluate the Changes
	Generate Reports
	Additional CounterACT Documentation
	Documentation Downloads
	Product Updates Portal
	Customer Portal
	Documentation Portal
	CounterACT Help Tools





