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Network Module: Switch Plugin

About the Switch Plugin

The Switch Plugin is a component of the ForeScout CounterACT® Network Module.

See Network Module Information for details about the module.

The ForeScout CounterACT® Switch Plugin provides a powerful set of features, letting

you:

of the switch to which an endpoint is connected.
Quickly detect new endpoints on the network; the Switch Plugin receives
notification of port status changes via SNMP traps and alerts the CounterACT

assignment policies and quarantine VLANS.

control.

Plugin Architecture

Single Appliance Solution
If you are working with a single Appliance, the plugin communicates with switches

via the Appliance.

@Console
P
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Switch Plugin
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Track the location of endpoints connected to network switches and retrieve
relevant switch information. For example, you can see the IP address and port

Console.
Assign switch ports to VLANs; you can set up dynamic, role-based VLAN

Use ACLs to open or close network zones, services or protocols for specific
endpoints at a switch and handle scenarios that address broader access
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Multiple Appliance Solutions

If your CounterACT solution includes multiple Appliances connected to an Enterprise
Manager, by default, the plugin communicates with switches via the Enterprise
Manager.

You can change this setting, on a per-switch basis, to enable an Appliance that is
physically closer to the switch to communicate with the switch (recommended).

()
=2/ Console

Enterprise
Manager

If an Appliance is removed from CounterACT, all switches managed via this
Appliance are reassigned to be managed via the Enterprise Manager. If an
Appliance is disconnected, switches must be reassigned manually.

Communication between the Switch Plugin and Switches
The Switch Plugin queries each switch for:

= Switch port attributes and information about connected endpoints

= Its ARP table to discover new endpoints connected to the switch

Switch information can be transferred using either SNMP, CLI or both. The transfer
method(s) used between the plugin and a managed switch is (are) specific to each
switch vendor.
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Multi-Process Switch Plugin Architecture

When CounterACT manages a large switch deployment containing many L2/L3
switches, implementing a multi-process Switch Plugin architecture significantly
increases CounterACT's real-time switch management capacity.

In a multi-process architecture, the Switch Plugin initiates and sustains several
processes simultaneously. A high-level parent process communicates between
individual switch-management child processes and the CounterACT infrastructure.
This architecture allows numerous switch management sessions to run concurrently,
multiplying the capacity of the Switch Plugin as compared with single-process
versions of the Switch Plugin. For details about implementing a multi-process Switch
Plugin architecture, see Appendix 7: Improve Switch Management for Large

Deployments.

Supported Vendors

The Switch Plugin manages the network devices of a broad range of vendors. The
following network device types can be managed by the plugin:

=  Switch
= layer 3

Switch Vendors

The Switch Plugin manages the switches of the following vendors:

= 3COM = Comtec = H3C

= Alaxala = D-Link = Hirschmann
= Alcatel = DASAN = HPE

=  Apresia =  Dax =  Huawei

= Arista = Dell = Juniper

= Avaya (Nortel) = Enterasys = Linksys

= Brocade = Extreme = NEC

= Cisco = ForcelO

For detailed information about specific, switch vendor models and operating system
versions that are validated for Switch Plugin management, refer to the WIRED
INTEGRATIONS (SWITCHES) section in the CounterACT Network Devices
Compatibility Matrix. You can access this matrix in one of the following locations,
depending on the licensing mode your deployment is using:

= Per-Appliance Licensing Mode - Product Updates Portal

= Centralized Licensing Mode - Customer Portal, Documentation Page.

See Additional CounterACT Documentation (ldentifying Your Licensing Mode in the
Console) to learn which licensing mode your deployment is using.
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Layer 3 Device Vendors
The Switch Plugin manages the firewalls of the following vendors:

= Check Point = Forcepoint Stonesoft = Juniper SRX
= Cisco ASA = Fortinet = Palo Alto Networks

The plugin also manages routers that run the Linux operating system.

For details about the limit of plugin management of Layer 3 devices, see Plugin
Management of Layer 3 Devices.

IPv6 Support

The Switch Plugin provides IPv6-related support for the switches of the following

vendors:
= Avaya (Nortel) = Cisco = HPE-Comware
= Brocade = Dell = Juniper

Plugin provided IPv6-related support is as follows:

= The plugin can manage both dual-stack switches and IPv6-only
switches, as switch management is accomplished using either a switch IPv4
address or a switch IPv6 address.

= The Switch Plugin performs Neighbor table read operations; Neighbor table
write operations are not supported.

For Cisco switches, the plugin also reads the Bindings table, as necessary.

= The plugin reports IPv6 address information [IPv6 addresses and IPv6 link-
local address] of connected IPv6 endpoints. This support is provided for both
IPv6-only endpoints and dual-stack endpoints.

= Plugin-provided actions (restrict and remediate actions) can be applied on
connected dual-stack endpoints and connected IPv6-only endpoints, with the
following exceptions:

— The Pre-Connect ACL feature is not supported for managed IPv6-only
switches.

— The Access Port ACL action is not supported for managed IPv6-only
switches.

— The Endpoint Address ACL action cannot be applied on connected
IPv6-only endpoints.

Plugin application of the Endpoint Address ACL action on connected dual-
stack endpoints, using the IP ACL option, only restricts the IPv4 traffic of
these endpoints.

For information about overall CounterACT IPv6-related support, refer to the
CounterACT 8.0 Release Notes. For information about required configurations for
CounterACT handling of IPv6 endpoints, refer to the Work with IPv6 Addressable
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Endpoints How-to Guide. See Additional CounterACT Documentation for information
on how to access these guides.

VolP Support

The Switch Plugin lets you perform Assign to VLAN and Switch Block actions in a
VolP environment. VolIP is supported for the following switch devices:

3COM switches
Alcatel switches

— VolIP detection is supported for phones connected to ports that are each
configured with two static VLANs and the phone tags its own traffic with
the voice VLAN.

— VoIP detection is supported for phones connected to mobile ports. Such
ports are configured for dynamic VLAN assignment, where VolP traffic is
dynamically moved to the voice VLAN by the switch.

Avaya (Nortel) switches
Brocade switches
Cisco switches and phones

— For managed Cisco switches, (1) VolP detection is supported for phones
connected to either access ports or trunk ports. (2) All potential switch
ports (access and trunk) must have voice VLANs that are configured using
switchport voice vlan <n>.

— For managed Cisco Small Business 300 Series switches, (1) VolP detection
is supported for phones connected to either general ports or trunk ports
and only when the Auto Smartport detection property is enabled on the
switch. (2) All potential switch ports (general and trunk) must have voice
VLANSs that are configured using switchport voice vlan <n>.

For the plugin to use a CDP query with managed Cisco switches in order to
determine, more frequently and more reliably, the disconnect status of the
data endpoint on a VolP port (voice VLAN, data VLAN), see

verify disconnect_of data endpoint.

For exceptional situations in which the potential Cisco trunk ports cannot have
their voice VLANS configured using switchport voice vlan <n>, the Switch
Plugin can still provide VolP detection for these trunk ports, see
Troubleshooting, Plugin VolP Detection for Cisco Trunk Port Configuration
Exception.

Enterasys switches

ForcelO switches
H3C switches

VolP detection is supported for phones connected to H3C trunk ports and
H3C hybrid ports.

HPE switches

Juniper EX series switches

Version 8.12
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The Switch Port Voice Device property is used to resolve whether a detected
endpoint, connected to a switch port, is a VolP device.

See Global Configuration Options for the Switch Plugin for more general information
about working with VolP devices.

ACL Capabilities

Access Control Lists (ACLs) applied on a switch, perform packet filtering on traffic
traveling through the switch and are commonly used to restrict the network usage of
connecting endpoints. The Switch Plugin offers CounterACT operators the following
ACL capabilities for switch management:

= The Endpoint Address ACL action
= The Access Port ACL action
= The Pre-Connect Mode

For an overview of Switch Plugin access control list (ACL) capabilities, see Appendix
6: Working with ACL Capabilities. For configuration of the plugin to use ACL
capabilities, see any of the following:

= ACL Configuration — Cisco and Brocade Switches

= ACL Configuration — Enterasys Matrix N-Series Switches

= ACL Configuration — Juniper Switches

For working with plugin ACL actions, see Restrict Actions.

Failover Clustering Support

The Switch Plugin supports CounterACT's Failover Clustering functionality. Failover
Clustering provides for the continued, operational availability of the CounterACT
service, in the event of Appliance failure (one Appliance, many Appliances or an
entire data center of Appliances). Both endpoints handled by and switch devices
managed by the failed Appliance(s) are automatically transferred to designated
Appliances having available capacity. Refer to the ForeScout CounterACT Resiliency
Solutions User Guide for detailed information about this feature. See Additional
CounterACT Documentation for information on how to access this guide.

In support of CounterACT Failover Clustering, the Switch Plugin provides continuity of
switch device management, including applied switch restrict actions, in the event of
Appliance failover to a recipient Appliance and subsequent failback to the re
connected original Appliance.

For details about Switch Plugin processing that is affected due to Failover Clustering,
see the following sections:

= Switch Tab Information and Failover Clustering

= Auto-Discovery — Discover Neighboring Switches

= Restrict Actions

Version 8.12 11
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Trunk Port Management

Switch Plugin management provides the following handling of switch trunk ports:

= Endpoint Detection

= VoIP Device Treatment

= Access Control List Treatment

Endpoint Detection

The plugin provides detection of endpoints that are connected to a managed switch's
trunk ports, as follows:

= Detect endpoints that are connected to the trunk ports of a managed switch.

= Resolves and display in the Console the switch properties of these connected
endpoints.

For details about enabling this handling, see the Switch Advanced Settings section
about the option Detect endpoints connected to trunk ports.

VolIP Device Treatment

The plugin provides the following VolP device treatment on switch trunk ports of the
specific, supported switch vendors:

=  VolIP Detection:

— Cisco - plugin VolP detection is supported for phones connected to Cisco
trunk ports

— H3C - plugin VolP detection is supported for phones connected to H3C
trunk ports

= Action Application:

— Cisco - the plugin applies the Assign to VLAN action and the Switch Block
action on detected endpoints located behind a VolP device that is
connected to a Cisco trunk port

— H3C - the plugin applies the Assign to VLAN action and the Switch Block
action on detected endpoints located behind a VolP device that is
connected to an H3C trunk port

Access Control List Treatment

The plugin provides the following Access Control List-related treatment for switch
trunk ports:

= The plugin can be enabled to block endpoints on the access port or, if not
found on the access port, on a trunk port, when applying the Endpoint
Address ACL action. For details about enabling this treatment, see the plugin
configuration for ACL application on Cisco and Brocade Switches, Enterasys
Matrix N-Series Switches and Juniper Switches.

= For a detected endpoint, the Switch Port Host ACL Locations —
Candidates lists any trunk ports, if the access port is not known and both the

Version 8.12 12
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Enable ACL and the Block hosts learned via downstream devices
options are configured for the managed switch. The Switch Port Host ACL
Locations — Candidates entry displays in the Console Profile tab and lists
more than one candidate if there is more than one eligible trunk port.

Requirements

This section describes:

=  CounterACT Version Requirements

=  SNMP Requirements

CounterACT Version Requirements

The plugin requires the following CounterACT releases and other CounterACT
components:

=  CounterACT version 8.0.

= An active Maintenance Contract for CounterACT devices is required.

SNMP Requirements

SNMP is the primary method used by the plugin to manage switches. The Switch
Plugin supports use of the following SNMP versions:

= SNMPv1
=  SNMPv2c
= SNMPv3

When the plugin manages Cisco switches running version 10S 12.1 or
below, if the plugin is configured to manage these switches using SNMPVv3,
make sure that the plugin is also configured to use CLI with these
switches.

Plugin receives SNMP traps on port 162. In addition, both standard and vendor-
specific switch MIBs might be queried.

For information about enabling plugin handling of SNMP traps and plugin forwarding
of SNMP traps, see Handle SNMP Traps.

MIB Requirements

Appendix 4: MIBs Used by the Switch Plugin lists MIBs that must be included on the
switch.

Getting Started

The Switch Plugin is bundled with your CounterACT software.

Version 8.12 13
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To work with the Switch Plugin, you will need to perform some or all of the following
steps:

1. Start the Switch Plugin.

This is only necessary if you did not add any switches in the (CounterACT)
Initial Setup wizard.

2. Configure switches so that they can work with the Switch Plugin. See Switch
Setup.
3. If you need the plugin to manage a switch whose switch vendor is not found

in the Switch Vendors list, see Plugin Switch Management Using the Generic
Vendor Option for details and then continue with step 5.

4. If you need the plugin to manage a Layer 3 device, verify plugin management
of that device in the Layer 3 Device Vendors and see Plugin Management of
Layer 3 Devices and then continue with step 5.

5. Add switches to the Switch Plugin. See Add Switches to the Switch Plugin.

6. Configure switches that were discovered automatically. See Auto-Discovery —
Discover Neighboring Switches.

7. Test each switch configuration (recommended). See Test the Switch
Configuration.

8. Configure the plugin options. See Global Configuration Options for the Switch
Plugin.

Configuring Switches in the Switch Plugin

Configuration tools let you specify which of your switches are managed by the plugin.
These tools also let you control specific tasks performed by the plugin, for example,
you can enable or disable the option to query switches for connected endpoints and
port attributes.

Once a switch is configured, the CounterACT device that is managing the switch
retrieves information about endpoints connected to the switch and about the switch.
Information about the switch includes, for example, the port at which the endpoint is
connected, the switch port status and the switch IP address. You can view this
information at the Console when an endpoint connected to the switch is detected by
the Switch Plugin. Refer to the Working at the Console chapter in the CounterACT
Administration Guide for information about working with the Console. See Additional
CounterACT Documentation for information on how to access this guide.

By default, the Enterprise Manager is responsible for communicating with all
switches. You can change this on a per-switch basis so that, for example, an
Appliance that is physically closer to a switch performs this task (recommended).

Advanced tools let you carry out performance tuning—for example, you can:
= Define ports that should never be blocked

= Change the default timeout and retry number for SNMP requests sent to the
switch

= Change various default query rates

Version 8.12 14
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Manage Switch Configurations

Plugin configuration definitions for the network devices that the plugin manages -
switches, firewalls and Linux routers - display in the Console Switch tab. View switch
configuration details, switch information learned/discovered by the plugin, real-time
information regarding plugin activity and switch status.

To display the Console Switch tab:

1. In the CounterACT Console, select Options from the Tools menu. The
Options window opens.

2. In Options navigation tree, select Switch. The Switch tab opens displaying
the Switch tab in the foreground and the ACL Repository tab in the

background.
2 CounterdCT Options o=l
Options
Search O switch

% Guest Registration

1 User Directory Switth  ACL Repository

2 Cyberark Use the toals in this tab to manage the Switch Plugin canfigurations.
The tab displays information abautthe switth devices thatthe plugin is configured fa manage. View plugin configuration details for the switches beiny managed, switch
2 Switch infarmation learned by the plugin and realime, plugin activity information

&9 McAfee Threat Intelligence £

Search Q Non Switches B Newly Discovered [ Enabled [ Disabled
D Citrix Xenhobile hCM
Status wendar IF Address ~  Managed By Detected By Switch Alerts  Detested Swilch Respon... s Template m
P Rapid7 Nexpose
Disabled Cisco Erterprise Mana, Auty Discovery  Unkn o o
> @ General
AE License Server HNewly Discover... Cisco Erterprise Mana, New #uto Discovery Ho
. v Cisco Enterprise hana. htanual 0.021 Ho
Discovery
~ff ac
HTTF Redirection
Email
I £

Use the tools in the Switch tab to add and manage switches and to review and test
their configurations.

Switch Tab Toolbar

Option Description

Add a switch to the plugin.

Edit Edit a switch configuration.
= See Edit Switch Configurations in the Plugin for information
about this feature.

You can edit the configuration of multiple switches, provided
that all selected switches are from the same vendor.

Disconnect selected switches from the Switch Plugin.

Actions carried out from this switch remain enabled. Switch
discovery and endpoint learning are stopped.

B TI0 E

Duplicate a switch configuration.
See Duplicate Existing Switch for information about this
feature.

Duplic
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Option Description

Run the auto-discovery feature.

If the switch vendor does not support auto-discovery or the
switch's status is not Enabled, the Discover button is
disabled.

See Auto-Discovery — Discover Neighboring Switches for
information about this feature.

Halt Switch Plugin functionality on all CounterACT devices.

This includes:

= Clear Assign to VLAN action, Switch Block action and any
ACL actions. All related information, which the plugin
placed on a configured switch in support of any of these
actions, is removed.

=  Stop switch discovery capabilities.

=  Stop learning endpoint attributes.

Enable auto-discovered switches.
The switch status first changes from Newly Discovered to

Disabled. The status is updated to %" (Enabled) when read
and write permissions are successfully assigned.

Approve

Check switch connectivity and read and write access
permissions.

See Test the Switch Configuration for information about this
feature.

Export the current configuration of selected switches to an
XML file. You must encrypt the exported file.

Irnport/Export Password

Exported File containg secured parameters.
Specify a password to encrypt these parameters in the Export file,
ou must specify this password when you import the file.

Expaort

Passward:

Canfirm Passward:

L Import switch configurations from an XML file. Enter the
password used when the switch configurations were
exported to decrypt the file.
( Import/Export Password ﬁ

File 'switch_ config_1.xml' contains password protected data.
Enter the password configured through the Export button in the Policy Manager.

Edit Switch Plugin options that apply to all managed
switches. See Global Configuration Options for the Switch
Plugin for information about these options.

Options
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Displaying Additional Switch Information

Basic information about the configuration of all switches appears automatically in the
Switch tab. However, additional information can be displayed by adding columns to
the table in the tab.

To add or remove columns in the Switch tab:

1. Right-click any column header in the Switch tab.

2. Select Add/Remove Columns and then select the information that you want
to display.

2 Add/Remove Calumns =)

Awailable Columns Selected Columns

Search Q, Type

v General Status

802 1% Ceployment Phase Vendor

ACL Status IP Address

Actions Managed By

ARF Tahle 0ID Detected By

Default
ARF Translation Switch Alerts

Auto Discovery Detected

Auta Discovery Rate Switch Response Time

Auto Discovery Status |5 Template

Blockvia downstream switches

Comment

3. Select OK.

Switch Tab Information and Failover Clustering

During a failover scenario, the Switch tab displays the following information in the

Managed By column for managed switch devices that are currently failed over to a
recipient Appliance:

. < > *(<current managing Appliance
status>)

Switch

A Managed By column tooltip is displayed for managed switch devices that are
currently failed over to a recipient Appliance. The tooltip contains the following
information:

= Current: Current managing Appliance, after failover.

= QOriginal: Original managing Appliance, prior to failover.
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= Plugin status: The plugin status on the current Appliance is <plugin status>.

ew plugin configuration details for the switches being managed, switch information leg

ed [ Disabled

ESes Managed By Detected By Switch Alerts

1]

plugin status on the current Appliance is Running

For information about CounterACT Failover Clustering and the Switch Plugin, see
Failover Clustering Support.

Plugin Switch Management Using the Generic
Vendor Option

If your switch vendor does not appear in the Switch Vendors list, try using the
vendor option Generic to configure the Switch Plugin to manage the relevant
switches. In Switch Plugin terminology, when the plugin is configured to manage a
switch using the Generic vendor option, that switch is called a generic switch.

The plugin manages generic switches using either CLI, SNMP or both query methods.

Only the following switch actions are available for use with managed, generic
switches:

= Switch Block action (restrict action)
= Expedite IP Discovery action (remediate action)

When configuring the plugin to manage a generic switch, the necessary information
and procedures are provided in section Add Switches to the Switch Plugin.

Plugin Management of Layer 3 Devices

Configure the Switch Plugin to manage the following Layer 3 devices:
= Firewalls from the following vendors:

— Check Point

— Cisco ASA

— Forcepoint Stonesoft
— Fortinet

— Juniper SRX

— Palo Alto Networks

= Routers that run the Linux operating system (Linux routers)
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Plugin management of Layer 3 devices provides the following:

For all vendor firewalls, the plugin reads their ARP table. For the Check Point
firewall and the Fortinet firewall, this includes the plugin working with the
Check Point firewall's Virtual System Extension (VSX) configuration and the
Fortinet firewall's Virtual Domain (VDOM) configuration. ARP table reading is
used by the plugin for ARP learning - IP address to MAC address mapping
information. Plugin ability to obtain this firewall information is important in
order to address the following NAC scenario:

The network infrastructure of the organization uses switches that only
provide layer 2 functionality and layer 3 functionality is provided by
firewalls.

For the Juniper SRX firewall, the plugin also writes to its ARP table. ARP table
writing is used by the plugin to clear redundant IP addresses to MAC address
entries from the firewall's ARP table.

For Linux routers, the plugin reads their ARP table. ARP table reading is used
by the plugin for ARP learning - IP address to MAC address mapping
information.

The plugin uses only CLI and an SSH connection to manage Layer 3 devices.

Only the following switch action is available for use with managed Layer 3 devices:

Expedite IP Discovery action (remediate action)

When configuring the plugin to manage a Layer 3 device, the necessary information
and procedures are provided in section Add Switches to the Switch Plugin.

Methods for Adding Managed Switches

There are several, available methods by which to configure the Switch Plugin to manage
new/additional switch devices. These methods are as follows:

1.

Use the Configuration Wizard - Manually Add a new switch device, using the
Add Switch wizard. See Add Switches to the Switch Plugin.

. Approve a Newly Discovered Switch - Manually Approve newly discovered

switches. See Auto-Discovery — Discover Neighboring Switches.

Duplicate an Existing Switch - Duplicate a currently managed switch to add a
single switch or add multiple switches. See Duplicate Existing Switch

Configuration.

Import Switches - Import switches from an XML file; the file's content was
previously generated via performing an Export.

Switch Template Discovery - Use the switch template feature and received
SNMP traps to automatically add switches. See Use Switch Configuration as a

Template.

Methods 1 - 4 are initiated from the Console Switch tab toolbar.
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Add Switches to the Switch Plugin

This section describes how to manually add a plugin configuration for the
management of a switch or a Layer 3 device. The section presents the following
plugin-configuration topics:

= General Configuration

CLI Configuration

=  SNMP Configuration

= Permissions Configuration

ACL Configuration:

— ACL Configuration — Cisco and Brocade Switches

— ACL Configuration — Enterasys Matrix N-Series Switches
— ACL Configuration — Juniper Switches

=  Security Group Tagging Configuration
802.1X Integration

To add a new switch:

1. Select Options from the Tools menu. The CounterACT Options window
opens.

2. Select Switch. The Switch tab opens.

2 CounterACT Options [E=8 EOR (|

Options
Search Q switech
3 Guest Registration

3 User Direttory Switch

€ Cyberark Use the tools in this tak to manage the Switch Plugin canfigurations
The tab displays infarmation abautthe switch devices thatthe plugin is configured ta manage. View plugin configuration details for the switches being managed, switch
% Switch inforration leamed by the plugin and reakime, plugin activity intormatian

Weatee Threat Intelligence E

Search Q Non Switches [P Newly Discovered P Enabled [ Disabled

D Citrix }enMabile MDM

Status vendor IPAddress = Managed By Ditetted By Switth Alerts | Detected Switch Respan... 15 Template m
B Rapid7 Nexpose

Disabled Ciscn Enferprise Mana Auto Discovery  Unknown Mo

> @ ceneral

AE License Saner Mewly Discover... Cisco Enlerprise hMana New Auto Discovery Mo

v Cisto Enterptise Mana Manual 0.021 No

% Discovery
v nac

Authentication

HTTP Redirection
Email

Identity

3. Select Add. The Add Switch wizard opens displaying the General page.

4. In each page of the wizard, enter any required information and then select
Next.

The subsequent pages of the wizard depend on the value chosen for Vendor
in the General page.

5. In the last page of the wizard, select Finish. The new switch is added to the
list of switches in the Switch tab. The switch has a status of Disabled.

6. Select Apply to add the switch to the Switch Plugin.
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General Configuration

Use the General page of the Add Switch wizard to enter general switch information.

2 Switch - Wizard - Step 1 =

Add Switch

General

General Enter the switch device information.

If the: device vendor you are configuring does not appear in the vendor list, select Generic from the list
CounterACT resolves switch information for generic switches but does not carry out Switch block and Assign
to VLAN actions. Refer to the online Help if the generic switch does not properly resolve switch information.

Address
Connecting Appliance  Enterprise Manager v
Vendor Select Vendor... 4

Comment

Use switch configuration as template

Address

Enter the IP/FQDN of the switch, which can be any of the following:
= An IPv4 address
= A fully qualified domain name (FQDN)
= An IPv6 address

The value you configure is then used throughout the Console to identify the switch
entry.

Switches often have more than one IP address (for example, Layer 3
switches). When you add a new switch to the plugin, only a single IP address
can be configured. The Switch Plugin learns the other IP addresses - IPv4
addresses and/or IPv6 addresses - automatically and reports them to the
CounterACT Console which displays them in the IP Interface Addresses
column of the Switch tab.

Connecting Appliance

Specify the CounterACT device that will manage this switch. In a multi-Appliance
system, you should configure each switch to communicate via the Appliance closest
to it.

If you intend to run policies that use the switch properties Running Config or
Interface Table (for determining network device compliance), it is recommended that
the Connecting Appliance contains the IP address of this switch in its Appliance IP
Assignment range. Doing this helps ensure consistent compliance validation and
saves network utilization. Refer to the CounterACT Administration Guide for
information about Appliance IP Assignment. See Additional CounterACT
Documentation for information on how to access this guide.
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Vendor

From the dropdown menu, select the vendor of the network device you want the
plugin to manage.

= Switch management: Either select a specific switch vendor or select the
Generic option to configure the plugin to manage the switch using the
generic vendor option (for switch vendors not appearing in the Switch
Vendors list).

— For plugin management of an HPE switch running a ProVision/ProCurve
operating system, select the vendor option HP.

— For plugin management of an HPE switch running a Comware operating
system, select the vendor option HPE-Comware.

If the plugin is currently configured to manage an HPE switch, which runs
either Comware operating system version 5.x or version 7.x, as an H3C
switch (the Vendor field is configured with H3C), it is recommended to
delete the existing plugin configuration for managing this switch and
configure it anew using the vendor option HPE-Comware.

= Firewall management: Select a specific firewall vendor (listed in the dropdown
menu as <vendor name=>-FW).

* Linux Router management: Select the Router-Linux option.

Comment

Enter comments about the switch configuration.

Use switch configuration as template

Select this checkbox to instruct the Switch Plugin to copy the plugin configuration for
managing this switch to newly detected, unmanaged switches that belong to the
same SNMP community. This option is not available for use if Juniper is defined in
the Vendor field.

For more information, see Use Switch Configuration as a Template in the Replicate
Switch Configuration section.

CLI Configuration

Use the CLI configuration page of the Add Switch wizard to specify whether to
enable use of the CLI for communication from the Switch Plugin to the switch. CLI
settings are described in this section.

When configuring the Switch Plugin to manage a Cisco Small Business 300
Series switch, do not enable Use CLI. The plugin interoperates with these
switches using SNMP only.

The plugin does not support applying ACL actions on the Cisco Small Business
300 series switch, since ACL support requires plugin-switch CLI
interoperation.

Version 8.12 22



Network Module: Switch Plugin Configuration Guide

2 Switch - Wizard - Step 2 of 7 ==
Add Switch
CLI
Q General
Canfigure the plugin to connectto the managed switch using CLI credentials - either
CLI "
Telnet or S5H credentials
ShikF
Permissions
ACL
Usa CLI
SGT
207.1% Connection Type

User
Password
Confirm Password

Privileged Access Parameters

Enahble privileged access

Mo password

CLI parameters must be configured for the plugin to manage the following network
devices:

= Layer 3 devices - all supported vendor firewalls and Linux routers
= Alaxala switches
» Arista switches

= Avaya (Nortel) - for Switch Plugin performance of Neighbor table read
operations. See IPv6 Support.

= Brocade dual-stack switches, in order for the Switch Plugin to perform
Neighbor table read operations. See IPv6 Support.

= Cisco switches in order for Switch Plugin detection of VolP port configuration
on Cisco switch ports. For an additional configuration requirement for plugin-
provided detection of VolP port configuration, see MAC Read/Write Method.

This requirement is not relevant for managed Cisco Small Business 300 Series
switches.

= Cisco Catalyst 2950 switches using SNMPv3
= Cisco ISR routers
= Cisco Nexus switches

= Dell - for Switch Plugin performance of Neighbor table read operations. See
IPv6 Support.
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Hirschmann switches
HPE-Comware:

— IPv4 switches

— For Switch Plugin performance of Neighbor table read operations. See IPv6
Support.

Juniper:

— IPv4 switches

— Dual-stack switches, for Switch Plugin performance of Neighbor table read
operations. See IPv6 Support.

CLI parameters can be configured for the plugin to manage the following network
devices:

3COM switches in order to apply the Assign to VLAN action on detected
endpoints connected to a 3COM hybrid port.

Brocade and Enterasys Matrix N-Series switches in order to apply ACL actions
(Endpoint Address ACL and Access Port ACL) on detected endpoints that are
connected to these switches.

Cisco switches in order to:
— Use the Set port alias on action option on the switch. See Switch
Advanced Settings for details about this option.

— Apply ACL actions (Endpoint Address ACL and Access Port ACL) on
detected endpoints that are connected to these switches.

— Apply the Assign Security Group Tag action on the switch.

Comtec switches in order to:

— Apply the Assign to VLAN action on detected endpoints that are connected
to these switches.

— Use the ARP Permissions option Write: Clear Redundant IP Addresses
associated with MAC Address.

DASAN switches in order to:

— Apply the Assign to VLAN action on detected endpoints that are connected
to these switches.

— Use the ARP Permissions option Write: Clear Redundant IP Addresses
associated with MAC Address.

ExtremeXOS switches in order to apply the Assign to VLAN action on detected
endpoints that are connected to these switches.

H3C switches in order to apply the Assign to VLAN action on detected
endpoints; endpoints that are connected to H3C switches as follows:

— On detected endpoints located behind a VolP device that is connected to
an H3C trunk port.

— On detected endpoints connected to an H3C access port or an H3C hybrid
port.

Huawei switches in order to apply the Assign to VLAN action on detected
endpoints that are connected to these switches.
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= When configuring the plugin to manage switches using the Generic vendor
option.

To add CLI information:
1. Select Use CLI to activate CLI access.

— When configuring the Switch Plugin to manage a Cisco Small Business 300
Series switch, do not select Use CLI. The plugin interoperates with the
300 series switch using SNMP only.

— When configuring the Switch Plugin to manage either a Juniper switch or a
Layer 3 device (a supported vendor firewall or a Linux router), Use CLI is
permanently selected (cannot be cleared); SNMP is not available for
communication between the Switch Plugin and these network devices.

— When configuring the Switch Plugin to manage an Arista switch, Use CLI
is permanently selected (cannot be cleared).

2. In the Connection Type field, select the connection type that you want to
use to enable communication from the Switch Plugin to the switch.

When configuring the Switch Plugin to manage either a Juniper switch or a
Layer 3 device (a supported vendor firewall or a Linux router), SSH is the
permanently selected connection type.

3. In the User and Password fields, type a user name and a password,
respectively, for plugin log in to the switch. Confirm the provided password.

For plugin management of Juniper switches, the user you configure must have
superuser permission on the Juniper switch.

Do not use the root log in for CLI access to Juniper EX series switches.

4. If you do not want to grant the plugin write privileges on the switch, clear the
Enable privileged access option in the Privileged Access Parameters section
and continue with step 6.

For managing Check Point-FW Layer 3 devices, never disable the Enable
privileged access option (option is enabled by default). The enabled
option instructs the plugin to interoperate in expert mode with the
Check Point firewall.

5. In the Privileged Access Parameters section, define privileged access
credentials:
— Select No password if the switch setup does not require a password.

— Select Use login parameters if the user name and password entered at
step 3 can also be used for privileged access.

— Select Custom if privileged access requires a second user name and
password pair, and type the user name and password.
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6.

8.

If SSH is the selected communication type, then, in the SSH Fingerprint
section, the following fields are available for configuration:

a. Select the Use SSH Fingerprint option. By default, this option is not
selected.
Enabling this option instructs the plugin to establish an SSH connection
that is secured using an ssh-rsa fingerprint, for purposes of CLI
communication with the managed network device.

b. Select either one of the following methods by which the plugin obtains the
ssh-rsa fingerprint to use:

> Learn SSH Fingerprint at every plugin start - Selecting this option
instructs the plugin to query the switch to obtain the ssh-rsa fingerprint,
every time the plugin is started. By default, selection of Use SSH
Fingerprint results in the selection of this option.

> Use login parameters - Select this option to define, in the input box,
the ssh-rsa fingerprint that the Switch Plugin must use.

When using an SSH connection to establish CLI communication with a
managed network device, if the Switch Plugin determines that the ssh-rsa
fingerprint that it possesses does not meet minimum Common Criteria
requirements, then the plugin does not establish the CLI connection.

In the Router Module Number section (Enterasys only):

When the plugin uses a CLI connection with a managed Enterasys switch,
then, following plugin log in to the switch and establishment of the CLI
connection, the plugin must always then enable router mode on the switch,
either with a provided router module number or without one.

Router Module Mumber

This section provides the Access using Router Module Number checkbox
and associated field, which are used to instruct the plugin regarding enabling
router mode on the switch, as follows:

— Clear the Access using Router Module Number checkbox to instruct
the plugin to only send the router command, when enabling router mode
on an Enterasys switch. By default, the Access using Router Module
Number checkbox is not selected.

— Select the Access using Router Module Number checkbox to instruct
the plugin to send the router command together with the value defined in
the associated field, when enabling router mode on an Enterasys switch.
The field's default and minimum value is 1.

Select Next.
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SNMP Configuration

Use the SNMP page of the Add Switch wizard to specify the SNMP version and to
define the SNMP credentials the plugin must use with the switch. SNMP credentials
must be defined for plugin switch management, as follows:

= All vendors, except Juniper

= When the Generic vendor option is configured for plugin switch management
SNMP configuration is not relevant for plugin management of Layer 3 devices.

Plugin SNMP Use with H3C Switches

When SNMP is used by the plugin to manage H3C switches, a switch configuration
requirement might be applicable to the managed H3C switches. For details, see
Configuring H3C Switches for SNMP.

Plugin SNMP Use with Juniper Switches
Plugin SNMP queries are not supported for Juniper switches.

SNMP can be used for port status (link-up/link-down) traps. No configuration is
required to work with SNMPv1 or SNMPv2c. For SNMPv3 traps, enter any Juniper
SNMPv3 settings to be used with the switch.

SNMPv1 and SNMPv2c Configuration
If you are using the switch-as-template feature (see Use Switch Configuration

as a Template), it is strongly recommended that you use a different
community for each switch vendor.

In the SNMP pane:
1. In the SNMP Version field, select either V1 or V2 from the drop-down menu.

-
& Switch - Wizard - Step 3 af 7 =]

Add Switch

SNMP
O General

o oLl Enter the SHMP seftings and credentials to be used with the switch.

SHMP

Permissions

ACL

sGT SHMP Version W 1w
BO2.1X Comraunity

Confirm Community

Cancel

2. In the Community field, enter a community relevant to your SNMP version
selection.

3. Select Next. The Permissions pane opens.
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SNMPVv3 Configuration

Switch Plugin management of a Cisco switch using SNMPv3 communication requires
defining several options that are not required for earlier SNMP versions. Examples
include: mib view, security group, username and password, authentication protocol
and privacy protocol. If these options are not defined, plugin SNMPv3 communication
with a managed Cisco switch might be affected. For more information, refer to
standard SNMPv3 documentation.

In the SNMP pane:

1. In the SNMP Version field, select V3 from the drop-down menu. The
following fields display:

2 Switch - Wizard - Step 3 of 7 =
Add Switch
SHNMP
@ General
Q oLl Enter the ShF settings and credentials o be used with the switch

ShhP
Fermissions
ACL

SGT

802.1x Lszar

SMMP Wersion W 3w

Authentication
Use Authertication

Authentication Protocol  HWAC-5HA ~
Paszward

Caonfirm Password

Privacy
LUse Privacy

Frivacy Protocol DES w
Fassword

canfirm Password

Cancel

Previaus

For plugin SNMP V3 communication, configure the following fields:
In the User field, enter a user name.

Select Use Authentication to enable authentication.

o r W N

If you enabled the Use Authentication option, you must also define:

a. In the Authentication Protocol field, select an authentication protocol
for the plugin to use. The following authentication protocol options are
available:

> HMAC-MD5
> HMAC-SHA
b. In the Password field, enter a password for the plugin to use
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6. Select Use Privacy to enable privacy.

Configuring the plugin to use Privacy requires that you also configure the
plugin to use Authentication.

7. If you enabled the Use Privacy option, you must also define:

a. In the Privacy Protocol field, select an encryption protocol for the plugin
to use. The following encryption protocol options are available:
> DES
> AES-128
> AES-192 (Cisco only)
> AES-256 (Cisco only)

b. In the Password field, enter a password for the plugin to use

8. Select Next. The Permissions pane opens.

Plugin SNMPv3 Use with Cisco Switches

In order for the Switch Plugin to use SNMPv3 communication to manage Cisco
switches, additional configuration is required on each of the involved Cisco switches.
For example, when using VLANs with Cisco switches, a VLAN context must be defined
for the desired security group. For details, see Configuring Cisco Switches for
SNMPv3.

Permissions Configuration

Use the Permissions page of the Add Switch wizard to define read and write
permissions and advanced permission settings.

For plugin management of a switch, whether by SNMP, CLI or a combination of both
methods, make sure that the involved users have the necessary read and write
permissions defined on the managed switch and defined for the plugin. For example,
in the CLI page/tab, plugin CLI write permission requires both selection of the
Enable privileged access option and definition of privileged access credentials.
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% Switch - \izard - Step 4 of 7 =
Add Switch
Permissions
O General
O oLl Define readiwrite permissions for switchiplugin communication, as well as
advanced settings.
@ srnp

Fermissions
ACL

SGT

802.1%

Discovery Permissions
Fead - Auto-discover additional switches (CDF, FDP, LLDF}
MAC Permissions

Fead -MACs connected to switch port and port properies dMAC address tahle)

ARFP Permissions
Fead - IP to MAC mapping (ARF table)

Discovery Permissions

Read: Auto-discover additional switches (CDP, FDP, LLDP)

Enable or disable the auto-discovery feature to run periodically. See Auto-Discovery
— Discover Neighboring Switches for more information about how this feature works.

By default, switches run auto-discovery every 10 minutes (600 seconds). To change
this setting for the current switch, select Advanced to open the Switch Advanced
Settings dialog box and change the value of the Auto-discover additional
switches field.

If you are configuring the plugin to manage a switch that does not support auto-
discovery, this field is disabled.

MAC Permissions

Enabling MAC read permission allows CounterACT to read a switch’s MAC address
table and thereby, can discover connected endpoints and their network interface.
This ability supports CounterACT with applying plugin restrict actions to the relevant
switch port.

Read: MACs connected to switch port and port properties (MAC address table)

Enable or disable the mechanism used by the plugin to query the switch for
connected endpoints and port attributes. When configuring the plugin to manage a
generic switch, ForeScout recommends enabling this permission option.

By default, this information is queried once every 60 seconds. To change this setting
for the current switch, select Advanced to open the Switch Advanced Settings dialog
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box and change the value of the Read MACs connected to switch port and port
properties (MAC address table) field.

Write: Enable Actions (Switch Block, Assign to VLAN, ACL)

Enable or disable the Switch Plugin permission to apply the Assign to VLAN action,
the Switch Block action and ACL actions on endpoints detected on the managed
switch. When configuring the plugin to manage a generic switch, ForeScout
recommends enabling this permission option.

See Restrict Actions for more information about Switch Plugin-provided actions.

Clearing this checkbox, while the any of these actions are currently applied on
endpoints detected on the managed switch, results in the Switch Plugin releasing the
affected endpoints from the applied action.

MAC Read/Write Method

For the plugin MAC read/write method used per network device vendor, see
Appendix 1: See and Control Capabilities Summary.

When configuring (add/edit) the plugin to manage a Cisco switch, the MAC
Read/Write Method field is available for use. From the drop-down list, select the
method that the plugin uses to perform the following tasks when managing a Cisco

switch:
» Read:
— The MAC Address table
— The switch properties, for example, ports, VLANSs, aliases
= Write:

— For applying the Assign to VLAN action
— For applying the Switch Block action

The following read/write methods are available to select:
=  Automatic
*  SNMP (RW)
= SNMP (RW) and CLI
* SNMP (RO) and CLI
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Method

Automatic

READ

SNMP
CLI (see notes)

WRITE
SNMP

Notes

1. Read commands are
performed using SNMP
with the following
exceptions:

- Cisco ISR

- Cisco I0S version 12.1
or below and the plugin
is configured to use
SNMPv3 to manage the
switch

2. When managing these
switches, the majority of
read commands are
performed using SNMP
and a minority of read
commands are performed
using CLI.

3. Limitation: If this method
is selected, the plugin
cannot apply the Assign to
VLAN action on Cisco 2950
switches running 10S
version 12.1, due to this
switch model's SNMP
implementation.

SNMP (RW)

SNMP

SNMP

The limitation provided in
method Automatic, note 3,
also applies to this method.

SNMP (RW)
and CLI

SNMP
CLI

SNMP

1. The majority of read
commands are performed
using SNMP; a minority of
read commands are
performed using CLI.

4. The limitation provided in
method Automatic, note
3, also applies to this
method.

SNMP (RO)
and CLI

CLI
SNMP

CLI

1. The majority of read
commands are performed
using CLI; a minority of
read commands are
performed using SNMP.

2. Select this method:

- For plugin management
of a Cisco Nexus
(recommended)

- When CLI is the
preferred method for
plugin application of the
Assign to VLAN and the
Switch Block actions
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Although a MAC Read/Write Method is not selected for plugin management of
Arista switches, the plugin uses the SNMP (RO) and CLI method to perform
reads on Arista switches.

Selecting either the SNMP (RW) and CLI method or the SNMP (RO) and CLI
method is required for any of the following:

= The Switch Port Configurations property to be available.

= Switch Plugin detection of VolP port configuration on Cisco switch ports. (This
requirement is not relevant for managed Cisco Small Business 300 Series
switches.)

ARP Permissions/ARP Table (1Pv4) and Neighbor Table (IPv6) Permissions

When configuring the plugin to manage a Brocade, Cisco, HPE Comware, Avaya,
DELL or Juniper switch, the Console displays the section title ARP Table (1Pv4) and
Neighbor Table (IPv6) Permissions. Otherwise, the Console displays the section
title to be ARP Permissions.

ARP Table

In an IPv4 network device, the ARP table holds the association between IPv4
addresses and MAC addresses.

Enabling the Read option allows the plugin to read the ARP table of the managed
network device. ARP table reading is used by the plugin for ARP learning - learning
the IP address to MAC address mapping information of the managed network device.
ARP table reading is available for all plugin-managed network devices (supported
switches and supported Layer 3 devices).

For the plugin to query the Linux router ARP table, the configured user path
on the Linux router must include the directory containing the arp command.

Enabling the Write option allows the plugin to write to the ARP table of the managed
network device. ARP table writing is used by the plugin to clear redundant IP
addresses to MAC address entries from the ARP table of the managed network
device. ARP table writing is available for most plugin-managed network devices, as
follows:

= Available for all supported switches, except HPE-Comware
= Not available for all supported Layer 3 devices, except Juniper SRX firewall
Neighbor Table

In an IPv6 network device (both IPv6-only and dual-stack network devices), the
Neighbor table holds the association between IPv6 addresses and MAC addresses.
Dual-stack switches maintain both an ARP table and a Neighbor table. The Switch
Plugin performs only read operations on a Neighbor table.

Read: IP to MAC Mapping
The Switch Plugin performs read operations on both ARP and Neighbor tables.
If you select Read: IP to MAC Mapping, the Switch Plugin discovers:

= Each connected endpoint that the managed switch adds to its ARP table
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= For Brocade/Foundry and Cisco dual-stack switches, each connected IPv6
endpoint that the managed switch adds to its Neighbor table. See IPv6

Support.

Select this option if you are working in an environment where endpoints can only be
learned via the Switch Plugin (for example, CounterACT channels have not been
defined). Also, when configuring the plugin to manage a generic switch, ForeScout
recommends enabling this permission option.

By default, the Switch Plugin queries the ARP table every 10 minutes (600 seconds).
To change this setting for the current switch, select Advanced to open the Switch
Advanced Settings dialog box and change the value of the Read IP to MAC
Mapping field.

When CLI is the method selected to read the ARP table of a managed Cisco or
Enterasys switch, the plugin learns additional ARP table information, specifically, the
age of ARP table entries. With this information, the plugin can ignore redundant IP
addresses associated with the same MAC address.

For the plugin read method used per network device vendor, see the ARP Table
(IPv4) Neighbor Table (IPv6) column in Appendix 1: See and Control Capabilities

Summary.
ARP Read Method

The ARP Read Method field only displays for Enterasys switches.

When configuring (add/edit) the plugin to manage an Enterasys switch, the ARP
Read Method drop-down list is presented. Use this drop-down list to define the
method that the plugin uses to read the ARP table of the Enterasys switch.

When the Read: IP to MAC Mapping checkbox is selected, then the ARP Read
Method drop-down list is available for use.

ARP Permissions
Read - 1P to MAC mapping (ARF tahle)

The following methods are available to select for plugin read of a managed Enterasys
switch ARP table:

= SNMP - the default selection. Instructs the plugin to use SNMP to query the
switch ARP table.

= CLI - instructs the plugin to use CLI commands to query the switch ARP table.
Write: Clear Redundant IP Addresses associated with MAC Address
The Switch Plugin only performs write operations on ARP tables.

The IP address of an endpoint can change (for example, if the endpoint is moved
from one VLAN to another). When an endpoint IP address changes, the old IP

Version 8.12 34



Network Module: Switch Plugin Configuration Guide

address is still associated with the endpoint MAC address in the ARP table, and the
Switch Plugin may then learn the old IP address of the endpoint.

Selecting the Write: Clear Redundant IP Addresses associated with MAC
Address option instructs the plugin to periodically delete redundant IP addresses
from the ARP table, which is then followed by a plugin read of the ARP table to
discover the current IP address associated with the MAC. This operation is also
referred to as refresh ARP table.

Clearing redundant IP addresses from a managed switch ARP table occurs, following
any of these events:

= A plugin ARP table query, triggered by the Read: 1P to MAC Mapping
option, that results in the discovery of more than one IP address for the same
MAC address

=  When the plugin knows that an IP address has become redundant, for
example:

— After applying the Assign to VLAN action, the Endpoint Address ACL action
defined with the MAC ACL parameter or the Switch Block action

— Upon a detected endpoint being deleted from CounterACT

The plugin uses either SNMP commands or CLI commands to clear redundant IP
addresses from the ARP table of a managed switch. For the plugin write method used
per network device vendor, see the ARP Table (IPv4) Neighbor Table (IPv6) column
in Appendix 1: See and Control Capabilities Summary.

With a managed Juniper switch, the plugin CLI clear the ARP table command
is always followed by the plugin CLI commit command.

Read/Write Method
The Read/Write Method field only displays for Cisco switches.

When configuring (add/edit) the plugin to manage a Cisco switch and the Read: IP
to MAC Mapping option is selected, then the Read/Write Method field is available
for use.

= For the ARP table, the plugin uses the selected method to perform both read
and write operations on this table.

= For the Neighbor table, the plugin uses the selected method to perform read
operations on this table.

Methods available for plugin to perform its read/write operations on the relevant
table of a managed Cisco switch:

= Selecting Automatic (Recommended), the drop-down list default selection,
instructs the plugin to perform its operations on the relevant switch table via
CLI, when Use CLI is selected in the CLI page. Otherwise, the plugin uses
SNMP to query the table. When configuring the Switch Plugin to manage a
Cisco Small Business 300 Series switch, selecting the Automatic
(Recommended) option is the same as selecting the SNMP option.

= SNMP - instructs the plugin to use SNMP to perform its operations on the
relevant switch table.
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Switch Advanced Settings

CLI - instructs the plugin to use CLI commands to perform its operations on
the relevant switch table.

Selecting Advanced in the Permissions page opens the Switch Advanced Settings

window. This window provides the advanced settings for plugin management of a

switch that are available to configure.

%2> Switch Advanced Settings
Ferformance tuning

Auto-discover additional switches every

Read MACs connected to switch port and port properties (MAC address table) every

Read IP to MAC Mapping every

Read IP to MAC mapping protection between subsequent queries

600 O seconds
60 I seconds
600 . seconds

30 . seconds

When SMMP is used to read IP to MAC mapping, refresh reported entries every 16200 . seconds

Settings

SNMP parameters

S5H parameters

Ignore actions on port names:

lgnore actions on port aliases:

Don't learn on port name:

In the above port-related fields, provide regular expressions andfor
plain text separated by the semicolon ().

For plain text, prefix each special character with the backslash (\).
For example, aa.*;bb.* ifc4 \(Slot 1 Port 41)

Detect endpoints connected to trunk ports

Maximum connected endpoints per port

Set port alias on action
IP to BAAC mapping
Read - IF to MAC mapping (ARF table) for VRFs

Connectivity Groups

Default VLARN

Default VLAN ID/Name

Configuration Flags

Configuration flags

MAT Layer 3 Translation

ARP translation
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The available settings are vendor specific and are based on the Vendor field
selection that was made in the General page. Not all of the settings (fields and
options) described in this section are available for use with every supported vendor,
whether switch vendor or Layer 3 device vendor. The advanced settings for plugin
management of a switch are as follows:

= Auto-discover additional switches

= Read MACs connected to switch port and port properties

= Read IP to MAC Mapping

= Read IP to MAC mapping protection between subsequent queries

=  When SNMP is used to read IP to MAC mapping, refresh reported entries
= ARP Table OID

= SNMP parameters

= SSH parameters

- Ignore actions on port names

= |gnore actions on port aliases

= Don’t learn on port name

= Detect endpoints connected to trunk ports

= Maximum connected endpoints per port

= Set port alias on action
= Read — IP to MAC mapping (ARP table) for VRFs

=  Connectivity Groups

= Allow IP Discovery from Connectivity Group

= Assign to VLAN by configuration group assignment

=  Default VLAN ID/Name

= Only assign vacant ports to default VLAN

= Configuration flags

= ARP Translation

Performance Tuning

Use this section to update discovery frequencies.

Auto-discover additional switches

For a description of this performance tuning setting, see the Discovery Permissions
section. Since the plugin does not support the auto-discovery feature for generic
switches and Linux routers, therefore, this setting cannot be configured for plugin
management of either a generic switch or a Linux router.

Read MACs connected to switch port and port properties

For a description of this performance tuning setting, see the MAC Permissions
section. Since Linux routers do not have a MAC address table, therefore, this setting
cannot be configured for plugin management of a Linux router.
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Read IP to MAC Mapping

For a description of this performance tuning setting, see the ARP Permissions/ARP
Table (IPv4) and Neighbor Table (IPv6) Permissions section.

Read IP to MAC mapping protection between subsequent queries

This performance tuning setting defines the minimum period, in seconds, that the
Switch Plugin must always wait between subsequent ARP table queries of the
network device. More specifically, this setting defines the minimum wait time
between when the previous query ended and the new query is begun. The setting
default is 30 seconds.

When SNMP is used to read IP to MAC mapping, refresh reported entries

This performance tuning setting defines how frequently the Switch Plugin must
refresh the CounterACT device with the ARP table information of a previously known
table entry. The ARP table of an L3-enabled network device records the association
between IP address and MAC address of an endpoint connected to the device.

ARP Table OID

This setting is only displayed when configuring the plugin to manage a generic switch
and is required to be configured. For purposes of SNMP communication with the
switch, select the OID where the ARP table is found in the switch MIB.

Settings

SNMP parameters

Use this option to control the timeout and retry number for SNMP requests sent to
the switch. You may need to do this to handle SNMP timeout problems. These
problems may occur if the network or switch is extremely busy.

= Timeout — how long (in seconds) that the Switch Plugin waits for a response
from the SNMP agent on the switch. The default timeout is 25 seconds.

= Retry — number of times to retry sending an SNMP message to the endpoint.
The default number of retries is 2. The maximum number of retries is 20.

For example, to indicate a timeout of 30 seconds and a maximum of three retries,
enter the following in the field:

-t 30 -r 3

SSH parameters

The SSH Parameters field only appears for switch vendors that support CLI
communication with the plugin. Use of this field is relevant when the plugin is
configured to manage the switch using CLI via an SSH connection.

Provide any SSH parameters that you want included in the SSH client command line
that the plugin executes when logging in to and establishing CLI communication with
a managed switch. The plugin concatenates the text provided in the SSH
Parameters field to the end of its SSH client command line.
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For example, providing the parameter -o PubkeyAuthentication=no in the SSH
Parameters field, results in the following SSH client command line for use with a
managed Cisco switch:

ssh <IP address> -1 networking -o StrictHostKeyChecking=no -o

UserkKnownHostsFile=/dev/null -o NoHostAuthenticationForLocalhost=yes
-0 PubkeyAuthentication=no

Ignore actions on port names

Enter a comma-separated list of port names or numbers that are ignored when
applying the Switch Block, the Assign to VLAN and the ACL actions and the Pre-
Connect ACL. Regular expressions are valid for use in this field.

Currently blocked endpoints, when connected to ports that you define in this field,
are released (no longer blocked).

Ignore actions on port aliases

Enter a string in this field; ports on the switch whose alias field contains the specified
string are ignored when applying the Switch Block, the Assign to VLAN and the ACL
actions and the Pre-Connect ACL. Regular expressions are valid for use in this field.

Currently blocked endpoints when connected to ports that you define in this field, are
released (no longer blocked).

Don’t learn on port name

Enter port names or numbers at which endpoint learning should not take place. Enter
a comma between each port name. Regular expressions are valid for use in this field.

Detect endpoints connected to trunk ports

Enable this option to instruct the plugin to detect endpoints that are connected to the
trunk ports of a managed switch. The plugin resolves and displays in the Console the
switch properties of these connected endpoints, including the VLAN-related
properties of Switch Port VLAN, Switch Port VLAN Name and Switch Port VLAN
Change.

With managed 3com, Extreme, Forcel0 and Huawei switches, the plugin does
not resolve these VLAN-related properties for trunk port-connected endpoints.

See General Considerations for Action Use about the Assign to VLAN action and trunk
port-connected endpoints.

Use of this option requires that you provide, in the Don't learn on port name field
of this window, the uplink port names of the managed switch. Doing so, instructs the
plugin to ignore learn events for the uplink ports provided in the field.

If needed for use of this option, modify the Maximum connected endpoints per
port field to increase its value to allow plugin detection of multiple endpoints
concurrently connected to the same switch port. The field's default value is 10
(endpoints). The field's updated value must reflect the maximum number of
endpoints that can be concurrently connected to the same port.

Maximum connected endpoints per port

Configure the value of the Maximum connected endpoints per port field to define
the maximum number of endpoints that can be concurrently connected to the same
port. The Switch Plugin uses this limiting value when evaluating the ports of a
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managed switch. Any port, regardless of its port type, that is identified by the plugin
to exceed the defined limit is ignored by the plugin. The field's default value is 10.

Set port alias on action
The Set port alias on action field only displays for Cisco switches.
Use of this option requires:

= Use CLI enabled in the CLI page.

= Selection of the Enable privileged access option in the Privileged Access
Parameters section of the CLI page.

= Write - Enable Actions (Switch Block, Assign to VLAN, ACL) enabled, in
the MAC Permissions section of the Permissions page.

= Configuration of the managed switch to allow privileged command-line access
from the CounterACT device. See Configuring Switches for ACL Integration for
the switch configuration procedure.

Specify whether information about the latest switch action performed on the port is
prepended to the port alias field on the switch. This information can be retrieved by
users responsible for the switch who do not have access to the CounterACT Console.

If no previous action of this type has been performed on the port, the information is
prepended to the existing switch alias text. If a previous action of the same type was
performed, the information about the current action overwrites the information about
the previous action of the same type but leaves the remainder of the existing text
intact.

The information added to the port alias text is formatted as follows:

= Assign to VLAN action:

CA:<Appliance_IP_address>:<timestamp>:V:<previous_VLAN_ID>-
<new_VLAN_ID>:act:NAC

= ACL actions:

___CA:<Appliance_IP_address>:<timestamp>:A:<ACL_name>:act:NAC____
» Switch Block action:

__ CA:<Appliance_IP_address>:<timestamp>:B:act:NAC__
= Assign port to the default VLAN:

CA:<Appliance_IP_address>:<timestamp>:V:<previous_VLAN_ID>-
<default_VLAN_ID>:DEF:NAC

= Pre-Connect ACL:

CA:<Appliance_IP_address>:<timestamp>:AD:<Default_ACL_name>:DEF:NA
C

Where <timestamp> has the format mm:dd:hh:mm:ss.
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IP to MAC Mapping

Read — IP to MAC mapping (ARP table) for VRFs

The Read - IP to MAC mapping (ARP table) for VRFs checkbox is displayed for
the following Layer 3 switches that implement VRF:

= Alcatel

= Arista

= Avaya (Nortel)

= HPE running a Comware operating system
= Cisco

For these Layer 3 switches that implement VRF, specify whether the plugin is to read
the IP to MAC mapping from each VRF ARP table, in addition to reading the mapping
from the ARP table.

To enable the Read - IP to MAC mapping (ARP table) for VRFs option, make
sure that the following options are also configured:

» In the CLI page, Use CLI is selected.

= In the ARP Permissions section of the Permissions page, Read: 1P to MAC
Mapping is selected.

= (Cisco only) In the ARP Permissions/ARP Table (IPv4) and Neighbor Table
(IPv6) Permissions section of the Permissions page, the Read/Write Method
selected is either Automatic or CLI.

Connectivity Groups

Enter Connectivity Group name(s). A Connectivity Group defines a group of
adjacent network devices (any combination of L2 devices, L3-enabled devices and
L2/L3-enabled devices). A network device can be assigned to any number of
Connectivity Groups. Multiple group names must be comma-separated.

The Switch Plugin uses a Connectivity Group’s L3-enabled network devices that are
configured to Allow IP Discovery from Connectivity Group, when carrying out the
Expedite IP Discovery action. For information about this action, see Expedite IP

Discovery.
Allow IP Discovery from Connectivity Group

Select this option when configuring an L3-enabled network device. This option lets
the Switch Plugin query the L3-enabled device for ARP table data in support of other
devices assigned to the same Connectivity Group, when carrying out the Expedite IP
Discovery action. For information about this action, see Expedite IP Discovery.

Configuration Group

Assign to VLAN by configuration group assignment

The Assign to VLAN by configuration group assignment checkbox only displays
for Juniper switches.

For Juniper EX switches, when working in environments with configuration groups,
the plugin can assign a switch port to a configuration group, instead of assigning it to
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a VLAN. This capability enables CounterACT users to configure multiple groups on a
switch, for example:

= a Guest_Group
= a Corporate_Group

In the switch, each defined configuration group must include VLAN. The Switch
Plugin moves ports between VLANs by moving ports between configuration groups.

Select the Assign to VLAN by configuration group assignment checkbox to
enable use of the action.

Configuration Group

Assign to VLAN by configuration group assignment

To specify the configuration group to which endpoints are assigned, see Assign to
VLAN, Switch-Specific Considerations for Action Use.

Default VLAN

Since the plugin does not support the Default VLAN feature for generic switches and
Linux routers, therefore, all settings provided in this section cannot be configured for
plugin management of either a generic switch or a Linux router.

Default VLAN ID/Name

To assign ports to a default VLAN, select Default VLAN ID/Name and type the ID
or name of the VLAN in the text box.

Default VLAN ID/Name is enabled only if Write: Enable Actions (Switch
Block, Assign to VLAN, ACL) is selected in the MAC Permissions section
of the Permissions page.

All ports on managed switches are assigned to the default VLAN, except:
= Trunk ports.

= CDP, FDP and LLDP ports.

= Ports that have more than a specified number of endpoints connected to the
port. (This value is set in the Maximum assignhed users per port to
default VLAN field in the Edit general parameters dialog box. See Maximum
assigned users per port to default VLAN for details.)

= Ports that have been assigned to a VLAN using the Assign to VLAN action.
= Switch ports that have been blocked by the Switch Block action.

= Ports that are excluded from actions by the Ignore actions on port names and
Ignore actions on port aliases configurations. See Switch Advanced Settings
for information about these configurations.

For additional control, you can modify:

» The maximum number of endpoints per port for the port to be assigned to the
default VLAN. See Maximum assigned users per port to default VLAN for
details.
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= The time period to wait until the Switch Plugin tries to reassign a port to the
default VLAN (if the assignment failed due to the number of endpoints
connected to the port). See Time period to halt assignments to default VLAN
(hours) for details.

Only assign vacant ports to default VLAN

To only assign vacant ports to the default VLAN, select Default VLAN ID/Name
and then select Only assign vacant ports to default VLAN. Vacant ports include
VolP ports. This is useful if your policy dictates that an end-point must be inspected
for compliance before it gets into a production VLAN (a pre-connect inspection). For
example, in a conference room where it is likely that guest endpoints will frequently
connect and reconnect, you can set up a guest VLAN, and set the Vacant Port
assignment to that VLAN. A port is considered vacant if its operational status (link
state) is down for more than 3.5 minutes.

Configuration Flags

Configuration flags

To enable per-switch advanced configuration features, type the relevant flag in this
field.

= To enable a feature, type <property_name>:<value> in the field.
= To restore the feature to its default value, delete the string.
= Strings for different advanced features must be separated by a comma.

= Per-switch configuration of a flag always takes precedence over the global
configuration of that flag.

Supported configuration flags are listed and explained in Appendix 2:
Troubleshooting, Workarounds and Feature Functionality Support.

See also Advanced configuration flags for global advanced configuration features.

NAT Layer 3 Translation
ARP Translation

Detect and control IPv4 endpoints, including dual-stack endpoints, that are behind
NAT devices located on layer 3 switches. Include these endpoints as part of your
managed network. Using the ARP Translation option, translate endpoint IPv4
addresses learned by remote switches into local addresses that can be used as part
of the internal network range.
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To configure NAT layer 3 translation, do the following:

1. In the NAT Layer 3 Translation section, select the ARP translation
checkbox and then select the accompanying button @ The NAT Layer 3
Translation window opens.

2. In the window, select Add. The Add Subnet Masks dialog opens.

In the Source section, do the following:

a. Select the address format to use. By default, The CIDR Mask Format
option is selected.

b. In the associated field, specify a source IPv4 address range from the
remote switch ARP table.

4. In the Target section, do the following:

a. Select the address format to use. By default, The CIDR Mask Format
option is selected.

b. In the associated field, specify a target IPv4 address range from your
internal network.

ACL Configuration — Cisco and Brocade Switches

In the ACL page of the Add Switch wizard, define the Switch Plugin ACL configuration
for interoperation with either managed Cisco or managed Brocade switches. The
available options are described in the following sections.
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When configuring the Switch Plugin to manage a Cisco Small Business 300

Series switch, Use CLI must be disabled in the CLI page, resulting in the ACL

page being disabled for configuration. The plugin does not support applying

ACL actions on the Cisco Small Business 300 series switch, since ACL support

requires plugin-switch CLI interoperation and the plugin interoperates with

the 300 series switch using SNMP only.

For plugin IPv6 support exceptions with ACL-related functionality, see IPv6 Support.

For details about the Switch Plugin ACL capabilities, see Appendix 6: Working with

ACL Capabilities.

@ Permissions
ACL
5GT
802.1X

2 Switch - Wizard - Step 5 of 7 ==
Add Switch
ACL
@ ceneral Enter the switch ACL configuration.
Q cLl For information about ACL configuration and basic ACL refer to the ACL Configuration section in the Help file.
@ sNVP

Enable ACL

Add ACL access group to physical ports
IP ACL

Add CounterACT authentication servers permit rules

Use system-defined name ( forescout_acl )

Specify basic ACL rules

I rule numbering is not supperted

Use ACL without rule numbering

MAC ACL

Pre-Connect Mode

Select ACL...
Select an option

Link-Up ACL

Enable ACL

Enable or disable ACL configuration defined on this page. This option must be

enabled to use either the A