Solution Brief

Business Challenges
• Securely embrace IoT innovations
• Ensure resiliency and availability for
operational technology teams
• Provide security and compliance for
enterprise IT teams
• Defend intellectual property and
sensitive data
• Comply with regulatory mandates
pertaining to your company or
industry
• Leverage existing network security
investments
Technical Challenges
• Discover unknown devices on
the network that do not include
management agents
• Validate device identities
• Classify devices and determine their
owners
• Assess and monitor devices to
determine anomalous behavior
• Prevent infected or non-compliant
devices from spreading malware
across the network

Internet of Things (IoT)
See and control IoT devices that are invisible to
traditional security products
During your last security audit, were you unable
to identify what’s on your network? Does OT
(operational technology) share the same network
as your information technology? Would you like to
know if a printer or HVAC device starts behaving
like a PC?
The Challenge
Without a cutting-edge IoT security solution—one that begins with agentless
visibility—IoT devices are invisible (and potentially unwanted) guests on your
network. Video surveillance systems, projectors, smart copiers and printers,
industrial controls and HVAC systems are common in most businesses today.
These devices become more intelligent and valuable when networked, but when
compromised, they can quickly become hackers’ favorite hardware.
The “things” on this ever-expanding list of devices share one common trait—they
include lightweight operating systems that don’t support software agents that
traditional security tools require to discover and manage them.
While industry analysts debate the pace of IoT’s phenomenal growth, enterprise
IT staff have a more immediate concern: identifying the agentless devices that
already reside on their networks. This critical lack of visibility insight is concerning
in light of these facts:
• IDC analysts predict that by 2018, two-thirds of enterprises will experience IoT
security breaches.1
• Less than 10 percent of new devices connecting to corporate networks will
be manageable by traditional methods by 2020.2

“

• There will be 20.8 billion connected things in use worldwide by 2020.3
By 2018 two-thirds of enterprises
will experience IoT security
breaches.”
— IDC Chief Analyst
Frank Gens

Therefore, it should be no surprise that on Gartner’s list of Top 10 IoT Technologies
for 2017 and 2018, security ranks number one.4

Why OT air gaps = IT security chasms
Not long ago, operational technology (OT) such as manufacturing lines,
environmental controls, and industrial control systems and sensors used in
critical infrastructure were isolated by air-gapped networks. These commandand-control-type networks often ran legacy operating systems and proprietary
network technologies that typically sacrificed device security in favor of system
performance and availability. This approach, often called “security through
obscurity,” no longer works.

1 IDC’s global technology predictions for 2016
2 ForeScout analysis
3 Gartner Says 6.4 Billion Connected “Things” Will Be in Use in 2016, Up 30 Percent From 2015, Gartner Research, November 2015
4 Top 10 IoT Technologies for 2017 and 2018, Gartner Research, February 2016
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Here’s a partial list of IoT
applications and benefits.
Facilities Management
Heating/cooling/lighting controls, fire
prevention and building security.
Reduce costs through optimized
resource utilization and preventive
maintenance.
Healthcare
Remote device monitoring, presence
status and inventory management.
Accelerate care, improve diagnostic
accuracy and lower medical/insurance
costs.
Oil and Gas
Connected infrastructure from
exploration and refining to distribution.
Reduce operating/distribution costs,
optimize processes and enable
proactive maintenance.
Manufacturing
Smart sensors, inventory management
and digital control systems.
Respond faster to demand fluctuations,
automate processes and optimize
efficiency.
Public Sector
Digital governance, smart cities and
connected infrastructure.
Empower constituents, improve public
safety, boost traffic flow and reduce
lighting costs.
Retail
Connected inventory, CRM/customer
loyalty and inventory management
systems.
Optimize inventory availability, improve
customer insight and personalize
marketing.
Supply Chain
Real-time inventory management,
tracking, shipping and logistics.
Enable proactive problem resolution
and boost operational efficiency.
Utilities
Connected meters and smart grids.
Automate meter reading and improve
usage/production efficiencies.

The economic advantages of IP connectivity quickly obliterated security air gaps
as operational networks connected to external-facing IT networks, resulting
in major security challenges. Today, vulnerable devices that were formerly on
air-gapped networks now reside on many corporate networks, and since they
lack management agents, security teams are unable to inventory them, let alone
secure them.

IoT innovation and corporate networks
The vast majority of IoT devices today are used by businesses, not consumers. In
fact, business/manufacturing, healthcare and retail account for nearly 79 percent
of networked devices today.5 These devices are designed to capture and share
information or automate functions—making them perfect candidates for IP-based
network connectivity. Unfortunately, since they have minimal system resources
and often include proprietary operating systems, they are not capable of
accommodating management agents, leaving them invisible to traditional security
management systems. Nonetheless, they are showing up on wired and wireless
enterprise networks with little regard to how they will be secured or the risk
they pose to the businesses and government agencies that have so aggressively
embraced them.

The ForeScout Solution
The majority of new devices connecting to networks today are unmanaged IoT
endpoints. ForeScout helps organizations ensure IoT device security in three
distinct ways:

See ForeScout CounterACT® offers the unique ability to see devices the
instant they connect to your network, without requiring software agents.
We take this a step further by discovering and classifying devices and
validating their identities. This key capability is essential for improving your
endpoint compliance posture as well as defining your IoT security and
enforcement policies. In addition, CounterACT continuously monitors IoT
devices, ports and connections.

Control Once you understand each IoT device on your network, its
owner and purpose, CounterACT enables a broad range of network
access controls. You can restrict access to a non-compliant device, block
Internet access, quarantine any device based upon anomalous behavior
and/or notify its owner of a security concern. In addition, should you
choose to isolate specific devices to a specific network segment or VLAN,
CounterACT simplifies this process.

Orchestrate Without CounterACT, third-party management solutions are
blind to unmanaged and IoT endpoints. ForeScout extends CounterACT’s
agentless visibility and control capabilities to leading network, security,
mobility and IT management products via a rapidly growing number
of ForeScout Extended Modules. This unique ability to orchestrate
multivendor security allows you to:
• Share context and control intelligence among systems to enforce
unified network security policy
• Reduce vulnerability windows by automating system-wide threat
response
• Gain higher return on investment from your existing security tools
while saving time through workflow automation
5 Intel Guide to IoT Infographic
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“

IoT Use Cases: Separating Facts from Fiction
White hat hackers recently
demonstrated that they could
manipulate the flow of blood
samples or drugs from within the
hospital’s lobby by breaching
the security of the kiosk where
patients checked in and initiating
a pivot attack.”
— Forbes, Feb 23, 2016

Given the extraordinary value and broad-based adoption of IoT, many security
vendors are quick to proclaim IoT security capabilities. While claims are plentiful,
real use cases are much harder to find. Here are just a couple of the real-world
use cases we address today.

Securing IoT devices on enterprise networks
Today’s enterprise networks include agentless IoT devices and unmanaged Bring/
Choose Your Own Devices (BYOD/CYOD). Each of these devices is a potential
network attack or reconnaissance point. Here’s one example of how ForeScout
can detect, monitor and block a compromised IoT printer. This same scenario is
equally relevant to any number of corporate-connected devices such as security
cameras, HVAC/lighting controls or monitors and projectors.

1

IoT device connects to the network.

2

CounterACT detects and classifies device as a printer.

3

Compromised printer attempts to access corporate file server.

4

Third-party Security Information and Event Management (SIEM) solution
detects anomalous behavior.

5

CounterACT blocks the compromised printer from the network and
quarantines it, allowing IT to safely remove the device from the network and
perform forensic analysis.
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Figure 1: ForeScout’s agentless IoT security process provides visibility, control and orchestration with third-party solutions, including SIEMs.
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“

Discover and classify IoT medical devices
The industries likely to see the
greatest value added from the
IoT will initially be manufacturing,
healthcare providers, insurance,
and banking and securities.”
— Gartner Announcement,
September 11, 2014

Learn more at
www.ForeScout.com

ForeScout Technologies, Inc.
190 West Tasman Drive
San Jose, CA 95134 USA
Toll-Free (US) 1-866-377-8771
Tel (Intl) +1-408-213-3191
Support 1-708-237-6591

The custom policy engine of CounterACT makes it possible to discover networked
devices based on known characteristics. In addition, CounterACT device classification
policies can automatically identify thousands of medical devices from leading
manufacturers. New device classifications are continually being added, saving
healthcare IT teams valuable time by providing accurate, real-time inventories of
networked medical devices to assist in compliance with FDA and HIPAA requirements.

In addition to device discovery and classification, CounterACT can also detect and
block unauthorized USB memory sticks and other peripheral devices. This is an
important security consideration given that many medical devices have USB ports
allowing administrators to perform manual firmware updates. Following is a sample
list of medical devices that CounterACT can automatically detect and classify.

Electronic Healthcare
Records
• CliniComp
Healthcare - General
• 3M
• AAEON-Technology
• Abbott
- Abbott-Point-ofCare
- Abbott-Diagnostics
- Abbott-Optics
• ACIST-MedicalSystems
• Acteon-Group
• Advance-SterilizationProducts
• Advantage-Pharmacy
• Aeroscout
• Alcon-Laboratories
• Alpinion-MedicalSystems
• AmbiCom
• American-Telecare
• Andon-Health
• Applied-Biosystems
• Avizia
• B-Braun-Melsungen
• Bang-OlufsenMedicom
• Baxter-Healthcare
• Beacon-Medical
• Beckman-Coulter
• Bestcare-Cloucal
• Bio-logic-Systems
• Bio-Rad-Lab
• Biodevices
• bioMerieux-Italia
• Bionet
• BIOPAC-Systems
• Biosoundlab
• Biospace

• Biotronik
• BMT-MedicalTechnology
• Boston-Scientific
• C8-MediSensors
• Calypso-Medical
• Camtronics-MedicalSystems
• CardioNet
• Cardiopulmonary-Corp
• CardioTek
• CareCom
• CareFusion
• CarePredict
• Carestream-Health
• CareTech
• CareViewCommunications
• Celectronic-eHealth
• Centrak
• CHG-Hospital-Beds
• CirTec-Medical
• CIRTEC-MedicalSystems
• Cerner
• Cogent-HealthcareSystems
• Colorado-Med-Tech
• Compex
• Compumedics
• Conmed-Linvatec
• Corometrics-MedicalSystems
• Criticare-Systems
• Cutera
• Dainippon-Pharma
• Danaher-MotionKollmorgen
• Datex-Ohmeda
• DENTSPLY-Gendex
• Diatek-Patient-
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Management
Dictum-Health
Digiboard
Dixtal-Biomedica
Draeger
Dragerwerk
Durr-Dental
Edwards-Lifesciences
Essilor
Fisher-Paykel
Fresenius-Medical-Care
Fuji
Fukuda-Denshi
Gambro-Lundia
GE-Medical
- GE-Medical-System
- GE-Healthcare
Getinge
GN-ReSound
Health-AdviceMonitors
Health-Hero
Health-Life
HealthStream
HemoCue
Heraeus-Noblelight
Hitachi-Aloka-Medical
Hoana-Medical
Honeywell
- Honeywell-HomMed
HORIBA-Medical
Hospira
Huntleigh-Healthcare
Imatron
Indiana-Life-Sciences
InnerSpace
INSidE-Technology
Integrated-MedicalSystems
Intel-GE-CareInnovations
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Interacoustics
Invivo
Ivoclar-Vivadent
Ivy-Biomedical
Johnson-JohnsonMedical
Karl-Storz-Imaging
KaVo-Dental
KeyMed
Kodak-Radiology
Kollmorgen
- KollmorgenServotronix
- Kollmorgen-Corp
Kontron-Medical
LABiTec
Laerdal-Medical
Leica-Microsystems
LI-COR-Biosciences
LifeSync
LRE-Medical
Maquet
- Maquet-GmbH
- MaquetCardiopulmonary
- Maquet-CriticalCare
- MaquetCardioVascular
Marconi-MedicalSystems
Masimo
Medicis
Medicore
Medrad
Medtronic-Diabetes
Mennen-Medical
MicropointBiotechnologies
Mindray
MIR

Figure 2: CounterACT quickly and accurately discovers and inventories thousands of medical devices, streamlining
policy-based monitoring and enforcement of patient care endpoints.
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