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o 717 3AEH

o CounterACT Admin &=

o 2| QIE{HO0[A

o 7171 IP =4

o HE2F ofA=

o 7|2 AO|ELI0] IP =4

o DNS =l

o DNS At =4

ok

(I i)

S AM LIS HAIXIeE & TS AlAlstet D LU,

!

CounterACT Appliance boot is complete.
Press <Enter> to continue.

1. LIS OIFF& LEIHZ| 2/5H EnterE SELICH

1) Configure CounterACT

2) Restore saved CounterACT configuration

3) Identify and renumber network interfaces
4) Configure keyboard layout

5) Turn machine off

6) Reboot the machine

Choice (1-6) :1

2. 1- Configure CounterACT(CounterACT T-A)& MEASHL|C 3t of

Les TETELE L3I} 254 O
Continue: (yes/no)?

EnterE =2 44 E 7HAIRHHC.

3. High Availability Mode (117}84 Z=)0lw7t HE/ILICI Enter
£ =7{ Standard Installation (HEZT &X|)E MEHEIL| O}

4. CounterACT Initial Setup (CounterACT =7
LIEHEL] Cf. Enterg =21 M|t

5. Select CounterACT Installation Type(CounterACT AX|
Fe MEHHwFIE GelLCh 15 Y&t IEnters = 2 & CounterACT
71712 AX[guCt 8%80| x7|ZELICH 0] DpYol ef7ke| AlZHo] AQE

T AFLIE
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6. Enter Machine Description(Z/H| A% /=) TETE|AM O &t
gotE 5= U= He e UHE & EnterE T4 T O 2tHO]

LIEHE LI E,

>>>>>> Set Administrator Password <<<<<<

This password is used to log in as 'root’ to
the machine Operating System and as 'admin’ to
the CounterACT Console.

The password should be between 6 and 15
characters long and should contain at least one
[non-alphabetic character.

Administrator password :

7. Set Administrator Password(LfZ|Al &S AA) TEZENA 7
Sto] USE AtEY ZAES LTt SO0 ZAE0] Ho| FA|S[X]
&2EL Ch Enter. 2S£ MEQIst2tn LFLICH 2S5 E= 6 A LHA| 15K}
Z10|040F 5t LIsI0| opd EX7F BEEAl 1 X} 04 EEE| 0f Ofgh LILC}.
717 lo=root2AM 2201510 ZZ041= admin.

8. Set Host Name(SAEH AA) TEITEAN A
FEULCH SAEHE &0 2018 wf AlgE = U1,

CounterACT 7|7|7} FAURIX| A Het 4= QU ZF0IM EAIEILIC

Im
OD
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e
= |H
re
ol
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-+
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£0 i

9. Configure Network Settings(U|lER3 &4 &)
TN i =g dotetd LU L 2 ZEEEYH
% Enter £ =21 M&efL|CH
- CounterACT T84 = 22| QIEHH0[A S Sof sS4l &LICH
LIEfLtE B2| QIHE0|A = 7(7] 220 wef CHELCH
- Management IP address(Zt2| [P F=2)&=CounterACT
- THEATL S ©f AT =l QUE{H0[AL] AL T
CounterACT T8 2AF 70| S4l& EEot= CUEHO[AZF Ef
ZE0 HE=5l= ZS0EH VLAN IDE F7tstdAl2.

- 2} ZAE BECE HQUA2. [jRE DNS AHiE 2% Faet
L A2 S0IstAIRt 2] 21018 DNS A7t E3HE|0{0f B
% QBLICH RS 7|7]0A BlEE 2E DNS H2ls WH2g
20|22 2|5 DNS Alt{= DRAI S0l LIE(0{0f BiLC,

10. Setup Summary(AX 29 S FHO| FAIELCH 28t o
AAISHAHLE 88 S CHA] T45HALE Ot A8 S OfX[2tT LhsLICH DE
|

=
ol 28 = oHd

Z HAEE
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ey 45 g Ut 2toldA ALt 2X7F I2H Device Details(2HA]
|
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ApAIEE A2 CounterACT AX
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it E Sl 24 4 5 ot & o ARSE Y O}

0O
o
o C

[> i
I
4

= =
2ol zlo|dA= FAELICEH CounterACTOIA]
HYS 5t s 8 B A ELIC

ForeScout CounterACT® 7 2 AX| QtLHAM 14



5. ®HA gte

iDRAC & X
iDRAC(Integrated Dell Remote Access Controller)= S8 Al B A|AE!

SEHCZM ASAL 2IX|2F OS SFO0 BAQI0] LANO|LE QIEIHIS Salf

CounterACTZ|7|/AE 20|~ THLX 0] H&E 750t s FLIEE KVM HAllA

& & ON/OFF, eMlE ot7] 2Lt Al siE, RAIEs HFE ot/| 2/6H
ZES AT AUFHOL

iDRAC Z=& At&st7| fIel T 58 AAlstiAI2
« /DRAC Z&& 2437|174
- BEE HEQF0 HZ
« /DRAC 0ff 2192/
iDRAC 2ZE2 gdshA|7|n 4
SPNE=S
=

iDRAC 882 CounterACT HAI0IM &ZA HMATL Thsote S HAR LD

t
2 MMM = CounterACT 2ol 225t 7|24 S8t 48 Hes YLt

iDRAC & TM5ta{™:
1. Bfe|sto Ues AlAEe] &
2. Ml XA (POST) &0l F2& MEHEILICY,

3. System Setup Main Menu(A|AE A& =0+ ) 10| X[0|A iDRAC
Settings S MEHEIL|C}

Ao

ForeScout

System Setup

[r System Setup

System Setup Main Menu
System BIOS

IDRAC Settmgs

Device Settings
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4. iIDRAC Settings(iDRAC &%) H[O|X|0|A| Network (HIER/Z)E MEHFIL|CY

A

System Setup

ForeScout

| IDRAC Settings
iDRAC Settings

IDRAC Settings Version w2 10,10.03
IDRAC Firmware Version i, 2.21.21(Build 12)

System Summary
System Event Log
Network

Alerts

5. L3} 20| HERIR 8488 TELIC]
- Network Settings (H[E2/=2 AX). Enable NIC(NIC ALE) EE=7f
Enabled(AFEEhH) MEHZ £|0] QE=X] =IO

o

System Setup

ForeScout

| iDRAC Settings

iIDRAC Settings » Network
NETWORK SETTINGS
Enable NIC «wveevvsvvssinnnneeee O Disabled @ [Enabled

NIC Selection e | Dedicated

- Common Settings(% 8t & ). DNS DRAC Name(DNS DRAC
0|2) Z=0lM 5% DNS & YHI0|E & == USLCHMES AFE).
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- IPV4 Settings (IPV4 &Z). Enable IPv4(IPv4 AF2) 2 =7}Enabled
(At8EhH MEHE =[0] Q=A] ERIBILICH S& IPE AtEsH| fIshM=
Enable DHCP(DHCP At&) Z=E Enabled(At8EhH MEHZ =11, &
IPE Al=5t2H Disabled (Al Ot EhZ AH oPA'/\IO AL MEH
5t DHCPZ} IP =4, HO|ERI0], MEU 0tATE XSS 2 IDRAC
off SEetL|ct Abs OF B MEHE 5104 Static IP Address, Static

Gateway, Static Subnet Mask(& &P =4, AA HO|E0], A
MEU OtAT) ghe =822 Y0 LTt

ForeScout  ~Yorem Setup
r
iDRAC Settings
iDRAC Settings » Network
IPV4 SETTINGS
Enable IRy = e e i e O Disabled @® Enabled
S R @ Disabled O Enabled
Static IP Address [192.168.1,103
Static Gateway - [192.168.1.1
Slielifs Sl Mg R s [255.255.255.0
Use DHCP to obtain DNS server addresses @ Disabled O Enabled
Static Preferred DNS Server [192.168.1.2
Static Alternate DNS Server e [0,0,0,0]

6. Back (F|2)S MEHEILICE,

7. User Configuration(A XL T+4)S MEHRILICH
8. AtBA} 714 D=E Chsof Z20] 714 .
- Enable User (Al2 f B4 5 ). 0| Z=7} Enabled(AlEE)
MEHE =[0] Q=X EHRIFLCH
- User Name (AlEA1H). \FsXtE S UHELCEH
- LAN and Serial Port User Privileges (LAN % %] & ZE AlZ2X}
Ash. {3t =52 Administrator(M2[XH 2 A efL|Ct
- Change Password (%S HZ), AI2X 202 s

o]\

ﬂJ\ﬂJ
b
ol
r
n

ForeScout

r

iDRAC Settings

iIDRAC Settings « User Configuration
Enable User . e e Q) Disabled @Enablea
User Name - s = Jroot
LAN User Privilege Administrator '|‘
Serial Port User Privilege « e | Administrator gl
Change Password - S
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9. Back (RIE)Z AEHSt C}2 Finish (OFE)S MEIRILICH HAR 8N 28
EQIEILICH HER/R AF0| =T AARO0| CHA| 2EELCE
BES Y EQI oA
iDRAC 2 0|EUl HIEL| 30 AZELCE B2| HER A HAsHE 20| YEtX el
LICt Chg 0]0[Kl&= CT-1000 7|7|2] =M IDRAC ZE 2[X[E B FEL Lt

iDRAC of| 219l
iDRAC of] 219! 5}a{H;
1. iDRACSettings(iDRAC & H) >Network(HIE® )

£ IDRAC-CT-1000 - iDRACS - Login - Windows Internet Explorer -0 ﬁ

@’)v |B hitp://192.168.10.15/login.html ,Oj 7| [) oRAc-CT-1000 ... X |_| {n} 2g €93

Fle Edt View Favorites Tools Hep

A2 see conTROL Enterprise

ForeScout ORCHESTRATE

Login

CT-1000

Type the Usemame and Password and click Submit.

Username: Password:
T

Domain:

This iDRAC
L_cancel BT

2. IDRAC AIAE) MFo| AL A 741 HO|X|0Al Mt AFR R}
QlefaiL Cf,

1o

3. Submit(HMI&)S MEAELCY,
SO =MAIL. 7|2 X HH

iDRAC Of] EHEF XIAIEH M E &= iDRAC AFS AEHA
S| |.

SY (20 2 J8)2 g0 Est= 20| S

IRyl
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2| QI H0|A HAA S HIAESIHH 77|12 20l = b Eds o gl
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fstool linktest
e ot A 27F BEA| g U

Management Interface status

Pinging default gateway information
Ping statistics

Performing Name Resolution Test
Test summary

Asix1/717] @ ol
HOHMEHE L7 o] ARAX[7F 77|10 SH2H AL =X SISy AIL.
0|2 2|5l £stool ifcount ':'OES% ZR[El 2t I H 0| AL] 7] 7[0f| A AlRYEFL|CE

fstool ifcount eth0 ethl eth2
(2 olEfTjo| A8 B2toZ HRHAL.)

—_= O

0] ES2AIHEl OIHIO|AL| HERIAENHEX|EM 2 HAISILIC 0] E2
CIHHO[AYE e VLAN &' F JEK| 8Al o2 AHEFHL| O BHAl2 S ST ALOlA
HAE £ QISLICH 2 & H|Esef OFF ZF E2fE E3o| HMET| HAIEILICE
o DLUIEE QIHH0|AE D2{8lEl= ERES 90% 0|M o2 =2 HA|SHH
E Lt
« SHAHIHO|IAE BEREAE EfEES T2 EAISH ELIC
o DLIHE OIHH0|A 2 ST HI0|A 25 HAEE VLAN 2 EAISH
ElL| o}
gy M.

- display in VLAN mode
— display in interface mode

=2
=
v
I
P - show previous
N - show next

q

- quit displaying
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VLAN EE:

update=[4] [eth3: 14 vlans]

Interface/Vlan Total Broadcast Mirrored *To my MAC *From my MAC
eth3.untagged 4Mbps 0.2% 99.8% 0.0% 0.0%

eth3.1 9Mbps 0.0% 100.0% 0.0% 0.0%

eth3.2 3Mbps 0.1% 99.9% 0.0% 0.0%

eth3.4 542bps 100.0% 0.0% 0.0% 0.0%

eth3.20 1Kbps 100.0% 0.0% 0.0% 0.0%

Show [v]lans [i]lnterfaces <-[p]lrev [n]ext-> [gluit
QlEjHolA RE:

update=[31] [ethO: 32 wvlans] [ethl: 1 vlans]

Interface Total Broadcast Mirrored *To my MAC *From my MAC
eth0 3Kbps 42.3% 0.0% 14.1% 43.7%

ethl 475bps 0.0% 100.0% 0.0% 0.0%

*To my MACZ2 XX MACOIH 7[7]2] MACS 2|0|gfL .

*From my MACEZ 7|7|0iA] Elf= EcfERILICHEYX] MACE 71719
MAC. T&X &= B2 AR E= QLIFHAED).

0122 Eaymo
.

HEAIE[A] 2B QIEH 0| AT} 25 SQUA| 215 AL.
717100 EFSot 2

| s
b2 33s J>lAgu ot

ifconfig [interface name] up

HAS =0l sl 7170 HERZ HAIECRE ping HIAEES AA|ELICE

2. ¥Y¥: Ping [network desktop IP]
£ MEEC 712 484 717]= ping O SE6tAl Z&UCH
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7. CounterACT =& AN

CounterACT 2& AMX|

CounterACT 2&2 7|I7|0IM HAlet= g&5 BT, FAot0 245k= o
[ =]

0|9E|L Y Me| ST 2 YLICH NAC, *IE Z2HX|, gtated gl J|El Mg
QUSLICH BEC} XMSt A2 &= CounterACT 22 Al2 AY

S0l Helg = 2
H% FSENCI TSN =N
CounterACT 2& 88 Z2 1M ATERNE SAHE 5= s HX|7F AUO{0F
L CH 2| A 272 RS 25U ch

- HIXE AR 2N LIS 2Y AMAE AgY:

- Windows XP, Windows Vista &== Windows 7
- Windows Server 2003 == Server 2008
- Linux

e Pentium 3, 1GHz
2 GB 0| 22|
« 1GBLC|AH E7F

http: //<Appl:|.ance_:|.p>/:|.nstall
0471A <Appliance_ip> = & 717]2| IP F=AQLICH E2f2X7F 2& AX
FEAIEILCH

=
44

fol

3. atof X|&g wEH L

].E]

[l

CounterACT CD-ROME 0|25t Mx|
1. CounterACT CD ROM € DVD =2t0|=0f E&L T},
2. =

et
3. sfHe| XF e WELH L

[}

£ X 2 ManagementSetup.htm It22 CD ROM O|A] HL|C}
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ShNESS x| & =
SAIZ O = CounterACT =20 e
E0olefuct
‘]_ DF':O‘I HPE 7+7| —r|7(|01|)\ﬂ ,‘ { ForeScout
CounterACT 0 }O |_?_—(2 ( 2 IPiName:
Lj E_H ot:!' |_| [l» Login Method: |Password E}
= = User Name:
2. 77| BAE 0|S0|L 1P gt
F=4E IP/Name (IP/0|&)
S off e ELCt v| Save address and user name
o Login Cancel
3. User Name (AF2X10|5) 2 =o0f ot canesl)

admin Of2t1 f=gfL|ct,
4. Password (25) Z=of 77| AX| S0 YA LS E LTt

ZEE AlZsh| 2l8H Login (BaQl)yS MEAEILICE

=7| 43 Al
M2 221018 8 = Initial Setup Wizard (=7 & A 0OF & AP
ZHpEREL T O AUP CounterACT 7F A&t Mo 2 AlSHE
o =
=

CounterACT™

NETWORK ACCESS.CONTROLLED.

‘ ; V\IVVeicome

’ Welcome The Initial Setup Wizard will guide you through the steps required to configure the CounterACT Appliance.
License
Time
i CounterACT Component:  CounterACT Appliance

Hostname: ap3sy
User Directory g

Domains Description: ap
Authentication Servers
Internal Network
Enforcement Mode
Channels

Switch

Policy

Inventory

Finish

L Pateip | [ssnia | Preyious H; Next > ‘H Skip | | Einishi | |uecanceli
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o BIANOIA AFR3HE NTP At =4
(M = A

).

o LHE o 20| IP =4, 0|& S3l,
SMTP Ezl{imo| 7|7|22H 5 S=[A|
= AL CounterACT 2| 0|H 0]

BEE = UASHCHAME At

o CounterACT &2|X} O|HY F=A

o EOIEdEOM det 2L EE
QIEHO|A & SE QI H 0|~ 2
LHe.

o DHCP 7} gi= VLAN O|L} A|1HEQ|
42 ELIHE QI H 0| AT} &H
HZAZ VLAN EE= HERIA MOHES}
248 VLAN O|A CounterACT
JhAtBE Y TP 40|
MEE= QIFZato|= LN AN

Ol =ERsHA| S2ELILt

= =H X
Ls i T = — T T
o ARSAL ClHEE| AY HE2 3 ALSXL
ClAE2] M P A
o S0Q XA BY (Z0el 22X}
AXNY 9 et T
o CounterACT7} 0= HERIA
SAENAN XS = QAUSHMEX]
24 = A allF= 2B M.
o A AR P R4, MK X SNMP
OH7H B ==
OFHAL A2 0| Btet M EE CounterACT 22 A2 HHA L= 2210 Z3UE
D FUAIL
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ForeScout 7|= X|&& B2A|HM support@forescout.com2 2 O|HUS
BUAIALL L HES 2 Ml FAAIL

()

S=AAPREND]): 1.866.377.8771
o M3BHEHR1): 1.408.213.3191

« A|®:1.708.237.6591

« I§A:1408.371.2284
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