
IMPROVING SECURITY OF FINANCIAL ENVIRONMENTS

IT Security Professionals Must Address Visibility

During investigations, how much visibility do you have in these areas?

For more information visit the SANS Financial Industry Report

From the Trenches: SANS 2016 Survey on Security and Risk in the Financial Sector

Majority of financial institutions don’t have full visibility

100%

80%

60%

40%

20%

0%

Windows
Registry

Endpoint system 
communications
(such as remote 

sessions)

Network
activities

(calls, traffic,
packets)

User activity
(browser history, 

database 
activity logs)

All devices connected 
to your network

(corporate owned, BYOD, 

IoT, guests, contractors, other)

Sensitive, 
regulated 
data at rest

Sensitive, regulated
data in use, including 

in the cloud

Indicators of 
compromise 

(IOCs)

Anomalous 
behavior

Cloud 
repositories

Kernel-level visibility 
into each endpoint 

on the network

Other

http://www.forescout.com/sans-2016-survey-on-security-and-risk-in-the-financial-sector/

