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Smart lighting systems can be monitored and controlled from a central system or via the cloud by connecting to Wi-Fi. 
Although these systems increase energy efficiency, improve working conditions and optimize space utilization in a 
building, this connection to the internet provides a potential network entry point for a malicious actor.
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One of the most popular smart lighting systems is the Philips Hue, which provides easy installation,
user-friendly interaction and many third-party applications.  
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The Philips Hue supports an API that allows 
a user to interact with a bridge, and therefore 
the lights, using RESTful HTTP requests.  
 
Using this API, our research team 
successfully devised and implemented a 
denial of service attack by switching off the 
lights and a platform reconfiguration. 
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