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Forescout Advanced
Administrator Training

and Certification

The Advanced Administrator Training: Taking It to the
Next Level

At Forescout Technologies, we believe a trained customer is a critical component of
a successful security solution. Our instructor-led training provides the practical skills
to customize, protect and maintain the Forescout platform. Our instructors are highly
trained professionals who bring a wealth of practical experience to the classroom. As
members of our Professional Services team, they are skilled at training, designing and
implementing the Forescout platform.

+ Deeper knowledge. Our FSAA course expands on concepts from the Administra-
tor course and builds your understanding of advanced integration and trouble-
shooting techniques. Hands-on exercises give students a chance to experiment
with the tools and practice the concepts covered during classroom sessions.

« Cost-effective. We offer a variety of training options (Forescout-hosted,
partner-hosted, at your facility or virtual training). These options ensure a training
solution that meets your budget, schedule and organizational needs.

Course Content

FSAA Training is a four-day course featuring six core modules, plus six extended
modules that can be tailored. Students will explore use cases, best practices and
scenario-based problems. The instruction is focused on real-world situations centered
on the adult learner and hands-on lab experiences in a simulated IT environment. This
course will help students develop advanced skills to administer the Forescout platform,
as well as practical skills needed to configure, protect and maintain the platform.

Course outline:

6. Plugin Tuning - UD

7. Plugin Tuning - Switch

8. Advanced Troubleshooting
9. Policy Best Practices

10. Policy Functionality

11. Customized Policy Examples

1. General Review of FSCA Topics

2. Advanced Product Topics - Licenses,
Extended Modules and Redundancy

3. Advanced Product Topics - Certificates
and Identity Tracking

4. Notifications
5. Plugin Tuning - HPS
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Highlights

<) Learn Best Practices
FSAA Training takes you
deeper into Forescout platform
administration. Taught by
seasoned engineers with years
of experience implementing and
troubleshooting the Forescout
Platform.

Hands-On and Lab-Focused
Customize and troubleshoot
the Forescout platform in your
personal lab simulation. Gain
a deeper understanding of
best practices for configuring,
deploying and maintaining the
Forescout platform.

Flexible and Convenient
Onsite training provides focused

learning for your team's unique
needs. Our instructors will travel
to your location, saving you time
and money while still achieving
strong results.

Expand Your Knowledge

This course expands on the
theory and fundamentals of the
Forescout platform, and prepares
students for more advanced
integrations, policies and
troubleshooting.

Prerequisites

To help ensure the best class
experience, students must meet
the following criteria prior to
taking the class:

+ Attend FSCA Training
+ Attain FSCA Certification
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Labs include:

« Applying Certificates to the Forescout Platform + Dealing with Irresolvable Conditions

- Deep Dive into Discover and Classify Policies + Building Advanced Policies

- Utilizing the Device Profile Library - Discovering Installed Endpoint Applications

« Interacting with User Directory + Capstone Project

FSAA Certification

Forescout recognizes the benefit of highly skilled advanced administrators to successfully sustain our solution’s capabilities in
complex customer environments. FSAA certification validates that a person has the expertise to successfully support advanced
configurations in an enterprise environment.

« Certification Testing. The FSAA certification test is a 120-minute online written exam. The test requires students to
demonstrate an advanced knowledge of Forescout capabilities.

Training Part Numbers

Forescout training offers a standardized curriculum to expand customer’s knowledge of our platform.

PART NUMBER NAME

FSAA - 4-day Forescout Advanced Administrator Course (virtual or on-site - Forescout hosted

FS-TRNG-ADV-NAM-1 location) per student within North America. Includes 1 FSAA exam.

FSAA - 4-day Forescout Advanced Administrator Course (virtual or onsite -customer location) for
up to 12 students within North America. Includes up to 12 FSAA exams (one per student). Onsite
requires 4 days of FS-TRAVEL SKU.

FS-TRNG-ADV-NAM-12"

FSAA - 4-day Forescout Advanced Administrator Course (virtual or onsite Forescout hosted
location) per student within APAC, EMEA and LATAM regions. Includes T FSAA exam.

FSAA - 4-day Forescout Advanced Administrator Course (virtual or on-site - customer location) for
up to 12 students within APAC, EMEA and LATAM regions. Includes up to 12 FSAA exams (one per
student). On-site requires 4 days of FS-TRAVEL-I SKU.

Forescout Advanced Administrator Exam. 2-hour online certification exam.

FS-TRNG-ADV-EAL-1"

FS-TRNG-ADV-AEL-12"

FS-TRNG-CERT-FSAA"

FS-TRAVEL-I" Domestic travel expenses (daily)
FS-TRAVEL-I" International travel expenses (daily)
*Notes Acronym Glossary

1. Services are subject to the terms and conditions set forth
at http://www.Forescout.com/eula

. Travel is not included in any of the FS-TRNG SKUs

. Cancellation of any services with less than five business
days’ notice shall be subject to a cancellation fee plus
actual expenses incurred as set forth in the above terms
and conditions
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Forescout Technologies, Inc.
190 W Tasman Dr.
<) FORESCOUT San Jose, CA 95134 USA
® Toll-Free (US) 1-866-377-8771
Tel (Intl) +1-408-213-3191
Support +1-708-237-6591

AP (Access Point)

CLI (Command Line Interface)

ePO (McAfee ePolicy Orchestrator)

FSCA (Forescout Certified Administrator)
HPS (Host Property Scanner)

HTML (Hypertext Markup Language)

Learn more at Forescout.com
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