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Threat Hunting
and Risk
Identification
Service

Complimentary

Achieve an understanding
of threats and
vulnerabilities across

all networks and device
types — at no cost.

Rapid

Receive your custom
report for review with
Forescout security
engineers in one

to three days.

Actionable

Uncover specific areas

of risk that should be
mitigated and remediated
as soon as possible.
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Gain an organization-
wide baseline of your
threat landscape

and risk exposure

Forescout Frontline is a team of highly trained expert cybersecurity analysts and
specialty services that proactively identify risk. Delivered by Frontline analysts, the
Threat Hunting and Risk Identification Service overcomes staffing and visibility
challenges to uncover threats and identify risk that may be lurking in your
environment. Forescout Frontline will help you:

» Discover, validate and prioritize a wide range of cyber
threats and vulnerabilities across your IT, 10T, loMT and OT

environments
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Analyze the context and risk associated with all findings

Leverage the comprehensive insight to develop effective risk

mitigation and remediation strategies

Reveal

Leverage Forescout security analysts to hunt
for threats, identify risks and compile data
from multiple sources within a few days.

Report

Receive a comprehensive report detailing
validated threats, impacted devices and
associated risks.

Review

Discuss and prioritize mitigation and
remediation alternatives so you can create an
effective, prioritized risk reduction plan.

frontline@forescout.com
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Engagement Overview
Actionable Risk Intelligence

Most organizations use multiple security tools, often across multiple teams,
to help identify threats and other forms of risk, but their insights are limited

Forescout Frontline
Hunts For Threats
and Risk Such As:

Log4j

Vulnerabilities, IOCs and CVEs,
including those identified by
Vedere Labs

Blacklisted communications

Unauthorized device
communications to the internet

Communications to known
malicious IPs

Blacklisted or default
credential use

Bots
Worms
Bad cyber hygiene

Misconfigurations

to siloed views of IT, loT, [oMT or OT assets. Typically, multiple device types
exist throughout your extended network and the environments are often
interconnected, which means cybersecurity risk must be identified and
tackled holistically.

The Forescout Frontline Threat Hunting and Risk Identification Service provides
the comprehensive insight you're missing. A dedicated team will hunt for and
reveal a wide range of threats and other areas of risk across all your network
environments in a non-intrusive manner. The results will be documented in

a detailed report that includes:

» The threat-hunting approach used for your organization, including scope
and targeted threats

» Contextual information about each discovery, including:

» Type of threat or vulnerability and associated risk
» Number and profile of all impacted devices
» Network location where threats and other areas of risk exist

» Mitigation and remediation options

Malformed packets
and enablement

Health Check and Maturity Report

At the end of the engagement, you’ll have the right information to create
an actionable plan for efficiently and effectively addressing each area of
risk covered in the report.

() VEDERE LABS

The Forescout

Frontline Threat Threat Research Lab ﬁ
(honeypots, sandbox) @

Hunting and Risk
Identification
Service assesses
every device on your Third Party Threat

network, leveraging Intel Sources
anonymized insights
from more than 11
million devices in
the Forescout Cloud Discovery Data, Traffic, DNS,
to identify risk. Network Telemetry,

() VEDERE LABS

Forescout Cloud

Threat Intel Includes:
I0Cs, CVEs, TTPs, Snort, Yara
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Forescout platform Threat Feeds, Alerts, IOCs

Third Party

Cybersecurity
Agencies

Threat Hunting and <) FORE&%R}AI Incident Response
Risk Identification Services Enrichment

Reveal, Report, Review

Achieve a baseline of your organization-wide threat landscape across all networks and device types. Email frontline@forescout.com
to book your complimentary Threat Hunting and Risk Identification Service*

* This risk identification service is not intended to find and report on an exhaustive list of all possible threats, vulnerabilities or risk mitigation suggestions, and the information
provided in the report is “as-is” without warranty of any kind, whether expressed, implied, statutory or otherwise.
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