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Forescout eyeSegment
Specialist Training and Certification
Highlights
At Forescout, we believe training is a critical component of any successful solution.
To that end, our training team consists of highly skilled teachers and technologists
who bring a wealth of practical experience to the classroom. They are members
of our Professional Services team—experts at designing and implementing the
Forescout platform and the eyeSegment solution.

Learn from Certified
Professionals
FSeSS training is taught by
Forescout-certified instructors
who have years of real-world
network security experience.

Expanding the Pathway to Success

Hands-On
Learn our best practices by
configuring, deploying and
maintaining the Forescout
eyeSegment solution.

Our Forescout eyeSegment Specialist (FSeSS) training expands on the foundation
provided by our FSCA, FSAA and FSCE track, covering the technical skills for
designing, installing and configuring Forescout eyeSegment. Classes can be delivered
virtually or on-site when combined with our FSCA or FSAA offerings.
• Standardized. Our FSeSS course teaches a pre-defined set of key concepts.
Lab-based exercises and demos give students a chance to experiment with the
tools and solidify their knowledge of the concepts covered during classroom
sessions.
• Flexible. We offer a variety of training options (Forescout-hosted, at your facility
or virtual training). These options allow us to deliver a training solution that
meets your budget, schedule and organizational needs.

Course Content
Forescout eyeSegment training is a one-day course featuring instruction and labs/
demos. Students learn how to install and configure the eyeSegment solution and use
all of our available tools. Students learn to configure the eyeSegment Cloud Uploader
and add zones to the Traffic Matrix. They also learn how to build eyeSegment policies
and view policy results via the Traffic Matrix. The FSeSS course curriculum is listed on
the following page.

Lab-Focused
Train in a real network
environment. Learn how to
operate the eyeSegment
solution in a lab simulation.
Become an Expert
This course and certification
enable students to become
recognized eyeSegment
practitioners. Students learn
the best practices to architect
and deploy the solution and
should leave the course
prepared to attain FSeSS
certification.
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Course Schedule
DAYS

Datasheet

CHAPTERS
Chapter 1: Segmentation Overview
The course begins by examining traditional network segmentation solutions and the security challenges they
address. We also discuss the challenges to successfully implement these solutions. Next, we discuss how
Forescout’s eyeSegment solution, as part of the Forescout platform, addresses these challenges.
Chapter 2: Forescout’s eyeSegment Solution
We dive into the specifics of Forescout’s eyeSegment solution and explain the Cloud Uploader plugin. Next,
we discuss eyeSegment Security Zones, Groups and data sources. We then preview the Traffic Matrix and
Segmentation Policies.

Day One

Chapter 3: Initial Configuration
By the end of chapter 3, you will understand how to access the portal, initially configure the Cloud Uploader and
add zones to the Traffic Matrix.
Chapter 4: Security Zones and Traffic Filters
We deep-dive into eyeSight and eyeSegment groups, the eyeSegment Traffic Matrix, IP-to-IP traffic and filtering.
Chapter 5: eyeSegment Policies
In this chapter, you’ll learn how to create eyeSegment policies, how to manually and automatically create policy
rules and how to configure them. We also cover rule exceptions, simulated rules and how to send notifications
based on policy results. We conclude with how to view policy information in the matrix and creating Assessment/
Control policies.
Chapter 6: eyeSegment Updates
In the final chapter, we cover how to filter traffic sources and the basics of role-based access control. We’ll cover
matrix hardening and how to adjust the user interface. We end the course with a drill-down on the mini matrix,
exporting eyeSegment traffic data and the per-cell matrix table.
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FSeSS Certification
Forescout recognizes the value of certifying that trained engineers have the knowledge and skills for successful eyeSegment
deployment and configuration. FSeSS certification validates those skills. The FSeSS certification exam is a 45-minute, on-line
exam. It requires students to demonstrate a practical knowledge of the Forescout eyeSegment solution.

Training Part Numbers
Forescout eyeSegment training offers a standardized curriculum to support the installation and configuration of the solution.

PART NUMBER

NAME

FS-TRNG-SEGMENT-1*

Single seat in 1-day Forescout eyeSegment Specialist Course. Includes 1 FSeSS
certification exam.

FS-TRNG-SEGMENT-12*

1-day Forescout eyeSegment Specialist Course (virtual or on-site) – for up to 12 students.
Includes up to 12 FSeSS certification exams (one per student).

FS-TRNG-CERT-FSeSS*

Forescout eyeSegment Specialist Exam.

*Notes
1. Travel is not included in any of the FS-TRNG- SKUs.
2. Services are subject to the terms and conditions set forth at http://www.forescout.com/eula.
3. Cancellation of any services with less than five business days’ notice shall be subject to a cancellation fee plus actual expenses incurred as set
forth in the above terms and conditions.

Forescout Technologies, Inc.
190 W Tasman Dr.
San Jose, CA 95134 USA
Toll-Free (US) 1-866-377-8771
Tel (Intl) +1-408-213-3191
Support +1-708-237-6591
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