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About the VPN Concentrator Plugin

The VPN Concentrator Plugin is a component of the Forescout® Network Module. See
Network Module Information for details about the module.

The VPN Concentrator Plugin is used to track VPN users, disconnect them from the
VPN and prevent them from reconnecting. Blocking is carried out by communicating
with multiple VPN devices and an authentication server.

Overlapping IP Address Support

The VPN Concentrator Plugin supports working with networks that use overlapping IP
addresses. For details about enabling and configuring the Forescout platform’s
support of overlapping IP address use in an enterprise’s network, refer to the
Forescout Working with Overlapping IP Addresses How-to Guide. See Additional
Forescout Documentation for information on how to access this document.

Supported Vendor Products

The VPN Concentrator Plugin supports working with the following VPN device
vendors:

= Cisco
= Pulse Secure (Juniper)
= Nortel

For information about the vendor models (hardware/software) and versions
(product/OS) that are validated for integration with this Forescout component, refer
to the Forescout Compatibility Matrix.

Supported Authentication Methods

The VPN Concentrator Plugin works with any of the following authentication servers:
= Active Directory
= RADIUS

What to Do

1. Verify that you have met system requirements. See Requirements.

2. Review the set-up instructions described in this document. See Setup
Procedures.

3. Configure the plugin. See Configuring Forescout to Work with the VPN Device.

4. Perform the test. See Test the Plugin Configuration for VPN Device
Management.
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5. At the Console, define the required policy to carry out VPN blocking. See
Policies for VPN Management.

Requirements

This section describes the following requirements for running VPN Concentrator
Plugin:

= Forescout Requirements

Forescout Requirements

The following Forescout platform and component versions must be running in your
Enterprise Manager and your Appliances:

= Forescout interim release 8.2.1
= Network Module 1.2.1 with the VPN Concentrator Plugin

= |If you are using Flexx licensing, ensure that you have a valid Forescout
eyeControl (ForeScout CounterACT Control) license, to use enforcement
actions provided by the component. Refer to the Forescout Flexx Licensing
How-to Guide for more information about managing Flexx licenses.

Setup Procedures

This section describes the following setup procedures:

= RADIUS Server Setup

= Active Directory Setup

= Additional Setup

RADIUS Server Setup

When RADIUS is used, blocking is performed by configuring the Appliance to act as a
proxy between the concentrator and the actual RADIUS server. To do this, you must
configure the concentrator to use the Appliance as the RADIUS server, and configure
the RADIUS server to accept the Appliance as a RADIUS client.

Access to the user is then blocked by rejecting authentication requests. This
effectively stops admission to the network. Since the block is associated with the
user, only that user will be blocked. When trying to reconnect, the plugin will be able
to identify the authentication attempt and reject it.

After you have defined the configured parameters, you should configure the VPN
concentrator to use the Appliance as its first authentication RADIUS server and
configure the original RADIUS server as the second on the list.
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Additionally, you should configure the RADIUS server to allow requests from the
appliance. This requires assigning a server secret at the VPN and the original RADIUS
server that are identical, and using this server secret for connection between the
appliance and secondary RADIUS Server.

You must also allow access from the appliance to the original RADIUS server.

After configuration, all further authentication requests will go through the appliance,
allowing the blocking to occur.

Active Directory Setup

When Active Directory is used, blocking is performed by disabling the blocked user
on the Active Directory server. To do this, you must configure the appliance to use
an administrative privileged account.

Other than the plugin configuration parameters described above, no other set-up is
required for working with Active Directory.

Additional Setup

Enabling the Plugin

To enable the VPN Concentrator Plugin, disconnect active VPN sessions and set the
readonly entry in the snmp_community section to 2, as shown in the following
example:

[snmp_community 1]
name=0x3C.0xB6 .0xCD.0xC4.0x27 .0x5A.0x8A.0xCD
readonlly=2

Cisco VPN3k
The VPN Concentrator Plugin must only use SNMPv1 to handle Cisco VPN3k.

Configure Read/Write permissions

Modify the VPN concentrator SNMP community to support both read and write. This
is done by editing the VPN CONFIG file.

If you use FTP to edit and distribute the VPN configuration file, the VPN may
require a restart to implement configuration changes.

Log in to VPN concentrator.

2. Select Administration > File Management.
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2 Cisco Systems, Inc. VPN 3000 Concentrator [ga-vpn] - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools  Help -:,'
Q- O { B G Psewer frroms @ 3-8 - @B
Address [&] httpif/10.1.8.246 access. html v| Bl ks »

GDCJg]Ev |C| Search ~ ) Jasgeiani glblocked AEE Check - » & 5naglt E g
/ VPN 3000 Main | Help | Support | Logout

oncentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

Welcome to the VPN 3000 Concentrator Ianager.

H onfiguration
——interfaces

Sy stem

—EHJ=er Management
—EHolicy Managemert
—EHTunnelng and Security
HAdministration
-Administer Sessions
—EHoftware Upcate
System Reboot
—heboat Status
—ping

—TIraceroute
——Mtonitoring Retresh
—Ericcess Rights

| ile Management o DIfain -- to return to this screen. =
—EHCertificate Management o Help -- to get help for the current screen.

s Suppott -- to access VEI 3000 Concentrator support and documentation.

s Logout -- to log out of this session and return to the Manager login screen.

Mo the left frame or the navigation bar above, click the function you want:

nfiguration == to configure all features of this device.
stration --Jio control adminstrative finctions on this device.
i ~To view status, statistics, and logs on this dewice.

The bar at the top right has:

Cisco Svstims

o TUnder the location bar in the upper right, these icons may appear. Click to:
&] #© Internst

|<

3. View the CONFIG file.

sco Systems, Inc. VPN 3000 Concentrator [ga-vpn] - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help :,
N A ™ o . = A

Q- © R EA G P frroms @ 3% & -/ O B

address |@ hittp: /10,18, 246 /access. htrl v| Go | Lnks *

GDl'ngCv |G search = @ PageRank B bocked A% Check - » Soragt B B
‘ ‘ ; VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

-EHConfiguration

—nterfaces Administration | File Management Monday, 14 August 2006 16:31:58
—EHSystem Refresh@

[—EHIser Management
P olicy Maracement
—FHTunneling and Securiy

This screen lets you manage files odythe VPN 3000 Concentrator. Select a file from the list

 SrAdministration and click the appropriate Action, or Wgoose an action from the lst below.

Administer Sessions

EHSoftware Update o Swap Config File -- swap the backMp and boot configuration files.
System Reboot o TFTP Transter -- transfer files wia TF KR

—RM o File Upload -- send a file via HTTP.

—#a;eroute o 0L Export -- export the configuration to g XL file.

——Monitoring Refresh

EHAcoess Rights Total: 15344EE, Used: 158EE, Mge: 15156EE

ile Manacement

o Filename Size (bytes) Date/Tine Actions
Swvap Config File
TETF Transfer CONFIGBAE 36122 |05/28/2006 10:46:2 Q4 View | Delete | Copy ]

ile Upload

fleibo CONFIG 38532 08/14/2006 16:31:54({ TizwDelete| Copy ]
|5 cerificate Management MEMOR Y. TXT 12386 [10/21/2004 104740 [ View | Delste | Cogy |
{FHlonitoril
iflenitotind SAVELOG TXT 30103 [03/15/2006 17:37:58 [ View | Delete | Copy ]
Cisco SvsTems
@Done # Internet
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4. Save the file to your local directory as vpn_config.txt. It is very important
that you save the file with a txt extension; otherwise, the VPN concentrator

will not start.

B Untitled - Notepad
File Edit Format Wiew Help

refresh=30
Jocktimeout=180
[http]

port=80

enable=1
maxconn=10
sslport=443
sslenable=2
httpproxy=0.0.0.0

httpsproxy=0.0.0.0
webvpntimeout=30

httpscertrequired=2 Name is the
httpproxyport=80 "Community" string
httpsproxyport=443

[snmp
port=161
enable=1
[maxconn=

ZOxEF.0XEF.0OxEF.0OXEF.0OXEF.0OXEF.OXEF
readonly=2

[TiTter 1]
enable=1
name=Private (Default)

5. Edit the file vpn_config.txt: To enable each community string for read-write,

enter the number 2 for read-only entry.

6. Upload the edited file to the VPN concentrator: Select Administration > File

Management > File Upload.
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2l Cisco Systems, Inc. VPN 3000 Concentrator [ga-vpn] - Microsoft Internet Explorer
File Edit “iew Favorites Tools BEEH

@Back ) \ﬂ @ _;\J /..-\JSearch ‘?:IT‘\'fFavorites 6:‘} < - “f E b _J @ 3

EEX
:f’

Address |ﬁj http:fi10,1.8.246/access, himl

v|G0 Lirks >

GOiJgIEv |G| search ~ (] @@lb\ocked M Check v »

Concentrator Series Manager

HConfiguration
—nterfaces
—HSystem

—EHzer Management
P olicy Maracemert
#HTunneling and Security
HAdministration

HEHSaftware Update Config File -- swap the backup and boot configuration files

1 FE TP -Framsfer -- transfer files wia TETE.
—FRehoot Status __
Ping . FﬂeU}gload end a file via HTTP.

Ao Beport -- export the configuration to an XL file.

—Traceroute

—tdonitoring Refresh
[ tccess Rights Total: 15344EE, Used: 134KE, Free: 15160EE
ile Manasement

ile Upload

VPN 3000

Configuration | Administration | Monitoring

Bhis screen lets you manage files on the VPIT 2000 Concentrater. Select a file from the lst
arid click the appropriate Action, of choose an action from the lst below.

Filename Size (bytes) Date/Time Actions
Swag Canlg File:
TFTP Transfer CONFIGBAE 36122 05/25/2006 17:04:56 |[ View | Delete | Copy ]

Sonagt B [

Logged in: admin

Refresh®

[
sl Export CONFIG 36122 05/28/2006 10:46:26 |[ View | Delete | Copy ]
' Certificate Management MEMORY THT 12386 10/21/2004 10:47:40 |[ View| Delete | Copy ]
FHMonitoring
— SAVELOGTHT 30103 |03/15/2006 173758 |[ View | Delets | Copy ]
Cisco SYSTEMS
&) ® Internet

7. The File on the VPN Concentrator should be CONFIG; the local file should be

your vpn_config.txt.

8. Reboot the VPN concentrator: Select Administration > System Reboot and
choose the Reboot without saving the active configuration option.

Configuring Forescout to Work with the VPN

Device

This section describes how to configure the VPN Concentrator Plugin to communicate

with and manage VPN devices.

You may not have the required user Scope permissions to configure VPN
devices or work with the IP addresses assigned to them. If this happens you
will receive an error message when attempting to configure the device.

Contact your Forescout Administrator if required.

To define general parameters:

1. From the Console Tools menu, select Options > Modules > Network >

VPN > Configure. The VPN pane displays.

Version 4.3.1



Network Module: VPN Concentrator Plugin

Configuration Guide

VPN
The VPN Concentrator plugin is used to track VPN users, disconnect them from the VPN and preventthem from reconnecting.
Search Q
Concentrator Address = Comment vendor Block Connected | Managed By os IP Reuse Domain
2.202@SITE -A tisco_asa JUUB243-Site A Cisco Adaptive Security A... SITE -A
40088.2200@SITE-B tisco_asa 100408242-5ite B Clsco Adaptive Securlty A... SITE -B

Edit
Remove

Test

2. Select Add. The General page of the Add Device wizard opens.

General Page

Enter VPN device information and define the Forescout device (Enterprise Manager or
an Appliance) that must communicate with the VPN device. Make sure to synchronize
this information with the VPN device.

@ Add Device - Step 1

s

General

1l General Enter VPN device information and define the CounterACT component that will

communicate with the device.

Address

Comment

Connecting Appliance Enterprise Manager N
IP Reuse Domain (none)

Disconnect currently connected user when performing VPR block
Vendor Cisco ASA W

Authentication Method  RADIUS w

Version 4.3.1
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To configure general information:

1. In the General page of the Add Device wizard, define the following:

Field Name Description

Address Enter the IP address of the VPN device.
When the Forescout platform is enabled to support overlapping
IP addresses:
= You can configure the plugin to manage multiple VPN devices
all having the same IP address, however for this to be valid,
each of these VPN devices must be located within a different
IP Reuse Domain (IRD). See the General pane’s IP Reuse
Domain field.
Comment Enter comments about the VPN device.

Connecting
Appliance

Select from the drop-down list the name of the Forescout device
(Enterprise Manager or an Appliance) that must communicate
with the VPN device.

Certain Appliances or certain IP assignments made to a
particular Appliance may be out of your user Scope. When this
happens, you may only view the Appliance configuration and not
change it. Appliances that contain Hosts IP assignment out of
your Scope appear with either an empty red circle or a red circle
with a line through it.

= An empty red circle: Indicates that you do not have access
to any IP addresses managed by the Appliance.

= Acircle with a line: Indicates that you have partial access.

An Appliance with an assignment that is completely outside the
user scope is not shown in the drop-down list.

IP Reuse
Domain

This field is view-only field and only appears in the General
page/tab when the Forescout platform is enabled to support
overlapping IP addresses.

IP Reuse Domains are used to distinguish several instances of an
overlapping IP address. IP addresses are unique in each IP
Reuse Domain and cannot overlap within a domain.

In order for this field to display an IRD, the following conditions
must both be true:

1. The selected Connecting Appliance has an IRD assigned to it.

2. The VPN device’s IP address is located within the Connecting
Appliance’s IP segment assignment (scope) that is assigned
to the IRD

Otherwise, the field displays the value (none) that identifies that
the VPN device is not located within an IRD but, rather, is
located within the enterprise’s default/global network.

Disconnect
currently
connected user

Select the checkbox to disconnect immediately and prevent the
VPN user from reconnecting.

Clear the checkbox to prevent the VPN user from connecting
after the current session closes.

Vendor

Select a VPN vendor. The configuration options that follow vary
depending on the selected vendor.

Version 4.3.1
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Field Name Description

Authentication Select one of the following authentication methods:
Method * RADIUS

= Active Directory

The configuration options that follow vary depending on the
selected authentication method selected.

You may only assign one authentication method type per
Appliance. If you edit your configuration on a specific Appliance,
the edited change is applied to all configurations for that
Appliance.

2. Select Next. The Credentials page of the Add Device wizard opens.

Credentials Page

Define credentials that the VPN Concentrator Plugin uses to access a plugin-managed
VPN device. A unique Credentials page displays for the each of following VPN
devices:

= Cisco Credentials Page

= Juniper/Pulse Secure Credentials Page

= Nortel/Cisco ASA Credentials Page

Cisco Credentials Page

& Add Device - Step 2 of 3 (=3

Credentials

Q General

Credentials

Enter access cradentials to the WPN.

Radius Authentication

Login Params

Community

Canfirr community

SMP Params

Cancel

To configure Cisco credentials:

1. In the Credentials page of the Add Device wizard, define the following:

Field Name Description

Community Enter a unique name for this user group and confirm it

Version 4.3.1 12
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Field Name Description

SNMP Params | Enter the following SNMP access parameters:
=  SNMP version (1, 2 or 3)

Note: The VPN Concentrator Plugin must only use SNMPv1 to
handle Cisco VPN3k.

=  For SNMPv1 and SNMPv2c, a Community string
= For SNMPv3, a user and password
Use the snmpwalk utility format to indicate these parameters.
Include format example:
- SNMPv1: -v 1 -c <community_name>
- SNMPv2: -v 2 -c <community_ name>
- SNMPv3: -v 3 -u <user> -A <password>

Juniper/Pulse Secure Credentials Page

£ Add Device - Step 2 of 3 [ = |
Credentials
@ ceneral Enter access credentials to the PR,
Credentials

Active Directory Authentication

Login Params

User
Fassword

Confirm password

Others Params

Realm Admin Users
Administrator UEL Path  admin

v RR=Ta

To configure Juniper/Pulse Secure credentials:

1. In the Credentials page of the Add Device wizard, define the following:

Field Name Description

User The user logged in to the VPN device.

Password The password of the user.

Version 4.3.1 13
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Field Name Description

Realm Enter the realm name (group) of the admin user, who is configured here.

Administrative | Enter a Sign-in administrative URL path.
URL Path

Juniper
*| [ Restrict access to administrators only
| ™ Enable multiple user sessions
selle:x lh'ls ;m.x box and enter the maximum number of sessions per user per realm in Users > User Realms > [Realm Name] > Authentication Policy > Limits page. By default, this is 1, or one session per user per realm. If you d
*| & isplay open user sessi tifcation
Check this option to noti other active session[s] in progress when they . The user has to follow the warning notification page to proceed or cancel the login.
o oing Selec when to disiay  nticaton pag to usrs
Rescurceprofies | ® Awars
Resource policies  »| () 1f the maximum session limit per user for the realm has been reached
= New URL... [ Delete... | Enable | Disable | * e
Push Config +| ) Administrator URLs Sign-In Page Authentication Realm(s)
At H O =fadmin/ Default Sign-In Page Admini Users, Admin Users
—
0O Mavid/ Default Sign-In Page Admin] Users
TLSv1.2 Select this option to instruct the VPN Concentrator Plugin to communicate

with the VPN device using TLSv1.2.
= By default, TLSv1.2 is selected.
- If this option is not selected, the plugin uses SSLv2 to communicate
with the VPN device.
= When the Forescout platform runs in Certification Compliance mode,
TLSv1.2 is permanently selected.
For more information about Certification Compliance mode, refer to the
Forescout Installation Guide.

For the certificates required when the plugin is configured to manage a
Juniper/Pulse Secure VPN device, see_Certificate Management.
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Nortel/Cisco ASA Credentials Page

%5 Add Device - Step 2 of 3

Q General

Credentialz

Radius Authentication

Credentials

Enteraccess credentials to the WP,

Login Params

User
Passward

confirm password

Enable Privileged Params

Enable Privileged Access
Llze login params Llze login params

Passwiord

Confirm password
Others Params

Group iBase

Cannection bethod  55H

To configure Nortel/Cisco ASA credentials:

1. In the Credentials page of the Add Device wizard, define the following:

Field Name

Description

User The user that connects via SSH/telnet to the VPN device.

Password The password of the user.

Enable (Cisco ASA only) Select the checkbox to enable privileged access
Privileged based on the default login parameters defined above, or custom login
Access parameters defined below.

Use login Select the checkbox to enable privileged parameters based on the Login
params parameters defined above.

Password Enter the privileged password.

Group (Nortel only) A group name to communicate between the client and

VPN. End the entry with a period.

Connection
Method

The connection protocol to be used between the Appliance and the VPN
device.

Version 4.3.1
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The administrator user must have permission to change the terminal paging.
If this permission is not defined, the plugin configuration test for the VPN
device fails and the plugin cannot manage that VPN device. The plugin uses
the following terminal paging commands:

— For Cisco ASA: terminal pager 0O

— For Nortel: terminal paging off

2. Select Next. Either the Radius Authentication page or the Active Directory
authentication page opens, depending on the authentication method you
selected in the General page.

Radius Authentication Page

Enter credentials required to access the RADIUS authentication server. If RADIUS is
not the authentication method you selected in the General page, skip this
configuration step.

% Add Device - Step 3 of 3 (=3

@ General

O Credentials

Radius Authentication

Radius Authentication

Enter access credentials to the RADIUS server.

Local RADILS Port 1645 O

RADIUS Server Address

RADIUS Server Port 1645
RADIUS Server Secret

Retype RADILUS Senver Secrat

To configure credentials for plugin access to the RADIUS server:

1. In the RADIUS Authentication page of the Add Device wizard, define the

following:

Field Name

Local RADIUS

Description

The UDP port for receiving authentication requests from the VPNs. This

Port port must be different from the RADIUS Plugin local port.

RADIUS The original RADIUS server IP address. This is the RADIUS server the
Server VPN concentrator is initially configured to work with.

Address

RADIUS The port for sending authentication requests to the original RADIUS

Server Port

server.

Version 4.3.1
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Field Name Description

RADIUS The secret for the original RADIUS server.
Server Secret

2. Do any of the following:

a. If you are configuring the plugin to manage a Cisco ASA VPN device using
RADIUS as the authentication method, see Cisco ASA — Advanced RADIUS
Options.

b. Select Finish when you are done configuring the plugin for management

of the VPN device. The configuration appears in the Console VPN pane.
See VPN Pane Display.

Cisco ASA — Advanced RADIUS Options

Advanced options are available for Cisco ASA VPN devices that support both Remote
Access and SSL connection methods. Disable an option if you do not want the
Appliance to be able to block users that connect with that method.

% Add Device - Step 4 of 4 (=23
Advanced
General
O Ciuery list of connected users using Remaote Access WPHN client
0 Credentials

) L Query listof connected users using SSLYPMN client
Q Radius Authentication

Advanced

Select Finish when you are done configuring the plugin for management of the VPN
device. The configuration appears in the Console VPN pane. See VPN Pane Display.

Active Directory Authentication Page

Enter credentials required to access the Active Directory server. If Active Directory is

not the authentication method you selected in the General page, skip this
configuration step.
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g . ==

Active Directory Authentication

O General
O Credentials

Enter access credentials to the Active Directory server,

Active Directary Authentication

Active Directory Address

Active Directory Paort 636 O Lse 551
Active Directory User

Active Directory Password

retype Active Directory Password

Fully Qualified Domain

To configure credentials for plugin access to the Active Directory server:

1. In the Active Directory Authentication page of the Add Device wizard, define
the following:

Field Name Description

Active Specify the Active Directory server that the VPN Concentrator must work
Directory with, by entering any of the following:
Address .

The IPv4 address of the Active Directory server

= The FQDN (fully qualified domain name) of the Active Directory
server. For example, DCserverl.dom34.mycompany.com

- When communicating using SSL or TLS, the FQDN entered must
match the FQDN that is specified in the Active Directory server’s
certificate Subject field.

Active Specify the port that the plugin uses to send authentication requests to
Directory the Active Directory server. By default, the port value is 636 (TCP)
Port

Use SSL Select this option to instruct the VPN Concentrator Plugin to apply SSL

encryption to communication with the Active Directory server.
= By default, Use SSL is selected.

- If this option is not selected, the plugin uses non-encrypted TCP to
communicate with the Active Directory server.

- If this option is selected and the TLSv1.2 option is not selected,
the plugin uses SSLv2/3 to communicate with the Active Directory
server.

= When the Forescout platform runs in Certification Compliance mode,
Use SSL is permanently selected.
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Field Name

Description

TLSv1.2 Select this option to instruct the VPN Concentrator Plugin to
communicate with the Active Directory server using TLSv1.2.
= By default, TLSv1.2 is selected
=  When the Forescout platform runs in Certification Compliance mode,
TLSv1.2 is permanently selected.
Active Specify the Active Directory user who is associated with the
Directory administrator’s or account operator’s groups.
User
Active Specify the password of the Active Directory user.
Directory
Password
Fully Specify the fully qualified domain name of the Active Directory domain.
Qualified Forescout recommends using uppercase letters.
Domain

For more information about Certification Compliance mode, refer to the
Forescout Installation Guide.

2. Select Finish when you are done configuring the plugin for management of
the VPN device. The configuration appears in the Console VPN pane. See VPN

Pane Display.

For the certificates required when the plugin is configured to use the Active Directory
authentication method, see Certificate Management.

Define Global Plugin Timeouts

Define global plugin settings. These settings apply to all plugin configurations for
managing VPN devices.

To define global plugin parameters:

1. In the Console VPN pane, select Options. The Edit general parameters dialog
box opens.

@ Edit general parameters @

RADIUS Server Timeaout (seconds) 30

Active Directory Timeout (seconds) 120

L

WEMN Query Interval (seconds) G0

Tk
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2. In the Edit general parameters dialog box, modify any of the following fields:

Field Name Description

RADIUS Server Timeout (seconds) The time to wait for the original RADIUS
server to authenticate a user.

Active Directory Timeout (seconds) | The Active Directory connection timeout.

VPN Query Interval (seconds) The interval at which to query the VPN
device for the connected hosts.

Certificate Management

When the VPN Concentrator Plugin is configured to use either SSL or TLS to establish
secure communication connections for the following use cases, you must define
certificates:

= The plugin is configured to manage Juniper/Pulse Secure VPN devices. For
each Juniper/Pulse Secure VPN device, define that device’s trusted certificate
chain

= The plugin is configured to use the Active Directory authentication method,
define the Active Directory server’s trusted certificate chain

Use the Console certificate interface to:

= Configure the certificate authority (CA) trust chain of each plugin-managed
Juniper/Pulse Secure VPN device and/or Active Directory server for plugin
authentication of these network devices. In the Console, access Options >
Certificates > Trusted Certificates.

In the Forescout Administration Guide, refer to the appendix titled Configuring the
Certificate Interface for information about working with the Console certificate
interface. See Additional Forescout Documentation for information on how to access
this guide.

VPN Pane Display

For each VPN device that the plugin is configured to manage, the Console VPN pane
displays the following information:

Item Description

Concentrator The IP address of the managed VPN device. When the VPN device is
Address located within an IP Reuse Domain (IRD), that IRD displays as a suffix
of the IP address, in the form <IP address>@<IRD>. For example,
192.168.2.202@SITE — B.

Comment Comments that you added.

Vendor The device vendor.

Block Identifies whether VPN blocking is enabled or disabled.
Connected
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Item Description

Managed By The Forescout device (Enterprise Manager or an Appliance) defined in
the General page/tab, as the Connecting Appliance and that manages/
communicates with the VPN device.

oS The vendor operating system

IP Reuse This column is only available for display in the VPN pane when the

Domain Forescout platform is enabled to support overlapping IP addresses.
Displays the IRD in which the VPN device is located.

A blank entry identifies that the VPN device is located within the
enterprise’s default/global network.

VPN

Search

The VPN Concentrator plugin is used to track VPN users, disconnectthem from the VPN and prevent them from reconnecting

Concentrator Address ~
2202@SITE-A

2202@SITE-B

Q

Comment Vendor Block Connected Managed By 0s IP Reuse Domain

oo Lo [ unce

cisco_asa
¢isco_asa

8243-Site A Cisco Adaptive Security A SITE-A

8242-5Site B Cisco Adaptive Security A SITE-B

Verify That the Plugin Is Running

After configuring the plugin, verify that it is running.

To verify:

1. Select Tools>Options and then select Modules.

2. Navigate to the plugin and select Start if the plugin is not running.

Test the Plugin Configuration for VPN Device

Management

Verify connections, parameters and plugin access to the Active Directory server.

Perform this test after adding, editing or removing VPN parameters.

Even if you have not yet saved plugin parameter changes, the test uses the

edited parameters.

To test:
1. Select Options from the Tools menu.

Select VPN. The VPN pane opens.

2
3. Select one or multiple configured plugin entries for VPN device management.
4

Select Test.
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5. The Test dialog box appears with VPN test parameter information.

When a tested VPN device is located within an IP Reuse Domain (IRD), its
entry in the Tested Device column displays that IRD as a suffix of the VPN
device’s IP address, in the form <IP address>@<IRD>.

Q) Test - O *
| Q
Tested Device = Time Type Status Message
B @site-A Jun 4, 2020 Connectivity ... Failed Entered credentials were insuff...
B.1@site-A Jun 4, 2020 Getusers Failed
8910 Jun 4, 2020 Authenticatio... Passed Test succeeded from applianc...
9.1m Jun 4, 2020 Plugin config... Passed Test succeeded from applianc...
4 itemns (0 selected)
4/4 Done.

6. Use the Filter field to quickly locate a type. For example, type P and the
“Plugin configuration” rows appear on the top of the list.

Policies for VPN Management

This section describes host properties and eyeControl actions provided by the plugin.
Use these properties and actions to create policies that detect endpoints connected
to VPN devices.

=  Property Resolution
= VPN Block Action

Property Resolution

The VPN Concentrator Plugin resolves (retrieves) the following properties per plugin-
managed VPN device:

Property Description

Connectivity A boolean value that identifies whether the user is connected
Type VPN through a VPN.

Logged-in VPN The username under which the endpoint is logged in to the VPN.
User

VPN client type The authentication method or tunneling protocol used by the VPN.

VPN IP The IP address of the VPN concentrator to which the endpoint is
connected.
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Property Description

VPN user group The User Group through which the endpoint connects to the
corporate network.

% Policy:'2.1 Windows OF Clarification'-- > Condition (==

Search Q, VPN user group:

5 s Weer Biediag; *) dhdeats the following criteria

Does not meet the following criteria

v YR
WP clienttype
Ay Walue R
YRR P
Connectivity Type YR
WP user graup
Logged-in WPk Lser
> o= Windows
> IE Windows Applications
> Windows Security
> Wireless Evaluate irresolvable criteria as

VPN Block Action

The Forescout eyeControl VPN Block E action prevents a user from connecting

through a VPN. If you are using Flexx licensing, ensure that you have a valid
Forescout eyeControl license to use this action. Refer to the Forescout Flexx
Licensing How-to Guide for more information about managing licenses.

£ Policys'2. 1 Windows OS Clarification'-- =& ction =

Search QL BlockWPR user

B access PortACL
. Farameters
Assign to WLAN
Endpaint Address ACL Message Text
Switch Block Tags -
= WP Block
Wirtual Firewall

WLAN Block

R
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When the VPN Block action is used in a policy rule, each user that matches the
conditions of the rule is blocked. You can also manually apply the action on users
that you select in either the Console Home tab or the Asset Inventory tab.

com TOF

Expar Table

ro hdanage >
te B Classity >
t.eo Rl otify >
tec & audit 3
& Authenticate >

L 3] Rermediate »
U @) Restrict > O nccess Port AGL
cal } )

Add To List... Assign toWLAMN
o

Fecheck Endpaint Address ACL
.o

Delete Swyitch Block
ar

Clear Detection = WPH Block

Comment... Wirtual Firewwall

@ Intarmation > WLAN Block

Ad Threat Protection > WLARM Rale
Ac ) irating System: Linux
of Exceptions >

When you use this action, you specify a message text that is displayed to the
blocked user if they attempt to reconnect. To include host-specific property values,
select Add Tags and add Property Tags that resolve to host property values when
the message is created. The message text is only seen on an endpoint when the user
attempts to reconnect via Cisco ASA configured with RADIUS as the Authentication
Method.

Only add tags that reference single-value properties. You cannot add tags
that refer to list or composite properties.

The Forescout platform must explicitly cancel the VPN Block action to allow
the user to log in again. Unlike other block actions, this action blocks a user
account rather than a network endpoint. However, Forescout platform policies act on
network endpoints. When the blocked user's endpoint device no longer matches the
conditions of the blocking rule — for example, if the user removed forbidden file
sharing applications — this endpoint device is no longer blocked, but the user account
still cannot access the network, using this device or any other device.
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Forescout continues to enforce the applied VPN Block action until one of the following
situations explicitly cancels the VPN Block action, thereby allowing the VPN user to
again access the network:

= Schedule settings of the action or policy end the action - Forescout
recommends defining a 1 hour duration for this action. This prevents users
from accessing the network, but allows them to correct security breaches on
their devices and log in again to the network. If a user still matches blocking
policy conditions, the VPN Block action is applied each time they log in.

Action Scheduler @

Start

. Immediately {on palicy match)

Wiait far

On at

Duration
Mo end date

. End after 1 7 Hours

End on at

= Manual cancelation of the action using the Forescout eyeControl
Release VPN Block action (This cancelation is initiated from either the Console
Home tab or the Console Asset Inventory tab).

B
Export Table

& Manage >

P m Classify >

Motify ?

& Audit >

& Authenticate >

+| Remediate >

(@) Restrict >
Cancel Actions > Felease WFM Black

Version 4.3.1 25



Network Module: VPN Concentrator Plugin Configuration Guide

Appendix A: CLI Commands for Cisco ASA
VPN Devices

The following CLI commands are available for working with Cisco ASA VPN devices:

Command Purpose

enable Enter privileged mode
exit Close the connection
show version | include Version Display system version
show vpn-sessiondb full remote Get users - IPSEC

(for working with version 8.3 or earlier)

show vpn-sessiondb full ra-ikevl-ipsec | Get users - IPSEC
(for working with version 8.4 or later)

show vpn-sessiondb full svc Get users — SSL
(for working with version 8.3 or earlier)

show vpn-sessiondb full anyconnect Get users - SSL

(for working with version 8.4 or later)

ssh -0 StrictHostKeyChecking=no -1 Log in using SSH

[user] [vpn ipl

telnet [vpn ip] Log in using Telnet

terminal pager O Disable paging of the command output
vpn-sessiondb logoff name $user\n To log off a user
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Network Module Information

The VPN Concentrator Plugin is installed with the Forescout Network Module.

The Forescout® Network Module provides network connectivity, visibility and control
through the following plugin integrations:

= Centralized Network Controller Plugin
= Network Controller Plugin

= Rogue Device Plugin

= Switch Plugin

= VPN Concentrator Plugin

*  Wireless Plugin

The Network Module is a Forescout Base Module. Base Modules are delivered with
each Forescout release. This module is automatically installed when you upgrade the
Forescout version or perform a clean installation of Forescout.

The plugins listed above are installed and rolled back with the Network Module.

Additional Forescout Documentation

For information about other Forescout features and modules, refer to the following
resources:

=  Documentation Downloads

=  Documentation Portal

= Forescout Help Tools

Documentation Downloads

Documentation downloads can be accessed from the Technical Documentation Page,
and one of two Forescout portals, depending on which licensing mode your
deployment is using.

= Per-Appliance Licensing Mode — Product Updates Portal

= Flexx Licensing Mode — Customer Support Portal

Software downloads are also available from these portals.

To identify your licensing mode:

= From the Console, select Help > About Forescout.
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Technical Documentation Page

The Forescout Technical Documentation page provides a link to the searchable, web-
based Documentation Portal, as well as links to a wide range of Forescout technical
documentation in PDF format.

To access the Technical Documentation page:

= Go to https://www.Forescout.com/company/technical-documentation/

Product Updates Portal

The Product Updates Portal provides product and documentation downloads for
Forescout platform releases, Base Modules, Content Modules, and eyeExtend
modules. The portal also provides additional documentation.

To access the Product Updates Portal:

= Go to https://updates.forescout.com/support/index.php?url=counteract and
select the version you want to discover.

Customer Support Portal

The Downloads page on the Forescout Customer Support Portal provides product and
documentation downloads for Forescout platform releases, Base Modules, Content
Modules, and eyeExtend modules. Software and related documentation only appear
on the Downloads page if you have a license entitlement for the software.

To access documentation on the Customer Support Portal:

= Go to https://Forescout.force.com/support/ and select Downloads.

Documentation Portal

The Forescout Documentation Portal is a searchable, web-based library containing
information about Forescout tools, features, functionality, and integrations.

To access the Documentation Portal:

=  Go to https://updates.forescout.com/support/files/counteract/docs portal/

Forescout Help Tools

You can access individual documents, as well as the Documentation Portal, directly
from the Console.

Console Help Buttons

= Use context sensitive Help buttons to quickly access information about the
tasks and topics you are working with in the Console.

Forescout Administration Guide

= Select Administration Guide from the Help menu.
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Plugin Help Files

= After the plugin is installed, select Tools > Options > Modules, select the
plugin, and then select Help.

Content Module, eyeSegment Module, and eyeExtend Module Help Files

= After the component is installed, select Tools > Options > Modules, select
the component, and then select Help.

Documentation Portal

= Select Documentation Portal from the Help menu.
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