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Overview

This document provides RADIUS Plugin configuration information and system
certificate information, as well as information about working with CounterACT
RADIUS policy templates and other RADIUS features. Use-case scenarios describe
how to set up NAS devices, endpoints and Forescout in order to meet a variety of
important 802.1X use-case goals.

This section provides an overview of the following topics:
= About the 802.1X Protocol
= About the Forescout RADIUS Plugin

=  RADIUS Plugin Components

About the 802.1X Protocol

IEEE 802.1X is the industry standard for port-based network access control. It
provides an authentication mechanism for endpoints attempting to connect to wired
or wireless networks. The 802.1X authentication process consists of the following
participating entities:

= Client: The user or client endpoint attempting to access an organization's
network. The organization's security requirements require these endpoints to
undergo authentication evaluation in the following ways:

— Endpoints that have a supplicant (i.e., embedded software that handles
the endpoint's side of the 802.1X authentication sequence) can be
authenticated based on either of the following:

> User credentials or certificate
> Device credentials or certificate

— Endpoints that do not have a supplicant, such as printers, are
authenticated based solely on their MAC address. This is known as the
MAC address bypass (MAB) method of authentication.

=  Authentication Server: The server that executes the authentication of
endpoints, typically a RADIUS server.

= Authenticator: The network access entity (NAS), located between the client
and the authentication server, to which the client connects in its attempt to
gain network access. Wireless access points and switches are examples of
authenticators.

Version 4.5.1 6
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Endpoints with Supplicant: Processing Sequence

The following diagram provides a high-level view of the 802.1X processing sequence
for endpoints having a supplicant:

@ ©

NAS RADIUS

Supplicant Server

~—
=
1. EAPoL: Initial Negotiation
e
T
2. RADIUS: Initial Access-request [AVPs]
=
3. RADIUS: Access-Challenge [AVPs]
-
Ty
~
=

4. EAPol: Authentication type Negotiation

e
N 5. RADIUS: Access-request [AVPs]
>
7. EAPoL: Success 6. RADIUS: Access-Accept + Authorization [AVPs]
< <
< 8. RADIUS: Re-Authorization [AVPs]

9. EAPol: Re-authentication

N

e
-
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Endpoints without Supplicant: Processing Sequence

Endpoints without a supplicant undergo MAB authentication. In such a scenario there
is no supplicant response, and phase 1 times out. Then, the RADIUS server
evaluates the source client, based on the endpoint MAC address.

The following diagram provides a high-level view of the 802.1X processing sequence
for endpoints that do not have a supplicant:

H e &
© o

Supplicant Server

1. EAPol: Initial request timeout

2. 802.1x timeout

3. EAPoL: Packet

-
4. RADIUS: Access-request [MAC]
5. RADIUS: Access-Accept + Authorization [AVPs]
6. EAPol: Success
8. EAPol: Re-authentication 7. RADIUS: Re-Authorization [AVPs]

About the Forescout RADIUS Plugin

The RADIUS Plugin is a component of the Forescout Authentication Module. See
Authentication Module Information for details about the module.

The RADIUS Plugin broadens the scope of standard 802.1X authentication technology
to include device profiling, endpoint compliance and access and remediation
enforcement.

The plugin ensures seamless, comprehensive 802.1X pre-connect security and
post-connect control for both wired and wireless devices and both corporate and
guest users.
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The RADIUS Plugin enables the Forescout platform to authenticate 802.1X
switch/wireless connections to the network. The plugin is compatible with the IEEE
802.1X specification and the RADIUS authentication protocol.

The plugin enables the Forescout platform to provide authentication and
authorization instructions to NAS devices, to integrate with user directory servers
and to employ powerful Forescout 802.1X policies to detect, authenticate, and
control network endpoints and associated user activity.

The plugin supports authentication, authorization, and accounting, enabling the
Forescout platform to:

= Discover and monitor each 802.1X authenticating device's MAC address, IP
address, and other properties.

= Monitor the real-time network connectivity status of 802.1X authenticating
devices.

= Automate endpoint control based on device profile and compliance.

IPv6 Support

The RADIUS Plugin provides IPv6 support for performing endpoint authentication,
authorization, and guest centralized web authentication (CWA). The plugin handles
the IPv6 addresses of NAS devices (switches, WLAN devices), Microsoft domain
controllers, and external RADIUS servers with which it must interface. For
information about overall Forescout IPv6-related support, refer to the Forescout
platform Release Notes. See Additional Forescout Documentation for information on
how to access this document.

RADIUS Plugin Components

The following RADIUS Plugin components require configuration for the plugin to
effectively operate:

= Authentication Sources

=  Pre-Admission Authorization
= RADIUS Settings

= MAC Address Repository

Authentication Sources

In the Console, in the Authentication Sources tab of the Tools > Options >
RADIUS window, select the RADIUS servers and the user directories that will handle
the validation of the credentials provided during endpoint authentication. Only
authentication sources configured in the User Directory Plugin can be selected.

Version 4.5.1 9
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9 items (1 selected)

Authentication Sources Pre-Admission Authorization

Search Q

Narmg + Type
ext_rad_ipvd RADIUS
ext_rad_ipve RADIUS
ndc1 Microsoft Active Directory
q30dc1 Microsoft Active Directory
q31dc Microsoft Active Directory
g32dct Microsoft Active Directory
q34dc1 Microsoft Active Directory
q35dc1 Microsoft Active Directory
g37dc1 Microsoft Active Directory

RADIUS Settings
Domains
NULL Domain Configure
DEFAULT Source Set Default

networking lab forescout com

«dom30.1ab.forescout.com,doma30, child2, CHILD30-2 e

dom31.lab forescout.com
Test

dom32 lab forescout com

Remove
dom34.lab.forescout.com

dom35.lab.forescout.com

dom37 lab forescout com,DOM37, child37-1.dom37 lab forescout com, child37-2 dom37 |ab foresc.

Coen Lo

Pre-Admission Authorization

In the Console, in the Pre-Admission Authorization tab of the Tools > Options >
RADIUS window, define the set of prioritized rules that the CounterACT RADIUS
server uses to evaluate endpoints for authorization handling, after authentication by
the applicable RADIUS server (a selected Authentication Source). These rules are
evaluated against authenticated endpoints according to their assigned priority. For
endpoints matching a rule's condition, the CounterACT RADIUS server applies the
defined authorization handling to the endpoint in the ACCEPT message it sends to
the NAS device.

1

2

3

Rule Priority

Authentication Seurces Pre-Admission Authorization RADIUS Settings

Condition
MAC Found in MAR==true,
LDAP-Group==dot1x_group_domas,
LDAP-Group=~dot1x_group_dom37,
SSID=-\QNET-SSIDAE,
LDAP-Group==dot1x users group spaces,
LDAP-Group==dot1x_users_group,
EAP-Type==EAP-TLS, Cerificate-lssuer=>\Q/DC=com/DC=forescout/DC=lab/DC=dom...
EAP-Type==EAP-TLS, Cerificate-lssuer==\Q/DC=com/DC=forescout/DC=lab/DC=dom...
EAP-Type==FEAF,
MAC Found in MAR==true, Called-Station-ID==\Q000e38\E.*, Calling-Station-ID=="...

User-Name==*,

11 items (1 selected)

Authorization

1 Aftribute

VLAN: 4444, 1 Aftribute
VLAN: 2121, 1 Affribute
VLAN: 9; 2 Alfributes
VLAN: 2020; 1 Aftribute
VLAN: 3030; 1 Aftribute
1 Aftribute

1 Aftribute

VLAN: 303, 1 Atfribute
VLAN: 6060; 1 Aftribute

Deny Access; 1 Attribute

Remove

Duplicate

Move Down
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RADIUS Settings

In the Console, in the RADIUS Settings tab of the Tools = Options > RADIUS
window, configure settings that are relevant when the CounterACT RADIUS server
functions as the authenticating RADIUS server. Regardless of whether the
CounterACT RADIUS server functions as the authenticating RADIUS server, it
always handles the authorization of authenticated endpoints.

Authentication Sources Pre-Admission Autherization RADIUS Settings
RADIUS Server Basic Settings
CounterACT RADIUS Logging

CounterACT RADIUS Authentication Port 1812

CounterACT RADIUS Accounting Port 1813

Active Directory port for LDAF queries Global Catalog over TLS W

RADIUS OCSFP Settings
Enable OCSP

OCSP Responder URL

RADIUS CRL Settings
Enable CRL
Additional CDPs (optional)

RADIUS Advanced Settings

Enable Fast-Reauthentication Cache
Enable PAP-Authentication (Usemame and password only)

Enable Kerberos authentication for LODAP queries

Version 4.5.1 11
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MAC Address Repository

In the Tools > Options > MAC Address Repository pane, maintain the repository
of MAC addresses of endpoints that do not have a functioning 802.1X supplicant and
are permitted to be authenticated by the CounterACT RADIUS server using MAC

address bypass (MAB).

Optionally, for each MAC address entry in this repository, you can define an
authorization to be imposed by the CounterACT RADIUS server on the MAB-
authenticated endpoint.

Options
RADIUS
RADIUS

MAC Address Repository

MAC Address Repository

Maintain the repesitory of MAC addresses of endpoints that do not have a functioning 802. 1x supplicant and are authenticated, by the RADIUS Server, using

MAC address bypass (MAB)

Optionally, per MAC address entry in this repository, define an authorization that is imposed on the MAB-authenticated endpoint by the RADIUS Server.
Paossible autherizations include: Access Denial, VLAN Assignment andfor one or more attribute-value pair (AVP) assignments. When a MAC address entry
does not have an authorization defined in the repository, the RADIUS server evaluates the Pre-Admission Authorization rules to authorize the

MAB-authenticated endpoint.

Search Q,
MAC Address = MAR Comment Last Edited by Authorization m
11111111111 Manually by CounterACT Operator | Allibute m
222292222222 Manually by CounterACT Operator | Alliibute
444444444444 Manually by CounterAGT Operator m
3itemns (1 selected)
Accept MAB authentication for endpoints not defined in this repository
Supported Authentication Protocols
The RADIUS Plugin supports the following authentication protocols:
Authentication Protocol Detail User Machine
PEAP-MS-CHAP v2 For authenticating User Domain Device
against Microsoft Credentials Domain
Active Directory, Credentials
version NTLMv1
EAP-TLS Versions supported: | User Device

TLS 1.2 and below

Certificate

Certificate

PEAP-EAP-TLS

TLS 1.2 and below

Versions supported:

User
Certificate

Device
Certificate

PAP

password
authentication

Basic username and

Username and
credentials
against
Microsoft
Active
Directory

For the supported RADIUS access request delimiters, see Determine the
Authentication Source to Query.

Version 4.5.1
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What to Do

Perform the following steps to work with this plugin:

1.

Verify that you have met all system requirements. See Forescout
Requirements.

Verify that all environmental pre-conditions are met. See Environment
Readiness.

Configure the plugin.

Test the plugin. See Testing and Troubleshooting.

Forescout Requirements

The RADIUS Plugin requires the following:

Forescout version 8.2.
Network Module version 1.2 with the following components running:

— Switch Plugin, for wired network RADIUS-based deployment
— Wireless Plugin, for wireless network RADIUS-based deployment

Authentication Module version 1.2 with the User Directory Plugin running - for
authentication-authorization against Microsoft Active Directory and external
RADIUS.

If you are using Flexx licensing, ensure that you have a valid Forescout
eyeControl (ForeScout CounterACT Control) license, to use enforcement
actions provided by the component. Refer to the Forescout Flexx Licensing
How-to Guide for more information about managing Flexx licenses.

Environment Readiness

This section provides an overview of the components you need to configure before
working with the RADIUS Plugin.

It is recommended to verify that all aspects of your organization's IT environment
are properly configured before enforcing access control. Plugin deployment and
configuration might vary depending on the use-case scenario you want to address
using the RADIUS Plugin. For details, see Use Cases.

This section includes the following topics:

Certificate Readiness

Network Device Readiness

Endpoint Readiness

User Directory Readiness

Version 4.5.1
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Certificate Readiness

Certificate management in Forescout platform is accomplished using the Console
certificates interface (Options > Certificates). For more information, refer to the
Configuring the Certificate Interface section in the Forescout Administration Guide.

The following types of certificate can be used with the RADIUS Plugin:

= System Certificate

= Trusted Certificate

When defining and provisioning certificates, you can:
= Define a single certificate and provision it across all your CounterACT devices.

= Define multiple certificates and provision each certificate on one or more
CounterACT devices.

System Certificate

Plugin operation requires that a valid RADIUS server certificate be available for
validation by external network endpoints. Use the certificate interface (Options >
Certificates > System Certificates) to define and provision RADIUS server
certificates.

When you generate the certificate signing request (CSR) for the RADIUS
Plugin (the CounterACT RADIUS server), you must designate the certificate
for use by all Appliances or by a specific Appliance.

With a new Forescout deployment, the RADIUS Plugin generates a self-signed
RADIUS server certificate that is issued by the Forescout certificate authority (CA).
This self-signed RADIUS server certificate, which is necessary for the plugin to run, is
listed in the System Certificates pane of the certificate interface. Replace the self-
signed certificate with a RADIUS server certificate that is signed by an external,
trusted certificate authority.

Trusted Certificate

Use the certificate interface (Options > Certificates > Trusted Certificates) to
configure the certificate authority trust chains that are used by the RADIUS Plugin to
authenticate external network endpoints.

Network Device Readiness

Configure NAS devices:
= To perform RADIUS-based network authentication

= With the necessary RADIUS secret to allow for successful endpoint
authentication processing to occur with Forescout platform

NAS devices (switches, WLAN devices) must be managed by the appropriate plugin
(the Switch Plugin or the Wireless Plugin). For plugin-managed NAS devices, make
sure that each plugin is configured with the necessary RADIUS secret.

Version 4.5.1 14
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@) Edit switch

Edit Switch

802.1%
802.1X

Configure B02.1x settings

Radius Secrat as configurad in switthes

Retype Radius Secret as configurad in switches

@ Edit wireless

Edit Wireless Device

8021%

802.1X
Configure 802.1X setings

RADIUS Secret as configured in WLAN Device

Retype RADIUS Secret as configured in WLAN Device

You can use the following templates to evaluate network readiness:

= Cisco Switch Readiness Template

= Cisco Switch Port Readiness Template

Cisco Switch Readiness Template

Prior to implementing 802.1X endpoint authentication, determine your network
environment readiness. Use the Cisco Switch Readiness template to generate a
policy that evaluates the readiness of Cisco switches to participate in 802.1X

authentication.

It is recommended that you have a basic understanding of Forescout platform
policies before working with the templates. Refer to the Forescout Templates and

Policy Management chapters of the Forescout Administration Guide.

Prerequisites

Before you run a policy based on the Cisco Switch Readiness template, configure the

Switch Plugin to manage the switch, as follows:
= Select to use CLI, and set CLI credentials
= |Include CLI in the selected MAC read/write method

= Activate the cdm configuration flag

Version 4.5.1
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= Use the configuration flag running_config_content_filter to reduce the size of
the Running Config property output by filtering the information provided in
the property.
Refer to the Network Module: Switch Plugin Configuration Guide for configuration
details.

Create a Policy

This section describes how to create a policy based on the Cisco Switch Readiness
template.

To create a policy:
1. In the Console, select the Policy tab.

) (=] & e

Eile Reports Actions Tools Log Display Help

<) FORESCOUT £ EI Asset Inventory E Policy

2. Select Add. The Policy Wizard opens.

3. In the navigation tree, select RADIUS = 802.1X > 802.1X Readiness and
then select Cisco Switch Readiness.

@ Policy - Wizard - Step 1 X
Policy Type
Create a policy using a template or create a custom policy.
RADIUS Cisco Switch Readiness
J Templates This template creates a policy that evaluates the readiness of Cisco switches
to enforce B02.1x authentication. The policy verifies the following on a switch
~ () RADIUS _ ‘
@ AAAis enabled (aaa new-model)
~ 802.1X @ An 802.1x authentication method listis created (a3a authentication
dotix.)
~ 802.1x Readiness @ Dynamic authorization for BADIUS CoA is configured (aaa server
. . radius dynamic-author)
Cisco Switch Readiness @ 502.1x is globally enabled (dot1x system-auth-contral)
: : & A RADIUS server is configured (radius server host <IP address=})
Cisco Switch Port Readiness
50 Swheh Fort mesdingss @ A shared key Is configured between the switch and the RADIUS
Wired Windows 7 Endpoint Readil senver (radius-senver key =string=})
@ VSA is enabled for use of ACLs for authorization (radius-servervsa
~ 802.1x Enforcement send)
The commands verifying configuration use the Cisco 10S version
Authorization Source 12.2 command syntax
Endpoint Authorization Policy use prereguisite: The Switch Plugin is configured to manage the switch,
including
Troubleshoot Rejected Authentica
@ CLIis selected for use and CLI credentials are configured
Centralized Web Authentication ® The selected MAC readiwrite method includes CLI
@ The cdm configuration flag is activated
S Custom

4. Select Next.
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@) Palicy - Wizard - Step 2 of 4 Y

Name

@ Policy Type Enter a name and description for the palicy
Mame

Scope
Sub-Rules

Name Cisco Switch Readiness|

Description

5. Define a unique name for the policy you are creating based on this template
and enter a description.

— Use a name that clearly reflects what the policy does. Use a descriptive
name that identifies what your policy verifies and what actions are taken.

— Ensure that the name identifies whether the policy criterion must be met
or not met.

— Make policy names unique. Avoid policies with similar, generic names.

Policy names appear in the Policy Manager, the Views pane, Reports and
in other features. Precise names make working with policies and reports
more efficient.

6. Select Next. The Scope pane and the IP Address Range dialog box open.

Use the IP Address Range dialog box to define which endpoints are inspected.

@) P Address Range X

AllIPs3
) Segment R

Unknown IP addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and select
Segments from the Scope pane.

— Unknown IP addresses: Apply the policy to endpoints whose IP addresses
are not known. Endpoint detection is based on the endpoint MAC address.
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You can filter the range by including only certain policy groups and/or
excluding devices or users that should be ignored when using a policy.

8. Select Next. The Sub-Rules pane opens and lists the default sub-rules of the
policy generated by the template. Sub-rules can be maodified at this point if
required (see Cisco Switch Readiness Sub-Rules).

9. Select Finish. The policy is created.

Cisco Switch Readiness Main Rule

Forescout platform-managed switches that meet the following criteria match the
main rule of this policy:

= Switch vendor is Cisco
= The Switch Plugin has resolved Running Config property information for the
switch
Cisco Switch Readiness Sub-Rules

Sub-rules of this policy are used to evaluate the readiness of Cisco switches to
participate in 802.1X authentication. By default, these sub-rules are not defined with
policy actions.

@ Policy - Wizard - Step 4 of 4 X
Sub-Rules
@ Policy Type Use this screen to raview policy sub-rule definitions
@ Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the action defined is applied. If no match s found, the hostis inspacted against the naxt
sub-rule.
O Scope
Sub-Rules
Sub-Rules
Name Conditions Actians Exceptions m
1 AAA Mot Enabled MNOT Running Config: Contains new-model OR Runnin
2 802.1X Authentication Method List Mot Created MOT Running Config: Contains authentication dot1x
3 Dot1X Mot Globally Enabled MOT Running Config: Contains system-auth-cantrol
4 RADIUS Server Mot Configurad NOT Running Config: Contains radius-server host AND ...
5 Key Between Switch and RADIUS Not Configured NOT Running Canfig: Matches Expression radius-sern...
B Using VSA Mot Enabled MOT Running Config: Contains radius-server vsa send
7 RADIUS Re-Authentication Mot Configured MNOT Running Config: Contains server radius dynamic-a...
8 Switch Configuration Ready Mo Conditions
oo | rrovous [RRSR rier

Switches are inspected against each sub-rule in the order listed. The sub-rules verify
the following about a switch configuration:

The commands verifying switch configuration use the Cisco 10S version 12.2
command syntax.

Version 4.5.1 18



Authentication Module: RADIUS Plugin Configuration Guide

Sub-Rule Name Description

1. AAA Not Enabled Verifies if any one of the following is true on the switch:
= aaa new-model is not configured
= no aaa new-model is configured

When the switch configuration matches one of these
conditions, the switch is not ready for 802.1X
authentication.

2. 802.1X Authentication | Verifies if the following is true on the switch:
Method List Not Created | . 33 authentication dotlx. .. is not configured

When the switch configuration matches this condition, the
switch is not ready for 802.1X authentication.

3. DotlX Not Globally Verifies if the following is true on the switch:
Enabled » dotlx system-auth-control is not configured

When the switch configuration matches this condition, the
switch is not ready for 802.1X authentication.

4. RADIUS Server Not Verifies if the following is true on the switch:
Configured * radius-server host <IP address> is not
configured

When the switch configuration matches this condition, the
switch is not ready for 802.1X authentication.

5. Key Between Switch Verifies if the following is true on the switch:
and RADIUS Not » radius-server...key <string> is not configured
Configured

When the switch configuration matches this condition, the
switch is not ready for 802.1X authentication.

6. Using VSA Not Verifies if the following is true on the switch:
Enabled = radius-server vsa send is not configured

When the switch configuration matches this condition, the
switch is ready for 802.1X authentication, although
unable to use VSAs for authorization, for example, ACLs.

7. RADIUS Re- Verifies if the following is true on the switch:
Authentication Not » aaa server radius dynamic-author is not
Configured configured

When the switch configuration matches this condition, the
switch is ready for 802.1X authentication, although
unable to respond to re-authentication (CoA) requests
initiated by the plugin.

8. Switch Configuration When the inspected switch does not match any of the
Ready preceding policy sub-rules, the switch is ready for 802.1X
authentication.
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Following changes to a switch configuration, the Cisco Switch Readiness policy
cannot immediately detect the applied configuration updates. Therefore, it is not
recommended to immediately re-check this policy after making switch configuration
changes. This is because the Cisco Switch Readiness policy evaluates a managed
switch's configuration using the Running Config property information that is
periodically obtained by the Switch Plugin from the switch. The frequency at which
the Switch Plugin obtains this information is defined by the device properties query
rate, which is calculated per managed switch. By default, this query rate is every 10
minutes.

Cisco Switch Port Readiness Template

Prior to commencing with 802.1X device authentication, determine your network
environment readiness for deploying 802.1X authentication. Use the Cisco Switch
Port Readiness template to generate a policy that evaluates the readiness of Cisco
switch ports to participate in 802.1X authentication. The devices connected to a
switch port are inspected to determine the configuration of that switch port.

It is recommended that you have a basic understanding of Forescout platform
policies before working with the templates. Refer to the Forescout Templates and
Policy Management chapters of the Forescout Administration Guide.
Prerequisites
Before you run a policy based on this template:

= Verify that the Switch Plugin is configured to manage the switch, including:

— CLI is selected for use and CLI credentials are configured
— The selected MAC read/write method includes CLI

Create a Policy
This section describes how to create a policy based on the Cisco Switch Port
Readiness template.

To create a policy:

1. In the Console, select the Policy tab.

) o)

File Reports Actions Tools Log Display Help

<) FORESCOUT A tome -

2. Select Add. The Policy Wizard opens.

3. In the navigation tree, select RADIUS > 802.1X > 802.1X Readiness and
then select Cisco Switch Port Readiness.
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o Policy - Wizard - Step 1

Policy Type

Create a policy using a template or create a custom policy.

RADIUS

y Templates
v RADIUS
L 802.1X
> 802.1x Readiness

Cisco Switch Readiness

Cisco Switch Port Readiness

Wired Windows 7 Endpoint Readil
802.1x Enforcement

Authorization Source

Endpoint Authorization

Troubleshoot Rejected Authentica

Centralized Web Authentication

K Custom

Cisco Switch Port Readiness

This template creates a policy that evaluates the readiness of Cisco switch
pors to enforce 802.1x authentication. By evaluating the endpoints connected
to the switch pori, the policy verifies the following about a switch port:

@ PAE authenticator is configured (dot1x pae authenticator)

@ 302 1x authentication is globally enabled (authentication port-control
auta)

@ MAC authentication bypass (MAB) is configured

Policy use prerequisite: The Switch Plugin is configured to manage the switch,
including:

® CLIis selectad for use and CLI credentials are configured
& The selected MAC readiwrite method includes CLI

Select Next.

@) Policy - Wizard - Step 2 of 4

Name

OPohcy Type
MName
Scope

Sub-Rules

Mame

Description

Enter a name and description for the policy.

Cisco Switch Port Readiness

Define a unique name for the policy you are creating based on this template

and enter a description.

Use a name that clearly reflects what the policy does. Use a descriptive

name that identifies what your policy verifies and what actions are taken.

or not met.

Ensure that the name identifies whether the policy criterion must be met

Make policy names unique. Avoid policies with similar, generic names.
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Policy names appear in the Policy Manager, the Views pane, Reports and
in other features. Precise names make working with policies and reports
Select Next. The Scope pane and the IP Address Range dialog box open.

6. Use the IP Address Range dialog box to define which endpoints are inspected.

©) 1P Address Range X

AllIPs

® Segment W

The following options are available:

All 1Ps: Include all IP addresses in the Internal Network.

Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and select
Segments from the Scope pane.

Unknown IP addresses: Apply the policy to endpoints whose IP addresses
are not known. Endpoint detection is based on the endpoint MAC address.

You can filter the range by including only certain policy groups and/or
excluding devices or users that should be ignored when using a policy.

7. Select Next. The Sub-Rules pane opens and lists the default sub-rules of the
policy generated by the template. Sub-rules can be modified at this point if
required. For details, see Cisco Switch Port Readiness Sub-Rules.

8. Select Finish. The policy is created.

Cisco Switch Port Readiness Main Rule

The endpoints connected to a switch port are inspected to determine the
configuration of that switch port. Switch ports of Forescout-platform-managed
switches that meet the following criteria match the main rule of this policy:

= The switch vendor of the switch port being evaluated is Cisco

= The Switch Plugin has resolved Switch Port Configurations property
information for the endpoints connected to the switch port being evaluated
(configuration detail of the switch interface to which a device is connected).

Cisco Switch Port Readiness Sub-Rules

Sub-rules of this policy are used to evaluate the readiness of Cisco switch ports to
participate in 802.1X authentication. By default, these sub-rules are not defined with
policy actions.

Version 4.5.1 22



Authentication Module: RADIUS Plugin Configuration Guide

@ Policy - Wizard - Step 4 of 4 x

Sub-Rules

@ Policy Type Use this screen to review policy sub-rule definitions.

Q MNamea Hosts are inspected by ach sub-rule in the order shown. When a match is found, the action defined is applied. f no match is found, the host is inspected against the next sub-rule

Q Scope

Sub-Rules
Sub-Rules
Mame Conditions Actions Exceptions m
1 PAE Authenticator Mot Configured NOT Switch Port Configurations: Contains pae authenticator
802.1x Authentication on the Port Mot Enabled MNOT Switch Port Configurations: Contains port-control auto

3 MAB Mot Configurad NOT Switch Port Configurations: Contains mab
4 Switch Port Configuration Ready No Conditions

The endpoints connected to a switch port are inspected against each sub-rule in the
order listed and verify the following about a switch port configuration:

Sub-Rule Name Description

1. PAE Authenticator Not | Verifies if the following is true for the switch port:
Configured = dotlx pae authenticator is not configured

When this condition is true, the switch port is not ready
for 802.1X authentication.

2. 802.1X Authentication | Verifies if the following is true for the switch port:
on the Port Not Enabled | . gythentication port-control auto is not
configured

When this condition is true, the switch port is not ready
for 802.1X authentication.

3. MAB Not Configured Verifies if the following is true for the switch port:
= mab is not configured

When this condition is true, the switch port is not ready
for 802.1X authentication.

4. Switch Port When the inspected devices connected to the switch port
Configuration Ready do not match any of the preceding policy sub-rules, the
switch port is ready for 802.1X authentication.

Endpoint Readiness

This section provides information about what to do in order to determine your
network environment readiness for deploying 802.1X authentication. See also
Configure Endpoint Supplicant.

You can use the following template to evaluate endpoint readiness:

=  Wired Windows 7 Endpoint Readiness Template
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Wired Windows 7 Endpoint Readiness Template

Prior to commencing with 802.1X endpoint authentication, determine your network
environment readiness for deploying 802.1X authentication. Use the Wired
Windows 7 Endpoint Readiness template to generate a policy that evaluates the
readiness for 802.1X authentication of wired endpoints, running Windows 7.

It is recommended that you have a basic understanding of Forescout platform
policies before working with the templates. Refer to the Forescout Templates and
Policy Management chapters of the Forescout Administration Guide.
Prerequisites

Before you run a policy based on this template:

= Verify that devices are classified in the Windows group (can be accomplished
by running the Forescout Primary Classification policy)

= Verify that devices are classified in the Corporate Hosts group (can be
accomplished by running the Forescout Corporate/Guest Control policy)

= Verify that the Forescout HPS Inspection Engine, version 11.1 or above,
manages the devices.
Create a Policy
This section describes how to create a policy based on the Wired Windows 7 Endpoint
Readiness template.
To create a policy:

1. In the Console, select the Policy tab.

-] oo

Eile Reports Actions Tools Log Display Help

<) FORESCOUT A Home Bl Assetinventory

2. Select Add. The Policy Wizard opens.

3. In the navigation tree, select RADIUS > 802.1X > 802.1X Readiness and
then select Wired Windows 7 Endpoint Readiness.
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4.

€ Policy - Wizard - Step 1

Policy Type

Create a policy using a template or create a custom policy.

802
y Templates
~ RADIUS
~ 802.1X
~ 802.1x Readiness
Cisco Switch Readiness
Cisco Switch Port Readiness
Wired Windows 7 Endpoint Readi
e 802.1x Enforcement
Authorization Source
Endpoint Authorization
Troubleshoot Rejected Authentica

# Custom

Wired Windows 7 Endpoint Readiness

This template creates a policy that evaluates the readiness for 802.1x
authentication of wired endpoints running Windows 7
The policy verifies the following on an endpoint:

@ Wired AutoConfig service is running

® Enable IEEE 802.1x authentication is selected

@& Network authenfication method is either PEAP or'Smart Card or
other certificate’

Policy use prerequisies:

@ Endpoints are classified in the Windows group (Primary Classification
palicy)

@ Endpoints are classified in the Corporate Hosts group
(Corporate/Guest Contral policy)

@ The HPS Inspection Engine Plugin manages the endpoints

Select Next.

@) Policy - Wizard - Step 2 of 4

Name

@ Policy Type
MName
Scope

Sub-Rules

MName

Description

Enter a name and description for the policy.

Wired Windows 7 Endpoint Readiness

5. Define a unique name for the policy you are creating based on this template

and enter a description.

Use a name that clearly reflects what the policy does. Use a descriptive

name that identifies what your policy verifies and what actions are taken.

or not met.

Ensure that the name identifies whether the policy criterion must be met
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9.

— Make policy names unique. Avoid policies with similar, generic names.

Policy names appear in the Policy Manager, the Views pane, Reports and
in other features. Precise names make working with policies and reports
Select Next. The Scope pane and the IP Address Range dialog box open.

Select Next. The Scope pane and the IP Address Range dialog box open.

Use the IP Address Range dialog box to define which endpoints are inspected.

@) 1P Address Range X

AllIP3

® Segment W

The following options are available:

All 1Ps: Include all IP addresses in the Internal Network.

Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and select
Segments from the Scope pane.

Unknown IP addresses: Apply the policy to endpoints whose IP addresses
are not known. Endpoint detection is based on the endpoint MAC address.

You can filter the range by including only certain policy groups and/or
excluding endpoints or users that should be ignored when using a policy.

Select Next. The Sub-Rules pane opens and lists the default sub-rules of the
policy generated by the template. Sub-rules can be maodified at this point if
required. For details, see Wired Windows 7 Endpoint Readiness Sub-Rules.

Select Finish. The policy is created.

Wired Windows 7 Endpoint Readiness Main Rule

Forescout-platform-detected endpoints that meet the following criteria match the
main rule of this policy:

Classified as a member of the Corporate Hosts group

Resolved as remotely managed (Windows Manageable Domain property) or as
managed by Secure Connector (Windows Manageable SecureConnector
property)

Resolved as running the Windows 7 operating system (OS Fingerprint
property)
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Wired Windows 7 Endpoint Readiness Sub-Rules

Sub-rules of this policy are used to evaluate the readiness for 802.1X authentication
of wired endpoints, running Windows 7. By default, these sub-rules are not defined
with policy actions.

&) Policy - Wizard - Step 4 of 4 X

Sub-Rules

@ Policy Type Use this screen to review policy sub-rule definitions.

Q Name Hosts are inspected by each sub-rule in the arder shown. When a match is found, the action defined is applied. If no match is found, the hostis inspected againstthe next
sub-rule.

O Scope

Sub-Rules
Sub-Rules
Mame Conditions Actions Exceptions m

1 'Wired AutoConfig' Service Not Running MOT Windows Services Running: Matches Wired AutoCanfig
2 802.1% Authentication Not Enabled MOT Enable IEEE 802 1x authentication:
3 Required Authentication Method Mot Selactad MOT Metwork authentication meathod: Microsoft Smart Card or.
4 Endpoint |5 Ready Mo Conditions

Wired Windows 7 endpoints are inspected against each sub-rule in the order listed
and verify the following about an endpoint configuration:

Sub-Rule Name Description

1. Wired AutoConfig Verifies if the following is true on the endpoint:
Service Not Running » Wired AutoConfig service is not running

When this condition is true, the endpoint is not ready for
802.1X authentication.

2. 802.1X Authentication | Verifies if the following is true for the supplicant installed

Not Enabled on the endpoint:

» Enable IEEE 802.1X authentication
configuration is not enabled

When this condition is true, the endpoint is not ready for
802.1X authentication.

3. Required Verifies if both of the following are true for the supplicant
Authentication Method installed on the endpoint:
Not Selected =  Network authentication method is not PEAP

= Network authentication method is not Smart Card
or other certificate

When both conditions are true, the endpoint is not ready
for 802.1X authentication.

4. Endpoint Is Ready When the inspected endpoint does not match any of the
preceding policy sub-rules, the endpoint is ready for
802.1X authentication.
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User Directory Readiness

This section provides the necessary User Directory Plugin configurations that enable
and ensure use by the RADIUS Plugin of the configured user directories. The
following topics are described:

= User Directory Plugin: General Pane

= User Directory Plugin: Settings Pane

= Using Microsoft Active Directory: Other Issues

= Using an External RADIUS Server

User Directory Plugin: General Pane

[} =5

Add Server
Name and Type

Name and Type Define an authentication or directory server to be used for
resolving user identity details and for authenticating users.

Name

Type Microsoft Active Directory «
Use as directon/ss

Use for authentication

Use for CounterACT login

Include parent groups

Comment

In the General pane of the User Directory Plugin consider the following configuration
issues:

1. For the Name field:

— A best practice is to enter the hostname of the configured domain server.
This best practice is based on the possible use of this field by the RADIUS
Plugin to join the machine to the domain.

— This best practice is also applicable when adding a user directory replica
and configuring its Name field in the Replicas pane of the User Directory
Plugin.

See User Directory Plugin: Settings Pane, bullet 2.

2. Make sure that both the Use as directory option and the Use for
authentication option are enabled.
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User Directory Plugin: Settings Pane

In the Settings pane of the User Directory Plugin consider the following configuration
recommendations, best practices and issues:

1.

If the DNS Detection option is enabled, then the RADIUS Plugin
automatically selects a user directory (Microsoft Active Directory) server
FQDN. Take note of the following:

a. The RADIUS Plugin queries domain to obtain the domain server FQDN list;
the plugin uses the domain configured in the Domain field in the
Directory section of the User Directory Plugin Settings pane.

b. A domain controller FQDN is chosen based on quickest responder.

c. The plugin uses the selected FQDN to join the Forescout machine to the
domain.

However, if the DNS Detection option is not enabled, the RADIUS Plugin
statically builds a domain server FQDN list by concatenating the Main/replicas
configured Name field with its configured Domain field. Take note of the
following:

a. A domain controller FQDN is chosen based on quickest responder.

b. The plugin uses the selected FQDN to join the Forescout machine to the
domain.

Regardless of the state of the DNS Detection option is (enabled/not
enabled), heartbeat verification is performed every one minute.

For the Forescout RADIUS server to authenticate using Microsoft Active
Directory, the CounterACT device must be bound to (join) the domain. When
the RADIUS Plugin is started or when its configuration is saved, the
CounterACT device joins the relevant domain using the user credentials that
are defined in the Administrator field of the Settings pane for that domain.

In the Active Directory server, adequate privileges for the user, defined in the
in the Administrator field of the Settings pane, must include the following
definition:

a. Allow user to create computer objects with read/write [join Linux machine
to domain] control. To delegate admin privileges see:
https://wiki.samba.org/index.php/Delegation/Joining_Machines_to_a_Do
main

When 802.1X authentication by an Appliance uses multiple user directories,
then for each selected, authenticating user directory defined in the RADIUS
Plugin Authentication Sources tab, verify that the following information is
defined in the User Directory Plugin:

a. Additional Domain Aliases: In the Additional Domain Aliases section of the
Settings pane, in the Specify field, first define the user directory's
NetBIOS domain name, followed by the definition of the NetBIOS domain
name of each of its trusted domains, for example, a child domain. Use a
comma to separate between NetBIOS domain entries.
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b. If the Domain field in the Directory section of the Settings pane already
contains the NetBIOS domain name, then there is no need to also enter
this name in the Specify field. For example, the Domain field contains
the entry glbl _mycompany.com, there is no need to also enter glbl in the
Specify field.

Using Microsoft Active Directory: Other Issues
If you plan to use Microsoft Active Directory for authentication:

= To avoid difficulties when a Forescout machine attempts to join a domain, it is
recommended that the Forescout machine hostname have a maximum length
of 15 characters. Refer to https://support.microsoft.com/en-gb/kb/909264

= Network Time Protocol (NTP) configuration of CounterACT endpoints
[Enterprise Manager, Appliances] must be aligned with the domain to
successfully obtain a Kerberos ticket.

Using an External RADIUS Server

If you plan to use an external RADIUS server as an authentication source for the
RADIUS Plugin, configure (add) the server in the User Directory Plugin.

= Failover time between a configured, external RADIUS server and its replicas is
1 minute. Once a failed, external RADIUS server comes back to life, it is
marked as alive again.

Configure the Plugin

This section describes how to configure the various plugin components in order for
the RADIUS Plugin to provide authentication and authorization of the endpoints
attempting to access your organization's network. This section presents the following
topics:

=  Configure Authentication Sources

=  Configure Pre-Admission Authorization

=  Configure RADIUS Settings

=  Configure the Plugin Per Appliance

=  Configure MAC Access Bypass

Use the Forescout Console, running on the Enterprise Manager, to configure the
plugin.

To configure the plugin:

1. In the Console, select Tools > Options > Modules. The Modules pane
opens.

2. In the Modules pane, select the Authentication module. The plugins, which
are installed as part of the Forescout Authentication Module, are listed
beneath the Authentication entry.
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3. In the Modules pane, select the RADIUS entry in the table.

Options
Search Q. Modules
> W Modules Modules extend CounterACT's capabilities by enabling integration with other tools, allewing deeper inspection, additienal enforcement actions and
more.
F& channels Some medules, such as Base Modules, contain plugins that provide added functionality.
0 s Newand updated Base Medules, Extended Medules and Content Medules are available from the preduct downloads portal.
@) MAC Address Repository Search Q
M it SMS/ISCCM
ii crose Name Type Version License License Status m
9 Advanced Tools
> @ Endpoint Base 1.1.0
E,? loT Posture Assessment Eng,
> @ Network Base 110
% Flow Gollector
~ (@ Authentication Base 110
W 10C Scanner
O [_sor
A pzure
D User DirectonBase 640
- s [eacue
» (D Core ExtensicnsBase 1.1.0
> @ Hybrid Cloud ~ Base 200
5 ceF m
© eyeSegment  Base 100 eyaSegment valid
L% HPS Inspection Engine m
¥ Device Profile LiCentent 19.1.2
M Vhware NSX
¥ loT Posture Ass¢Content 1804
@ VMware vSphere
© NIC vendor DB Content 19.0.2
Q Linux
» Security Policy TCentent 18.086
@ 05X
* Windows Applic:Centent 18.06
E’i Guest Management
» Windows VulnerCentent 18.06
i3 User Directory 14 items (1 selected)

4. Select Configure. The RADIUS pane opens in the Options window. Configure
the plugin in each of the tabs, as required.
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Configure Authentication Sources

Use the Authentication Sources tab to select the servers that the CounterACT
RADIUS server can query to perform 802.1X authentication of endpoints.

Supported authentication sources:

= Microsoft Active Directory Server

= External RADIUS server

RADIUS

Authentication Sources

Pre-Admission
Authorization

RADIUS Settings

Authentication Scurces

ext_rad_ipvd
ext_rad_ipv6
ndc1

q30dc1
q31dc
q32dct
q34dc1
q35dc1

q37dct

9 items (1 selected)

Select the RADIUS server and the User Directories that handle the validation of credentials provided during endpoint authentication.

Define the set of prioritized rules that the RADIUS server uses to evaluate endpoints for autherization treatment, after their authentication by the RADIUS.
For endpoints matching a rule's condition, the RADIUS server applies the defined authorization treatment to the endpoint in the ACCEPT message it sends to the NAS

device.

These rules are evaluated by the RADIUS server when no other CounterACT source - policy action or MAC Address Repository - provides the authorization to impose on

an authenticated endpoint.

Define RADIUS server settings that affect the operation of the CounterACT RADIUS server.

Q

Type

RADIUS

RADIUS

Microsoft Active Directory
Microsoft Active Directory
Microsoft Active Directory
Microsoft Active Directory
Microsoft Active Directory
Microsoft Active Directory

Microsoft Active Directory

Domains
NULL Domain Configure
DEFAULT Source Set Default

networking.lab.forescout.com

dom30.1ab.forescout.com,dem30, child2, CHILD30-2 Join

dom31.Iabforescoutcom
Test

dom32.lab forescout.com

Remove
dom34.|ab forescoutcom

dom35. ab.ferescout.com

dom37.lab.forescout.com,DOMS37, child37-1.dom37 lab.forescout.com, child37-2.dom37.1ab forescout.com...

(Centralized Licensing only) If you do not have a valid Forescout
eyeControl (ForeScout CounterACT Control) license, you cannot add
authentication sources.

To add an authentication source:

1. In the Authentication Sources tab, select Add. The Add Authentication
Sources dialog box opens.

The Active Directory servers and the external RADIUS servers listed in this
dialog box are configured in the User Directory Plugin. For details about the
necessary User Directory Plugin configurations, see User Directory Readiness.

2. In the dialog box, select one or more entries. You can select RADIUS servers,
Microsoft Active Directory servers, or a combination of both types.

3. Select OK. The Authentication Sources tab displays the added authentication

sources.
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The tab presents the following information for each authentication source entry:

Column Description

Name

The name of the authentication source as configured in the User Directory
Plugin.

Authentication sources that the CounterACT RADIUS server cannot use
(query) display the text (Source NOT in USE) immediately after their
name. For an explanation, see the Domains column description.

Type

The server type of the authentication source as configured in the User
Directory Plugin.

For CounterACT RADIUS servers, the supported types are Microsoft Active
Directory and RADIUS (external RADIUS server).

Domains

The domains that the authentication source is assigned to handle; these
are domains that could be supplied in 802.1X authentication requests.

=  For Microsoft Active Directory authentication sources:

The information appearing in this column comes from the domain and
additional domain aliases that are configured in the User Directory
Plugin. Column information is view-only.

= For RADIUS authentication sources:

Domain assignment must be manually configured. For details, see the
Configure button in Work with Authentication Sources.

Authentication sources must fulfill at least one of the following criteria, in
order for the CounterACT RADIUS server to be able to use (query) them:

= The source has an assigned domain

= The source is designated as the DEFAULT Source. See the Set Default
button in Work with Authentication Sources.

= The source is designated to handle the NULL Domain. See the
Set NULL button in Work with Authentication Sources.

Work with Authentication Sources

The following buttons on the Authentication Sources tab let you handle
authentication sources:

Add: Opens the Add Authentication Sources dialog box. In the dialog box,
select one or more entries to add as an authentication source in the
Authentication Sources tab. You can select RADIUS servers, Microsoft Active
Directory servers or a combination of both types.

Configure: Opens a configuration dialog box for a selected authentication
source:

For a Microsoft Active Directory authentication source, the Configure
Active Directory dialog box opens:

>

This dialog box lists the domain and domain aliases that are configured

in the User Directory Plugin for the source. This information is view-
only.

In the Saved Test Credentials pane, select an entry in the Domain
list above this pane. Then, in the pane, enter credentials that the
plugin uses to access and test the functionality of that authentication
source.
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— For a RADIUS authentication source, the Edit Radius Proxy dialog box
opens:
> In the Domain field, enter a domain NetBIOS name, as it would
appear in the RADIUS access request, and select +Add. Repeat this
step to enter additional domain NetBIOS names, as necessary, as a
RADIUS authentication source can be assigned to handle multiple
domains.

@) Edit Radius Proxy ®

Authentication Source
Mame: Forescouth

Type: radius

Domain
homeland

fact

2 items (0 selected)

Domain:

= Set Default: Designates the authentication source as the default
authentication source, and the text DEFAULT Source appears in the Domains
column. Only one authentication source can be designated as the default
authentication source.

= Set Null: Designates the authentication source as the null domain handler,
and the text NULL Domain appears in the Domains column. At any given
time, only one authentication source can be designated as the null domain
handler.

An authentication source can be assigned multiple domains and/or can be
designated the default authentication source and/or can be designated the
null domain handler. See Determine the Authentication Source to Query.

= Join: (For a selected Microsoft Active Directory authentication source only)
Opens the Join Domain: Provide Credentials dialog box and lets you:

— Provide administrator credentials that the plugin uses to join CounterACT
device(s) to the Active Directory domain.

— Select Join to launch a plugin attempt to join CounterACT endpoints to
the Active Directory domain, using the provided credentials.

For further information, see Join CounterACT Endpoints to Active Directory
Domain.

= Test: Runs a plugin test of the functionality of a selected authentication
source. For further information, see Test Authentication Source Functionality.

= Remove: Removes a selected authentication source from the Authentication
Sources tab.
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After changing authentication source information, select Apply to save these
updates in the plugin configuration.

Determine the Authentication Source to Query

Per endpoint authentication request (RADIUS access request), the CounterACT
RADIUS server decides on the authentication source to query, using the following
ordered decision criteria:

1. When the RADIUS access request provides an explicit domain, attempt to
identify a regular expression (regex) match between the NetBIOS/domain
name, as provided in the request, and the relevant expression that is defined
in the Domains column of an authentication source. The CounterACT RADIUS
server queries the matching authentication source. Supported RADIUS access
request delimiters are:

— domain\user

— user@domain

2. When the RADIUS access request provides an explicit domain and no
authentication source is identified using criterion 1 and an authentication
source is designated as the DEFAULT Source in the Domains column, the
CounterACT RADIUS server queries the designated, default authentication
source.

3. When the RADIUS access request does not provide an explicit domain and an
authentication source is designated as the NULL Domain handler in the
Domains column, the CounterACT RADIUS server queries the authentication
source designated to handle requests containing no domain.

Authenticating with Domains Not Directly Mapped to a Configured
Authentication Source

To authenticate with a domain that may not be directly mapped to one of the
configured authentication sources, define a list of Domains or Fully Qualified Domain
Names (FQDNSs) you wish to map back to the default RADIUS domain.

To define a list of domains to map back to the default RADIUS domain:
1. Log in to the CLI on the Appliance.

2. Run the following command: fstool set_property
config.default_domain_map_list.value <valuel>,<value2>._.<value N>

For Example: fstool set _property config.default_domain_map_list.value
test._.some.domain.com, test2.another.domain.com

Join CounterACT Endpoints to Active Directory Domains

Before the CounterACT RADIUS server can query a Microsoft Active Directory
authentication source, the RADIUS Plugin must first join all CounterACT endpoints to
each of the authentication source's assigned domains. The credentials (administrator
level) that the plugin uses for the join must already be configured via the Join
Domain: Provide Credentials dialog box. To access this dialog box and initiate a
plugin join attempt, select Join.
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After providing the credentials and confirming, the Join Domain: Confirmation
window opens and presents the following information:

Join the following CounterACT device(s) to domain: <active directory
domain>

— <CounterACT device-1>

— <CounterACT device-n>

Continue?

When you select Yes, the Results of Join Domain: <active directory domain>
window opens and presents the following information:

Attempting to join domain: <active directory domain>
Selected domain controller name (FQDN): <domain controller FQDN=>
Result: <result>

— If the join is successful, the following information is displayed:
Result: SUCCESS
CounterACT Appliance is joined to domain.

— If the join is not successful, the following information is displayed:
Result: FAILURE
CounterACT Appliance is not joined to domain.
CAUSE: <error message=>

e Results of Test Authentication Source: Forescoutd X
Plugin Name = Status
RADIUS Done

Aftempting to join domain: DOM34 LAB. FORESCOUT.COM

Selected domain controller name (FQDN): g34dc1.dom34.lab forescout.com
Result: SUCCESS

CounterACT Appliance is joined to domain

1 finished. (1 done, O faied)

Once a CounterACT device is successfully joined to an Active Directory domain, it
remains joined.

Forescout recommends performing the join at step 4 of the authentication source
configuration flow, as follows:
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Add a Microsoft Active Directory authentication source.

Configure the source's test credentials.

Repeat steps 1 through 2 as necessary for multiple authentication sources.
Initiate plugin join attempt per authentication source.

Run plugin test of the authentication source functionality per source.

o 0 M wNR

Select Apply to save the modified plugin configuration.

Test Authentication Source Functionality

Initiate a plugin test of a selected authentication source's functionality by selecting
the Test button in the Authentication Sources tab. The Test Authentication
Source: Confirmation window opens and presents the following information:

= For a Microsoft Active Directory authentication source:

Test functionality of Active Directory <NetBIOS name> with the
following CounterACT device(s):

=  For a RADIUS authentication source:

Test functionality of RADIUS server <RADIUS server name=> with the
following CounterACT device(s):

= The CounterACT devices to be tested with the selected authentication source:

— <CounterACT device-1>

— <CounterACT device-n>
Continue?

If you select Yes, the Results of Test Authentication Source: window opens.

Testing with Microsoft Active Directory Server

If the test is performed with a Microsoft Active Directory authentication source, the
Results of Test Authentication Source: window presents the following
information:

Testing functionality of authentication source <NetBIOS name> of type
Active Directory

Domain controller name (FQDN): <domain controller FQDN>

If the CounterACT device being tested is joined to the domain, the test proceeds and
the following information is displayed:

CounterACT Appliance is joined to domain

Testing authentication using configured test credentials for joined
Appliance

Authentication test: <result>

— If the test is successful, the <result> displayed is:
SUCCEEDED
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— If the test is not successful, the <result> displayed is:
FAILED

The test does not proceed and an applicable error message is displayed, when one or
more of the following conditions are true:

» The CounterACT device being tested is not joined to the domain
= The RADIUS Plugin is stopped

= Test credentials are not configured for CounterACT RADIUS Plugin use

Testing with RADIUS Server

When the test is performed with a RADIUS authentication source, the Results of
Test Authentication Source: window presents the following information:

Testing functionality of authentication source <RADIUS server name>
of type RADIUS

Testing external server RADIUS service status on port <port #>:
<result>
— If the test is successful, the <result> displayed is:
SUCCESS
— If the test is not successful, the <result> displayed is:
FAILURE

If the preceding test fails, the plugin subsequently performs a connectivity test with
the RADIUS server and the following information is displayed:

Testing external server connectivity status (ping): <result>
— If the test is successful, the <result> displayed is:
SUCCESS
— If the test is not successful, the <result> displayed is:
FAILURE

For information about the full plugin configuration test, see Testing and
Troubleshooting.

Configure Pre-Admission Authorization

Use the Pre-Admission Authorization tab to define the set of prioritized rules that the
CounterACT RADIUS server uses to authorize authenticated endpoints. The rules are
evaluated against authenticated endpoints in order of priority.

The CounterACT RADIUS server evaluates pre-admission authorization rules when no
other Forescout platform source, such as policy action or MAC Address Repository,
provides the authorization to impose on an authenticated endpoint. for example,
prior to an endpoint being admitted to an organization’'s network. See
Authentication-Authorization Processing Flow.

= Pre-admission authorization rules are evaluated in order of priority. A rule’s
evaluation priority is displayed in the Rule Priority column of the Pre-
Admission Authorization table.
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In the

Once an endpoint matches a pre-admission authorization rule, no subsequent
rules are evaluated for the endpoint.

The plugin supplies a default rule in the Pre-Admission Authorization table -
deny network access to any user. You cannot remove this rule, however you
can edit this rule and modify its detail.

CounterACT RADIUS Server's reply message it sends to the NAS device:

For authenticated endpoints matching a rule's condition, the CounterACT
RADIUS server imposes the rule's authorization on the endpoint.

The Pre-Admission Authorization tab displays the current set of defined pre-
admission authorization rules.

RADIUS

Authentication Sources Select the RADIUS server and the User Directories that handle the validation of credentials provided during endpoint authentication

by the RADIUS
Pre-Admission For endpoints matching a rule’s condition, the RADIUS server applies the defined authorization treatment to the endpoint in the ACCEPT
Authorization message it sends to the NAS device

RADIUS Setilings Define RADIUS server settings that affect the operation of the CounterACT RADIUS server.

ntication Sources Pre-Admissien Authorization RADIUS Settings

Rule Priority Conditicn Authorization m

1 Autnentication-Type==PAP, 1 Aftribute m

2 MAC Found in MAR==true, 1 Aftribute

3 LDAP-Group==dot1x_group_doma35, WLAN: 4444, 1 Altribute .
Duplicate

4 LDAP-Group==dot1x_group_dom37, WLAN: 2121; 1 Affribute m

g SSID=A\ANET-SSID9E, VLAN: 9; 2 Aftributes

6 LDAP-Group==dot1X USErs group spaces, WLAN: 2020; 1 Affribute

7 LDAP-Group==dot1x_users_group, WLAN: 3030, 1 Alftribute m

8 EAP-Type==EAP-TLS, Certificate-lssuer==%Q)/... 1 Aftribute m

9 EAP-Type=+EAP-TLS, Certificate-lssuer==\Q/... 1 Aftribute

10 EAP-Type=>PEAP, 1 Affribute

12 items (1 selected)

Define the set of prioritized rules that the RADIUS server uses to evaluate endpoints for authorization treatment, after their authentication

These rules are evaluated by the RADIUS server when no other CounterACT source - policy action or MAC Address Repository - provides
the authorization to impose on an authenticated endpoint.

MAC Found in MAR=>true, Called-Station-ID=... VLAN: 6080, 1 Afiribute

User-Name==*, Deny Access; 1 Atfribute

In the Pre-Admission Authorization tab, you can perform the following actions:

Add new pre-admission authorization rules. Select Add. The Add
Pre-Admission Authorization Rule window opens. Define rule details
[Condition, Authorization]. Selecting OK adds the rule to the top of the list of
entries in the Pre-Admission Authorization table.

Edit rules. Select a rule and then select Edit. The Edit Pre-Admission
Authorization Rule window opens. Modify the existing details [Condition,
Authorization] of the rule. Selecting OK updates the rule in the Pre-Admission
Authorization table.
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Remove rules. Select a rule and then select Remove. The rule is removed
from the Pre-Admission Authorization table.

Duplicate rules. Select a rule and then select Duplicate. The Duplicate Pre-
Admission Authorization Rule window opens. Maintain or modify the existing
details [Condition, Authorization] of the rule. Selecting OK adds the rule to
the bottom of the list of entries in the Pre-Admission Authorization table.

Change the order (priority) in which rules are evaluated. Select a rule and
then select Move Up or Move Down. Rule evaluation priority is displayed in
the Rule Priority column.

Export the rules defined in the Pre-Admission Authorization table to a CSV
file.

Import rules from a CSV file into the Pre-Admission Authorization table.

After you perform any of the above actions, select Apply to save the modified plugin
configuration.

(Centralized Licensing only) If you do not have a valid Forescout
eyeControl (ForeScout CounterACT Control) license, you cannot add, edit, or
import pre-admission authorization rules.

Rule Configuration

Each pre-admission authorization has the following parts:

A Condition that tests one or more criteria

Action Parameters that determine the Authorization that is imposed.
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@ Add Pre-Admission Authorization Rule X

Condition

Criterion Name Criterion Value m

Action Parameters
Deny Access

®) Force Re-authentication

CoA

VLAM

Attribute Name Aftribute Value m
Templates

Mo iterns to display

Rule Condition

The rule condition is evaluated by the CounterACT RADIUS server to identify a match
with authenticated endpoints. A condition can be composed of a single criterion or
multiple criteria. For a condition with multiple criteria, the authenticated endpoint
must match all criteria of the condition to be evaluated as matching the condition.

You can perform the following actions in the Condition section:
= Add a new rule criterion.
= Edit the selected rule criterion.
= Remove one or more selected rule criterions.

After you add, edit, or remove rule criterions, select OK in the Pre-Admission
Authorization Rule window to update the rule in the Pre-Admission Authorization
table. Select Apply to save the modified plugin configuration.

Each criterion in a rule condition has a name and a value.

Criterion Name

Select a supplied endpoint attribute that the CounterACT RADIUS server uses to
evaluate authenticated endpoints for a match. Unless otherwise noted, the attributes
are standard RADIUS request attributes that are also RADIUS Plugin properties. For
a description of these attributes, see Properties for Use in Policy Conditions.

The attributes available for configuration are:

= Authentication-Type
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Called-Station-1D
Calling-Station-ID
Certificate-Common-Name
Certificate-Issuer
Certificate-Subject
Certificate-Subject-Alternate-Name
Day and Time Restriction

This attribute is compared with the day/time of the received endpoint
authentication request.

EAP-Type
LDAP-Group

This attribute is compared with the user LDAP groups defined in the Microsoft
Active Directory server of the domain in the User-name. By default, the plugin
uses TLS to perform a secure LDAP query to the Active Directory server. Valid
servers are configured in the Authenticating User Directories table of the
Authentication Sources tab.

For the plugin to perform this comparison, the CA certificate of the Microsoft
Active Directory server must be defined as a trusted certificate in the Console
certificate interface. Refer to the Configuring the Certificate Interface section
in the Forescout Administration Guide for instructions. See Additional
Forescout Documentation for information on how to access this guide.

In addition to plain text, you can use the * wildcard character, for example:

Hospital™* matches any group beginning with Hospital

Using LDAP group in a Pre-admission authorization rule where the
authentication method is EAP-TLS Authentication using Certificates causes
the authentication to fail. The failure occurs because the plugin is unable
to query an AD server based on the user name presented in the
certificate.

MAC Found in MAR

This attribute is compared with the MAC addresses listed in the MAC Address
Repository and the NAS device also requested the evaluated endpoint to be to
be authenticated using MAC address bypass (MAB).

MAR Comment

Free text. Use this attribute to assign a tag to endpoints that are listed in the
MAC Address Repository, to later support their appropriate authorization,
based on the assigned MAR comment.

NAS-1P-Address

The IPv4 address of the switch or the WiFi AP/Controller
NAS-1Pv6-Address

The IPv6 address of the switch or the WiFi AP/Controller
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= NAS-Port-Type
= SSID
= Tunneled-Method
The authentication method used in a protected EAP (PEAP) tunnel
* Tunneled-User-Name

The username used for the inner authentication phase of both Protected
EAP- MSCHAPv2 and Protected EAP-TLS authentication processes.

Usually, inner and outer usernames are the same. However, when the
supplicant's Identity Privacy field is configured, then the inner username (the
Tunneled User Name) is the supplicant's true username.

Note that when PEAP-EAP-TLS authentication is used, there are no client /
supplicant certificate properties (as opposed to EAP-TLS authorization). These
properties are normally collected during the authentication. For PEAP-EAP-
TLS, authentication occurs in the inner tunnel of the free RADIUS server,
whereas for EAP-TLS, authentication occurs in the outer tunnel.

= User-Name

Criterion Value

For the selected attribute, define the matching value used by the CounterACT
RADIUS server to evaluate authenticated endpoints.

Depending on the selected attribute, one of the following methods is used to define
the attribute value:

= Select from a menu of evaluation instruction options [Contains, Matches,
Starts With, Ends With, Matches Expression, Any Value] combined with an
Expression field. In this field, enter any combination of alphanumeric and
special characters or a regular expression. The following rules apply to data
being entered in the Expression field:

— This field is case sensitive.
— To escape any special character except the backslash, prefix the special

character with four (4) consecutive backslashes. For example,
.engineering must be provided in the field as \\\\.engineering.

— To escape a backslash special character, enter a total of eight (8)
consecutive backslashes. For example, finance\eastern must be provided
in the field as finance\\\\\\\\eastern.

— For both the Called Station ID and the Calling Station ID attributes,
only lowercase alphanumeric characters, without any separating space or
special character, are valid.

= Select from a table the days of the week and/or hours of the day to evaluate
and/or not evaluate.

= Choose from a menu of available values.

= Select between evaluation instruction buttons [Meets this criterion, Does not
meet this criterion].

= |In an Expression field, enter any combination of alphanumeric and special
characters.
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Rule Authorization

When an authenticated endpoint matches the rule condition, the CounterACT RADIUS
server imposes the defined rule authorization on the endpoint in the message it
sends to the NAS device.

The Action Parameters area provides the following authorization options:

Deny Access

Deny an authenticated endpoint access to the organization's
network. When this option is selected, all other Action Parameters
are disabled.

Force Re-
authentication

Change an endpoint’s authorization by disconnecting it and
applying a new authorization when the endpoint reauthenticates.
Specify a VLAN and attribute-value pairs for the new authorization.

CoA

Issue a Change of Authorization message to change an endpoint’s
authorization. Specify a VLAN and attribute-value pairs for the new
authorization.

VLAN

The VLAN to which the NAS device must assign the authenticated
endpoint. Enter the VLAN ID or the VLAN name. This field accepts
alphanumeric characters.

Attribute-
Value Pairs

Attribute-value pair (AVP) assignments are imposed on the
connection that the NAS device maintains for the authenticated
endpoint. Multiple AVPs can be defined. For more about defining
AVPs, see Adding/Editing Attribute-Value Pairs and Attribute-Value

Templates.

Select OK in the Pre-Admission Authorization Rule window to update the rule in the
Pre-Admission Authorization tab. Select Apply to save the modified plugin

configuration.

After an endpoint is admitted to the network, additional or updated post-connect
authorizations can be applied to such endpoints via Forescout platform policies using
the RADIUS Authorize action. For information about defining the RADIUS Authorize

action, see Actions.

Adding/Editing Attribute-Value Pairs

In the Authorization section of the Add Pre-Admission Authorization Rule window,
selecting Add opens the Add Attribute-Value Pair dialog box. This dialog box
provides you with access to a repository of attributes from which to select and define

the necessary values.

@) Add Attribute-Value Pair

Search...
~ Attributes
» Vendors

> General

For an authenticated endpoint found to match the rule condition, the CounterACT
RADIUS Server imposes the defined rule authorization on the endpoint through the
reply message it sends to the NAS device.
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On the left side of the Add Attribute-Value Pair dialog box, select Attributes to
reveal the following attribute groups:

= Vendors: Expand this group to display a wealth of vendor-specific attribute
groups. Opening any of these groups displays vendor-specific attributes that
are available to select for value assignment.

= General: Expand this group to display primarily RFC-specific attribute groups.
Opening any of these groups displays the RFC-specific attributes that are
available to select for value assignment.

You can also locate attributes using the Search field.

After assigning the necessary values for a selected attribute, select OK. The AVP is
listed in the Authorization section of the Add Pre-Admission Authorization Rule
window.

If you select an AVP in the Authorization section, and select Edit, the Edit Attribute-
Value Pair dialog box opens. On left side, the Attributes option is open to the
attribute you selected. On the right side, the selected attribute and its paired value
are displayed.

@) Edit Attribute-Value Pair X

General: RFC 3162
Attribute: NAS-IPvE-Address
MNAS-IPvE-Address NAS-IPvB-Address

Search...

Framed-Interface-ld 10344353:1101:23:635243
Framed-PvG-Prefix
Login-IPvii-Host
Framed-IPv6-Route
Framed-IPv6-Pool
» RFC 3580
» RFC 4849
» RFC 4072

> RFC:23R49

Attribute-Value Templates

In the Authorization section of the Add Pre-Admission Authorization Rule window,
selecting Templates opens the Add Attribute Template dialog box. This dialog box
provides you with the option to add an attribute using an AVP template. Each
template addresses a specific authorization use-case through its attribute(s) content.
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€) Add Attribute-Template X

Templates:  Cisco-Metwork Device Administration %
r Cisco-Network Device Administration Fields

Senice-Type:  MNAS-Prompt-User

Cisco-AVPair.  shellpriv-lvl=#

From the Templates drop-down menu, select one of the following templates:

Aruba-Guest: Provides one Aruba-User-Role that requires you to assign it
the necessary values. The authorization handling provided by the user-role
attribute is required to either redirect user traffic to the controller or to
forward the traffic locally.

Cisco-ACL (ingress): Provides two Cisco AVPs that impose access control
list (ACL) authorization on each authenticated endpoint found to match the
associated rule condition endpoint.

Cisco-Guest: Provides two Cisco AVPs that require you to assign their
necessary values. The authorization handling provided by these AVPs is
required for the RADIUS Plugin to deliver enhanced Forescout guest
management in the Forescout centralized web authentication solution. For
details, see Centralized Web Authentication.

Cisco-Network Device Administration: Provides two AVPs, a RADIUS one
and a Cisco one. The Cisco attribute requires you to assign it the necessary
value. The authorization handling provided by these AVPs is required for the
RADIUS Plugin to perform authentication and initial authorization on the
administrators of an organization's network endpoints. For details, see
Network Endpoint Administration.

HPE-Guest: Provides one HPE-User-Role that requires you to assign it the
necessary values. The authorization handling provided by the user-role
attribute is required to either redirect user traffic to the controller or to
forward the traffic locally.

Meraki-Guest: Provides one Cisco AVP that requires you to assign it the
necessary values. The authorization handling provided by this AVP is required
for the RADIUS Plugin to deliver enhanced Forescout guest management in
the Forescout centralized web authentication solution. For details, see
Centralized Web Authentication.

After assigning the necessary values for the template-provided attributes, select OK.
The AVPs you added are listed in order in the Authorization section of the Add
Pre-Admission Authorization Rule window.
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Configure RADIUS Settings

Use the RADIUS Settings tab to configure settings that are relevant when the
CounterACT RADIUS server is the authenticating RADIUS server.

This tab includes the following settings:
= RADIUS Server Basic Settings
= RADIUS OCSP Settings
= RADIUS CRL Settings
= RADIUS Advanced Settings

RADIUS Settings
RADIUS Server Basic Settings
CounterACT RADIUS Logaging

CounterACT RADIUS Authentication Port 1812 2
CounterACT RADIUS Accounting Port 1913 2

Active Directory port for LDAP queries Global Catalog over TLS 4

RADIUS OCSP Settings
Enable OC5P

QCSP Responder URL

RADIUS CRL Settings
Enable CRL
Additional CDPs {optional)

RADIUS Advanced Settings

Enable Fast-Reauthentication Cache
Enable PAP-Authentication (Username and password only)
Enable Kerberos authentication for LDAP queries

Authenticate using machine trust account (requires Kerberos)

RADIUS Server Basic Settings

Field Description

CounterACT RADIUS | By default, this option is disabled (not selected).

Logging When this option is selected, the CounterACT RADIUS server
runs in debug mode, and CounterACT captures and logs RADIUS
traffic processing details.

Select this option to troubleshoot CounterACT RADIUS server
processing issues. To avoid performance degradation,
Forescout recommends disabling it after troubleshooting
is complete.

CounterACT RADIUS | The UDP port for receiving authentication requests from switches
Authentication Port and wireless controllers. Default: 1812
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Field

Description

CounterACT RADIUS
Accounting Port

The UDP port for receiving accounting requests from switches
and wireless controllers. Default: 1813

Active Directory Port
for LDAP Queries

The LDAP port that the CounterACT RADIUS server uses to query
domains.

The available menu options are as follows:
= Global Catalog — Uses port 3268.

= Global Catalog over TLS — Uses port 3269. This is the
default and recommended method.

= Standard LDAP — Uses port 389.
= Standard LDAP over TLS — Uses port 636.

= User Directory plugin port per AD — Per domain, as
configured in User Directory Plugin.

RADIUS OCSP Settings

Field Description

Enable OCSP

By default, this option is disabled (not selected).

When this option is selected, the CounterACT RADIUS server
looks for an OCSP responder URL in the client certificate and
verifies the revocation status of the client certificate against
the OCSP responder. This makes it possible to immediately
revoke certificates without the distribution of a new
Certificate Revocation List (CRL).

When this option is selected, the following options are
available for selection:

= Override Certificate OCSP URL
= OCSP Use Nonce
= Ignore OCSP Responder Errors

Override Certificate
OCSP URL

By default, this option is disabled (not selected).

When this option is selected, the CounterACT RADIUS server
ignores the certificate's OCSP URL and uses the URL defined
in the OCSP Responder URL field to obtain the revocation
status of the certificate.

When this option is selected the OCSP Responder URL field
is enabled for input.

OCSP Responder
URL

Enter the URL of the OCSP responder that is used to obtain
the revocation status of the client certificate. Use to override
the certificate's OCSP URL.

OCSP Use Nonce

By default, this option is enabled (selected).

For security reasons, it is recommended to use nonce in the
OCSP query. This checkbox should be cleared only if the
nonce setting is not supported by or cannot be enabled on
the OCSP server.

Soft-fail OCSP
Requests

By default, this option is disabled (not selected).

When this option is selected, the CounterACT RADIUS server
accepts the client certificate even if the CounterACT RADIUS
server does not receive an OCSP response about the client
certificate's revocation status.
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RADIUS CRL Settings

Field Description

Enable CRL

By default, this option is disabled (not selected).

When this option is selected, the CounterACT RADIUS server
consults the Appliance's Certificate Revocation List (CRL) to
verify the revocation status of the client certificate provided by
an endpoint supplicant. If the CRL contains an entry for the
certificate, then one of the following statuses are in effect for
that certificate:

= The issuing certificate authority has permanently revoked
that certificate

= The issuing certificate authority has temporarily revoked that
certificate

CounterACT only supports the use of HTTP to download CRLs.

When this option is selected, you can enter additional data in the
Additional CDPs field.

Additional CDPs

Additional CRL distribution points (CDPs).

(Optional) Enter one or more additional URLs from which the
CounterACT RADIUS server downloads additional CRLs that it
uses to verify the revocation status of the client certificate
provided by an endpoint supplicant. Use a comma (,) to separate
between multiple URLs.

Forescout only supports the use of HTTP to download CRLs.

RADIUS Advanced Settings

Field Description

Enable Fast-
Reauthentication
Cache

This option enables reconnection to wireless access points
by using cached session keys, thereby enabling quick
roaming between wireless access points.

Enable PAP-

Authentication
(Username and
password only)

By default, this option is disabled (not selected).

When this option is selected, the CounterACT RADIUS server
authenticates endpoints using PAP (password authentication
protocol).

Enable Kerberos
Authentication for
LDAP Queries

When this option is selected, the CounterACT RADIUS server

uses Kerberos, version 5, for querying an Active Directory

server about user group membership (LDAP-Group).

By default, this option is:

= Disabled (not selected) when upgrading from a previous
Network Module version

= Enabled (selected) for a new installation of the Network
Module

When this option is selected, the Authenticate Using
Machine Trust Account option is available for selection.
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Field Description

Authenticate Using When this option is selected, the CounterACT RADIUS server

Machine Trust uses the machine trust account of the CounterACT device,
Account (requires instead of using user directory credentials, to access an
Kerberos) Active Directory server for the purpose of querying the

server about user group membership (LDAP-Group).

By default, this option is:

= Disabled (not selected) when upgrading from a previous
Network Module version

= Enabled (selected) for a new installation of the Network
Module

Configure the Plugin Per Appliance

In the RADIUS Pane of the Console, configure the plugin in one of the following
ways:

= |In the Default tab, define a RADIUS Plugin configuration [Authentication
Source, Pre-Admission Authorizations, Server Certificate, and RADIUS
Settings]. By default, this RADIUS Plugin configuration is applied to all
CounterACT endpoints that do not have a unique RADIUS Plugin
configuration.

= Define additional, unique RADIUS Plugin configurations and designate each
additional configuration to apply to either a single CounterACT device or
multiple CounterACT endpoints.

In the example shown, the following RADIUS Plugin configurations are defined:
= A Default configuration

= A configuration for Appliance 20.33.1.24

CounterACT Devices W

Default 20.23.1.24 & =

Authentication Sources

Search o}
Mame = Type Domains
App3g RADILS domat.lab forescout.com
domas hicrasoft Active Directany dom33.lab forescout.com m
EbAZE RADIUS DEFAULT Source
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To create a unique 802.1X configuration for a single endpoint:

1. Select the add tab | _~_|. The Select CounterACT endpoints to configure dialog

box opens and lists all your CounterACT endpoints [Enterprise Manager,
Appliance:1 - Appliancen].

2. Select a device and select OK. A tab for the selected Appliance appears. This
tab contains the full complement of RADIUS Plugin configuration tabs
[Authentication Source, Pre-Admission Authorizations, Server Certificate and
RADIUS Settings].

To create a unique 802.1X configuration for a group of endpoints:

1. Select the Add tab |——I. The Select CounterACT endpoints to configure
dialog box opens and lists all your CounterACT endpoints [Enterprise
Manager, Appliance: - Appliancen].

2. In the dialog box, take the following actions:

a. Select the endpoints to include in the group.
b. Type a name in the Name (Optional) field.

3. Select OK. A tab for the group of Appliances appears. This tab contains the
full complement of RADIUS Plugin configuration tabs [Authentication Source,
Pre-Admission Authorizations, Server Certificate and RADIUS Settings].

To edit/delete a unique 802.1X configuration:

1. Select the tab of the unique 802.1X configuration.

2. Select the Edit icon or Delete icon * | to update the scope of the
configuration. If you delete the configuration, the settings of the RADIUS
Plugin configuration defined in the Default tab are re-applied to the affected
CounterACT device(s).

Configure MAC Access Bypass

The MAC Address Repository (MAR) contains the MAC addresses of endpoints that do
not have a functioning 802.1X supplicant, but can be authenticated by the
CounterACT RADIUS server using MAC address bypass (MAB).

The CounterACT RADIUS server handles MAB authentication for the endpoints listed
in the MAC Address Repository (MAR). Endpoints that require MAB authentication
and are not listed in the MAR are authenticated by the external RADIUS server that
is configured in the Authentication Sources tab as the Null Domain handler for
RADIUS access requests.

The CounterACT RADIUS server always handles the authorization of endpoints that
require MAB authentication. Make sure that your Pre-Admission Authorization
rules are well defined, to ensure that these endpoints are not denied access by
default.
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Optionally, per MAC address entry in this repository, define an authorization that is
imposed on the MAB-authenticated endpoint by the CounterACT RADIUS server in its
reply to the NAS device. Possible authorizations include: Deny access, VLAN
assignment, and/or one or more attribute-value pair (AVP) assignments.

When a MAC address entry does not have an authorization defined in the repository,
the CounterACT RADIUS server evaluates the pre-admission authorization rules to
authorize the MAB-authenticated endpoint. For authenticated endpoints not matching
any of the pre-admission authorization rules, the NAS device determines the
authorization to impose on the endpoint. For details, see Configure Pre-Admission
Authorization.

@ options

Options

MAC MAC Address Repository
Maintain the repository of MAC addresses of endpoints that do nothave afunctioning 802.1x supplicant and are authenticated, by the RADIUS Server, using MAC address

RADIUS
bypass (MAE)
MAC Address Repository  Oplionally, per MAC address antry in this repository, define an authorization that is imposed on the MAB-authenticated endpoint by the RADIUS Ssrver. Possible
authorizations include: Access Denial, VLAN Assignment and/or one or more attribute-value pair (AVP) assignments. When a MAC address enfry does nothave an
VMware vsphere authorization defined in the repository, the RADIUS server evaluates the Pre-Admission Authorization rules to autharize the MAB-authenticated endpoint
05x .
Search Q,
& Discovery
MAG Address ~ MAR Comment Last Edited by Authorization m
00:18:44:1 1:34:86 Manually by CounterACT Operator | ATIPUE
00:1C145:11:3C:87 Manually by CounterACT Operator | AfTIBUe

2 items (0 selected)
AcceptMAB authentication for endpoints not defined in this repository

What You See in the Repository

The following information is defined, per entry in the MAC Address Repository (MAR),
for endpoints that authenticate using MAB.

Column Description

MAC Address The MAC address of the endpoint that authenticates using MAB.

MAR Comment | (Optional) A descriptive comment about the endpoint.
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Column Description

Last Edited By | Read-only information. Identifies the method last used to add or edit
the MAR entry. Possible methods are:

= Manually by CounterACT Operator: Forescout user manually
added/edited the MAR entry.

= CounterACT Policy: The 802.1X Update MAR L_E,l action,
whether initiated by policy or manually by user, added/edited the
MAR entry

= Imported: The entry was imported into the MAR.

Note: The obsolete Last Edited by method, Automatically

Learned, is displayed in existing MAR entries until these entries are
next edited or removed from the MAR.

Authorization (Optional) The authorization that is imposed on the MAB-
authenticated endpoint by the CounterACT RADIUS server in its reply
to the NAS device. Possible authorizations include: Deny access,
VLAN assignment, and/or one or more attribute-value pair (AVP)
assignments.

In the MAR, enable/disable the Accept MAB authentication for endpoints not
defined in this repository option. By default, this option is disabled. When the
checkbox is selected (enabled), endpoints that do not have a MAR entry are
permitted to be authenticated by the CounterACT RADIUS server using MAC address
bypass (MAB). As needed, impose an authorization on such endpoints by defining
pre-admission authorization tab rule(s) with a condition that includes the criterion
MAC Found in MAR and uses the evaluation instruction Does not meet this
criterion.

Creating MAR Entries

The following options are available for populating the MAR:

=  Automatically Add Entries

=  Manually Add Entries

=  |mport and Export MAR Entries

Automatically Add Entries
You can create a policy that automatically adds detected endpoints to the MAR or
edits existing MAR entries.

To add MAR entries based on a policy:

1. Create a new policy or edit an existing policy.

2. Navigate to the Manage > 802.1X Update MAR policy action.

The action lets you designate updates to MAR entries to be applied in one of
the following ways:
a. Only apply the defined information/setting update to new MAR entries.

b. Apply the defined information/setting update to new and existing MAR
entries.
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For information about defining the 802.1X Update MAR action, see Actions.

Manually Add Entries

You can manually add endpoints to the MAR.

(Centralized Licensing only) If you do not have a valid Forescout
eyeControl (ForeScout CounterACT Control) license, you cannot add entries to
the MAC Address Repository.

1. Select Options from the Tools menu. The Options window opens.

Navigate to and select the MAC Address Repository folder.

3. In the MAC Address Repository pane, select Add.

€ Add MAR Entry X
Endpoint MAC Address
Last Edited By Manually by CounterACT Operator
MAR Comment

Authorization

Deny Access
VLAN
Aftribute Mame Attribute Value m
Mo iterns to display

4. In the Endpoint MAC Address field, enter the MAC address of an endpoint
which authenticates by MAB.

5. The Last Edited By field is automatically populated by the plugin and cannot
be edited. See What You See in the Repository for details.

6. (Optional) In the MAR Comment field, provide a descriptive comment about
the endpoint.

7. (Optional) In the Authorization section, define the authorization that is
imposed on the MAB-authenticated endpoint by the CounterACT RADIUS
server in its reply to the NAS device. For details, see Rule Authorization.

8. Select OK.
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Import and Export MAR Entries

You can import MAR entries into the MAC Address Repository from a CSV file. See
Guidelines for Creating a CSV File.

You can also export MAR entries from the repository to a CSV file. (Exporting MAR
entries does not affect existing MAR entries.)

(Centralized Licensing only) If you do not have a valid Forescout
eyeControl (ForeScout CounterACT Control) license, you cannot import entries

to the MAC Address Repository.

MAC Address Repository

Maintain the repository of MAC addresses of endpoints that do not have a funclioning 802.1x supplicant and are authenticated, by the RADIUS Server, using MAC address bypass (MA)

Optionally, per MAC address entry in this repository, define an authorization that is imposed on the MAB-authenticated endpoint by the RADIUS Server. Possible authorizations include: Access Denial, VLAN Assignment and/or one or
more attribute-value pair (AVP) assignments. When a MAC address entry does not have an authorization defined in the repository, the RADIUS server evaluates the Pre-Admission Authorization rules to authorize the

MAB-authenticated endpoint.

Search Q

MAC Address = MAR Comment Last Edited by Authorization m
11111111111 Manually by GounterACT Operajar Al m
220222222292 Manually by CounterACT Opera) B 1 Alfribute: Remove
444444444444 Manually by CounterACT Opera] = SXPoiTable m

3items (1 selected)
Accept MAB authentication for endpoints not defined in this repository

To import MAR entries:
1. Select Import on the MAC Address Repository toolbar.

6 Import X
Lookin: | Network “ ? ¢ -

. =
&y

3
Recent Items =]
3

Desktop

Documents

2

This PC

@ File name:
| . . i
Network Files of type: Comma Separated Values Files {.csv) -

2. Browse to and select the CSV file, and select Import.

To export MAR entries to a CSV file:

= Do one of the following:

— Select Export from the MAC Address Repository toolbar. Selecting Export
results in the entire MAR content being exported and, therefore, is the
Forescout recommended method to use.
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&) Export Table
Filz name:  caijzers)
Filetype:  Comma Separated Values Files (csv) v

Selected rows only

WForescout Console 8.2.0\GuiManagencurre

X

— Right-click any MAR entry and select Export Table.

Title:

Selected rows only

Displayed columns only

©) EBxport Table
File name: o qzers) Table Data_2019_00_24_17_12.cav
File type: Comma Separated Values Files (*.csv) w

>

Browse

Guidelines for Creating a CSV File

Follow these guidelines when creating a CSV file of MAR entries to import:

CSV File
Column Name

MAR Entry

Field

MAC Address dotlx_mac

Required field column

CSV File
Field Value

Enter a MAC address. Information is displayed in
MAR.

dotlx_auth_method
Required field column

Enter the text bypass. Information does not display
in MAR.

All MAR entries authenticate using MAC
authentication bypass (MAB).

Authorization dotlx_target_access

Optional field column

= Keep field entry blank.

= After successfully importing the CSV file into
the MAR, add MAR entry authorizations, by
doing one of the following activities:

- In the Console, manually add required MAR
entry authorizations. See Manually Add
Entries.

- Contact Forescout Customer Support for
assistance.

Information is displayed in MAR.

dotlx_enforce_access

Keep field blank.

dotlx_last_assigned_
access

Keep field blank.
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MAR Entry CSV File CSV File

Field Column Name Field Value

Last Edited By | dotlx_approved_by Enter the phrase by_import. Information is
Required field column displayed in MAR.

MAR Comment | dotlx_mar_comment Enter any descriptive text. Information is displayed
Optional field column in MAR.

Sample CSV file for MAR import:

A B c D E F G
1 dotle_mae  dotls_suth_method dotlx_target_sccess dotlx_enforce_access dotlx_last_assigned_access dotlx_approved_by dotls_mar_commen t

vlan:1Tunnel-Private
Groug-1d=1Tunnel-

class=vaiceRepty
1 DOS056EL103C bypass Message=a reply message by_admin coment
3 1234576411 bypass reject=dummy by_admin  come ot

Editing and Removing MAR Entries

Edit a MAR entry by selecting the entry and then selecting Edit. The Edit MAR Entry
window opens.

Remove one or more MAR entries by selecting the entries and then selecting
Remove. The selected entries are removed from the MAR.

After you edit or remove entries, select Apply to save the modified MAC Address
Repository.

(Centralized Licensing only) If you do not have a valid Forescout
eyeControl (ForeScout CounterACT Control) license, you cannot edit entries in
the MAC Address Repository.

Ensure That the Component Is Running

After installing the component (and configuring it, if necessary), ensure that it is
running.

To verify:

1. Select Tools > Options > Modules.

2. Navigate to the component and hover over the name to view a tooltip
indicating if it is running on Forescout devices in your deployment. In
addition, next to the component name, you will see one of the following
icons:

— (D - The component is stopped on all Forescout devices.
— (D - The component is stopped on some Forescout devices.

— D - The component is running on all Forescout devices.

3. If the component is not running, select Start, and then select the relevant
Forescout devices.

4. Select OK.
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Testing and Troubleshooting

The section describes the test of the RADIUS Plugin and the 802.1X troubleshooting
policy templates.

= Test Full Plugin Configuration

=  Troubleshooting Policy Templates

Test Full Plugin Configuration

The full test of the plugin configuration accomplishes the following:

= Verifies that a RADIUS server certificate is correctly defined and provisioned
in each CounterACT device.
— If this test is successful, the <result> displayed is:
RADIUS Plugin certificate test: SUCCEEDED
— If the test is not successful, the <result> displayed is:
RADIUS Plugin certificate test: FAILED

= Tests the functionality of each authentication source with each relevant
CounterACT device. For details, see Test Authentication Source Functionality.

It is recommended to perform the full test of the plugin configuration after the
following plugin configuration activities are completed:

= The plugin joined each CounterACT device to the Active Directory domain(s),
using the credentials previously defined using the Join button

= You have defined and provisioned a valid RADIUS server certificate for each
CounterACT device
To run the test:

1. In the Console Modules pane, select the Authentication module. The
plugins, which are installed as part of the Forescout Authentication Module,
are listed below the Authentication entry.

2. In the Modules pane, select the RADIUS entry from the table listing.
3. Select Test.

4. When prompted to confirm that you want to test the RADIUS plugin, select
Yes.

The test proceeds and the Testing RADIUS Plugin window opens and
displays the test results.
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€ Testing RADIUS Plugin x
Testing RADIUS Plugin

Verifies proper configuration of the RADIUS Flugin certificate(s)
RADIUS Plugin certificate test: SUCCEEDED

Testing functionality of authentication scurce g35dcl of type Active Directory
Domain controller name (FQDN): g35dcl.dom3S.lab.forescout.cem

CounterACT Appliance is joined to domain.

Test camnot continue, since test credentials are not configured for RADIUS Plugin use. Configure test credentials and re-run this test.
Testing functionality of authentication scurce g3ldc of type Active Directory

Domain controller name (FQDN): g3ldc.dom3l.lab.forescout.com

CounterACT Appliance is joined to domain.

Test cannot continue, since test credentials are not configured for RADIUS Plugin use. Configure test credentials and re-run this test.
Testing functionality of authentication scurce g32dcl of type Active Directory
Domain controller name (FQDN): g32dcl.dom32.lab.forescout.com

CounterACT Appliance is joined to domain.

Test cannot continue, since test credentials are not configured for RADIUS Plugin use. Configure test credentials and re-run this test.
Testing functionality of authentication source g34dcl of type Active Directory

Domain controller name (FQDN): g34dcl.dom34.lab.forescout.cem

CounterACT Appliance is joined to domain.

Test cannot continue, since test credentials are not configured for RADIUS Plugin use. Configure test credentisls and re-run this test.
Testing functionality of authentication scurce g30dcl of type Active Directory

Domain controller name (FQDN): g30dcl.dom30.lab.forescout.com

CounterACT Appliance is joined to domain.

Test cannot continue, since test credentials are not configured for RADIUS Plugin use. Configure test cradentials and re-run this test.
Testing functionality of authentication source ext_rad_10.31.2.116 of type RADIUS

Testing external server RADIUS service status on port 1812: SUCCESS

Notice:

Iny authentication is rejected by default by the preadmission policy.

To allow authentication add preceding preadmission rules that handle authorized hosta.
Llternatively, uncheck the 'deny’ option in the last preadmission rule.

Done

Troubleshooting Policy Templates

The section describes the 802.1X troubleshooting policy templates provided by the
plugin. The troubleshooting policy templates are as follows:

= Troubleshoot Rejected Authentications Policy Template

It is recommended that you have a basic understanding of Forescout platform
policies before working with the templates. Refer to the Forescout Templates and
Policy Management chapters of the Forescout Administration Guide.

Troubleshoot Rejected Authentications Policy Template

Use the Troubleshoot Rejected Authentications template to generate a policy that
categorizes, by cause, rejected 802.1X authentications.

Endpoints may be rejected by the RADIUS server for any of the following reasons:

= Failure to authenticate endpoint identity (invalid credentials, invalid
certificate, no MAR entry)

Failure in the processing or communication of an authentication-related
component, for example, the Active Directory server does not respond.

Verification of the certificate provided by the endpoint supplicant identifies
that this certificate is revoked by the issuing certificate authority.

= Authorization denial (after being authenticated). A denial of access has any
one of the following sources:

— Policy action authorization
— MAR authorization
— Pre-admission authorization rule
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Prerequisites
Before you run a policy based on this template:

= |tis recommended to run 802.1X Readiness policies and that network
endpoints and endpoints were determined ready for 802.1X authentication.

= Verify that the RADIUS Plugin is running and 802.1X endpoint authentication

is operating in the organization's network.
= (Optional) To identify rejections caused by authorization denial, verify that
one or more sources of authorization denial are defined and operating.
Create a Troubleshoot Rejected Authentications Policy
This section describes how to create a policy based on the Troubleshoot Rejected
Authentications template.
To create a policy:

1. In the Console, select the Policy tab.

o (o] & e

File Repos Actions Tools Log Display Help

<) FORESCO UT e Bl Assetinventory

2. Select Add. The Policy Wizard opens.

3. In the navigation tree, select RADIUS > 802.1X > 802.1X Enforcement
and then select Troubleshoot Rejected Authentications.

@ Policy - Wizard - Step 1 X

Policy Type

Create a policy using a template or create a custom policy.

8021 Troubleshoot Rejected Authentications
3 Templates This template creates a policy that categorizes, by cause, rejected 802.1x
authentications. These are divided to three broad issues:
v ) RADIUS ) o

& Cannot authenticate endpoint identity (invalid credentials, invalid

9 202.1% certificate, no MAR entry)
& Afailure in the processing or communication of an

n 802.1x Readiness authentication-related component

& Authorization denial {after being authenticated)
Cisco Switch Readiness
Itis recommended to maintain both the order and content of the sub-rules
Cisco Switch Port Readiness provided in the created policy
Wired Windows 7 Endpoint Readil
~ 802.1x Enforcement
Authorization Source
Endpoint Authorization

Troubleshoot Rejected Authentica

& Custom
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4. Select Next.

©) Policy - Wizard - Step 2 of 4 X
Name
@ Folicy Type Enter a name and description far the policy.

Mame

Scope

Sub-Rules
Mame Troubleshoot Rejected Authentications
Description

Define a unique name for the policy you are creating based on this template
and enter a description.

Use a name that clearly reflects what the policy does. Use a descriptive
name that identifies what your policy verifies and what actions will be
taken.

Ensure that the name identifies whether the policy criterion must be met
or not met.

Make policy names unique. Avoid policies with similar, generic names.

Policy names appear in the Policy Manager, the Views pane, Reports and
in other features. Precise names make working with policies and reports
more efficient.

Select Next. The Scope pane opens. By default, the policy inspects the
following range of endpoints: all IP addresses and unknown IP addresses.

@) Policy - Wizard - Step 3 of 4 X
Scope
Q Policy Type The policy inspects the following range of endpoints:
I
I * All IP Addresses
Scope * Unknown IP Addresses
Sub-Rules

In the generated policy, do not remove Unknown IP Addresses from the scope.
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7. Select Next. The Sub-Rules pane opens and lists the default sub-rules rules
of the policy generated by the template. Sub-rules can be modified at this
point if required. For details, see Troubleshoot Rejected Authentications Sub-
Rules.

It is recommended to maintain both the order and content of the sub-
rules provided in the policy.
8. Select Finish. The policy is created.

In the policy, do not remove Unknown IP Addresses from the policy scope.

Troubleshoot Rejected Authentications Main Rule

Forescout-platform-detected endpoints that meet the following criterion match the
main rule of this policy:

= Endpoint was rejected by the RADIUS server.
All other main rule criteria are for the purposes of displaying specific property
information about a selected endpoint in the Home view.
Troubleshoot Rejected Authentications Sub-Rules

Sub-rules of this policy are used to categorize, by cause, RADIUS server-rejected
802.1X endpoint authentications, including authorization denials (imposed by the
RADIUS server after endpoints successfully authenticate). By default, these sub-rules
are not defined with policy actions.

©) Petiey - Wiewrd - Stepd ed & x

;900

It is recommended to maintain both the order and content of the sub-
rules provided in the policy.
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Rejected endpoint authentications are inspected against each sub-rule in the order

listed to determine their cause, as follows:

Sub-Rule Name Description

1. Denied by
Authorization

Endpoints matching this sub-rule had their
authentication accepted by the RADIUS server,
however, endpoint access was then denied by the
defined authorization imposed by the RADIUS server.

A denial of access has any one of the following sources:
= Policy action authorization

* MAR authorization

= Pre-Admission authorization rule

2. Rejected by External
RADIUS Server

Endpoints matching this sub-rule had their
authentication rejected by the external RADIUS server.

When Forescout platform acts as a proxy to an external
RADIUS server, the cause of rejected authentications
cannot be determined.

3. MAC Bypass Rejected

Endpoints matching this sub-rule attempted MAC
address bypass (MAB) and were rejected by the
CounterACT RADIUS server.

CAUSE: The endpoint MAC address was not listed in the
plugin’s MAR (the warehouse of endpoints that
authenticate using MAB).

4. Invalid Credentials
Supplied

Endpoints matching this sub-rule had their
authentication rejected by the RADIUS server.

CAUSE: Computer-supplied or user-supplied credentials
did not match the credentials in the Active Directory of
the domain.

5. Domain Controller
Detected Error

Endpoints matching this sub-rule had their
authentication rejected by the CounterACT RADIUS
server.

CAUSE: The domain controller did not provide an
adequate response to the RADIUS server.

6. Certificate Revoked
by CRL Verification

Endpoints matching this sub-rule had their
authentication rejected by the CounterACT RADIUS
server.

CAUSE: Certificate verification by CRL reported that the
issuing certificate authority revoked the certificate
provided by the endpoint supplicant
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Sub-Rule Name Description

7. Certificate Revoked
by OCSP Verification

Endpoints matching this sub-rule had their
authentication rejected by the CounterACT RADIUS
server.

CAUSE: Certificate verification by the issuing certificate
authority, accomplished by OCSP, reported that the
certificate provided by the endpoint supplicant is
revoked.

8. Server Certificate
Issuer Not Trusted

Endpoints matching this sub-rule had their
authentication rejected by the CounterACT RADIUS
server.

CAUSE: The endpoint supplicant did not trust the

certificate authority that issued the RADIUS server's
server certificate.

9. Client Certificate
Issuer Not Trusted

Endpoints matching this sub-rule had their
authentication rejected by the CounterACT RADIUS
server.

CAUSE: The RADIUS server did not trust the certificate
authority that issued the endpoint supplicant's client
certificate.

10. Client Issued TLS
Alert

Endpoints matching this sub-rule had their
authentication rejected by the CounterACT RADIUS
server.

CAUSE: The endpoint supplicant stopped the TLS
handshake with the RADIUS server. This might indicate
that the server certificate is invalid.

11. Server Issued TLS
Alert

Endpoints matching this sub-rule had their
authentication rejected by the CounterACT RADIUS
server.

CAUSE: The RADIUS server stopped the TLS handshake

with the endpoint supplicant. This might indicate that
the client certificate is invalid.

12. EAP Negotiation
Failure

Endpoints matching this sub-rule had their
authentication rejected by the CounterACT RADIUS
server.

CAUSE: The EAP negotiation between the RADIUS
server and the endpoint supplicant stopped for a reason
not covered by any of the preceding sub-rules. For
example, the two parties did not agree on the EAP
method.

13. Other Rejections

Endpoints matching this sub-rule had their
authentication rejected by the CounterACT RADIUS
server.

CAUSE: The authentication stopped for a reason not
matched by any of the preceding sub-rules.
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Technical Support

When the plugin test fails, the test results describe the failure. For more information,
contact technical support at support@forescout.com. It is recommended to send the
test results of the failed plugin test to the Forescout customer support team for
review/analysis.

To send test failure output:
1. Log in to the CounterACT device CLI.
2. Run the following commands:

a. fstool tech-support debug dotlx --level 6
b. fstool dotlx test normal

Test results display in the screen.
3. Copy the test output and paste it into a text file.

4. Send this file to Forescout technical support.

Plugin Properties and Custom Policies

This section provides information about the following plugin topics:

=  Properties for Use in Policy Conditions

= Create Custom Policies

Properties for Use in Policy Conditions

Forescout platform policy conditions and properties let you define how Forescout
platform detects endpoints authenticating via 802.1X. When adding or editing a
policy rule, the main rule or a sub-rule, you can add and edit policy conditions for the
rule. In the navigation pane of the Condition window, the following folders supply the
802.1X properties that are available for use in policy conditions:

= Advanced Properties

= Authentication Decision Properties

= Authentication Details Properties

= Authentication Events Properties

= Authorization Properties

= Client Certificate Properties

=  MAR Properties

= NAS Device Properties

=  Windows 7 Supplicant Properties
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@ Condition X

202.1x 802.1x RADIUS Authentication State: The result of the last authentication conductad by the RADIUS server - either Accept or
Reject. Mote that the final reply may be different due to authorization.

N Properties *) Meets the follawing criteria

~ Advanced Does not meet the following criteria
802.1x Accounting session ID

802.1x User Login Result Search (o}

802.1x RADIUS Log Details
b4 Authentication Decision
802.1x Authenticating Appliance
802 1x RADIUS Authentication State
802.1x Last Authentication State - Computer
802 1x Last Authentication State -MAC Base

802.1x Last Authentication State - User Crad

Clear All

Namg =
RADIUS-Accepted

RADIUS-Rejected

[ion | o Joven]

Advanced Properties

Property

802.1X Accounting
Session Id

Description

The Accounting Session Id, RADIUS attribute (44), used
on the last accounting request.

802.1X RADIUS Log
Details

The debug log messages of the last, failed
authentication.

802.1X User Login Result

User credentials validation result, according to the
ntlm_auth process.

Authentication Decision Properties

Property Description

802.1X Authenticating
Appliance

The IP address of the appliance performing the
authentication.

802.1X Last
Authentication State -
Computer Credentials

The result of the last authentication attempt made by the
endpoint using computer credentials.

= RADIUS-Accepted — The RADIUS server
successfully authenticated the endpoint.

* RADIUS-Rejected — The endpoint failed to
authenticate with the RADIUS server.

802.1X Last The result of the last authentication attempt made by the
Authentication State - endpoint using its MAC address (MAB).
MAC Based » RADIUS-Accepted — The RADIUS server
successfully authenticated the endpoint.
= RADIUS-Rejected — The endpoint failed to
authenticate with the RADIUS server.
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Property Description

802.1X Last
Authentication State -
User Credentials

The result of the last authentication attempt made by the
endpoint using user credentials.

= RADIUS-Accepted — The RADIUS server
successfully authenticated the user.

= RADIUS-Rejected — The user failed to authenticate
with the RADIUS server.

802.1X RADIUS
Authentication State

The result of the last authentication performed by the
RADIUS server (Accept or Reject).

Note that the final reply might be different, due to any
imposed authorization.

Authentication Details Properties

Property Description

802.1X Authenticated
Entity

How an entity was authenticated:
= User - Authenticated using user credentials

= Computer - Authenticated using computer
credentials

Note: For computer authentication of a Macintosh
endpoint, the plugin always resolves this property as
User.

= MAC - Authenticated using MAC address bypass
(MAB).

802.1X Authenticating
Domain

The domain that the plugin used for endpoint 802.1X
authentication.

802.1X Authentication
Type

Identifies the selected EAP Type in the last
authentication. Supported types are:

»  EAP-TLS
= MAB
*  PEAP

= PEAP-EAP-TLS

802.1X Calling Station Id

Calling-Station-1d, RADIUS attribute (31), used on last
authentication request

802.1X Default Domain

Per Appliance handling 802.1X authentication, the
domain configured for the default authenticating user
directory.

This information is defined in the Authentication Source
tab of the RADIUS Plugin.

802.1X Host Name

The User-Name, RADIUS attribute (1), used in last
authentication request, when computer credentials are
used to authenticate.

802.1X Reauthentication
Method

The method used with the last re-authentication of the
endpoint. For plugin supported methods, see Re-
Authentication Methods.

802.1X Requested
Domain

The domain that an endpoint requested to use for
802.1X authentication.
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Property Description

802.1X Tunneled User
Name

The user name used for the inner authentication phase
of Protected EAP-MSCHAPV2 and Protected EAP-TLS
authentication processes.

Usually, both inner and outer user names are the same.
However, when the supplicant's Identity Privacy field
is configured, then the inner user-name (the Tunneled
User Name) is the supplicant's true user name.

Note that when using PEAP-EAP-TLS authentication,
there will be no client / supplicant certificate properties
(as opposed to EAP-TLS authorization). These properties
are normally collected during the authentication.

For PEAP-EAP-TLS, authentication occurs in the inner
tunnel of the free RADIUS server, whereas for EAP-TLS,
authentication occurs in the outer tunnel.

802.1X User Name

The User-Name, RADIUS attribute (1), used in last
authentication request.

Authentication Events Properties

Property Description

802.1X Last
Authentication Time

The last time an authentication completed for the
endpoint with a RADIUS Accept or RADIUS Reject
message.

802.1X Last Authorize
Action Failure

The last time the RADIUS Authorize action failed.

802.1X Last Rejected
Authentication Time

The last time an authentication completed with RADIUS-
Reject for this endpoint.

802.1X Last Successful
Authentication Time

The last time an authentication completed with RADIUS-
Accept for this endpoint.

Authorization Properties

Property Description

802.1X Authorization
Source

The source of the authorization imposed on the
authenticated endpoint. Source can be any one of the
following:

= Policy Action Authorization
= MAC Address Repository Authorization
= Pre-Admission Authorization Rule

802.1X Authorize Action
Summary

A summary of the processing decisions involved with
applying the RADIUS Authorize action, for example,
reported errors, re-authentication handling information
and success/failure reason.

802.1X RADIUS Imposed
Authorization

The most recent authorization imposed by the RADIUS
server on the endpoint.
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Property

Description

802.1X Requested
Authorize Action

The authorization provided by the most recent RADIUS
Authorize action for the RADIUS server to impose on the
endpoint.

Client Certificate Properties

Property

802.1X Client Cert
Alternate Subject

Description

The alternate subject of the client certificate.

802.1X Client Cert
commonName

The common-name of the client certificate.

802.1X Client Cert
Expiration

The expiration date of the client certificate.

802.1X Client Cert Issuer

The issuer of the client certificate.

802.1X Client Cert Serial

The serial number of the client certificate.

802.1X Client Cert Subject

The subject of the client certificate.

MAR Properties

Property

Description

802.1X MAR Comment

Descriptive, free text defined in the MAR for this
endpoint.

802.1X MAR Restrict To

The authorization defined in the MAR for this endpoint.

NAS Device Properties

Property

Description

802.1X Called Station ID

The Called-Station-1D, RADIUS attribute (30), used on
the last authentication request.

802.1X Endpoint SSID

The WLAN SSID used in the 802.1X authentication.

802.1X NAS IP Address

The 802.1X NAS-IP-Address, RADIUS attribute (4), as
appears in the RADIUS Request (IPv4 address of the
switch or the WiFi AP/Controller).

802.1X NAS IPv6 Address

The 802.1X NAS-IPv6-Address, RADIUS attribute (95),
as appears in the RADIUS Request (IPv6 address of the
switch or the WiFi AP/Controller).
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Property Description

802.1X NAS Port Number

The NAS-port, RADIUS attribute (5), as reported in
RADIUS Request. This RADIUS attribute contains the
port number of the switch, if available.

Wireless access points do not have physical ports,
therefore a unique association ID is assigned to every
mobile station upon a successful association exchange.
As a result, for a wireless access point, if the
association exchange was completed prior to
authentication, the NAS-port attribute contains the
association ID, which is a 16 bit, unsigned integer.

802.1X NAS Port Type

The NAS-port-type, RADIUS attribute (61), as appears
in RADIUS Request. Supported port types are:

= Ethernet LAN
= Virtual
=  Wireless LAN

Windows 7 Supplicant Properties

Property

Automatically use
Windows logon, password
and domain

Description

Automatically use Windows login, password and domain.

Do not prompt user to
authorize new servers or
trusted certification
authorities

Do not prompt users to authorize new servers or trusted
certification authorities.

Enable Fast Reconnect

Valid values: True, False.

Provides the ability to reconnect to wireless access point by
using cached session keys, which allows for:

= Quick roaming between wireless access points

Enable 1EEE 802.1X
authentication

Enable IEEE 802.1X authentication.

Encryption type

Supported encryption types are:

= AES
= TKIP
= WEP
- None

Fallback to unauthorized
network access

Fall back to unauthorized network access.

Network authentication
method

The authentication method used to connect to the network.

Remember user
credentials for this
connection for each logon

Remember the user credentials for this connection for
future log ins.
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Property Description

Security Type Supported security types are:
= 802.1X
= No authentication (Open)
= Shared

= WPA-Enterprise

=  WPA-Personal

= WPA-2 Enterprise
=  WPA-2 Personal

Use simple certificate Use simple certificate selection.
selection

Validate server certificate Validate server certificate.

Create Custom Policies

Although it is recommended to tailor the policies you create using the 802.1X policy
templates, you might decide to create a custom policy, to address issues not handled
by the policies generated using the 802.1X policy templates. Custom policy tools
provide you with an extensive range of options for detecting and handling endpoints.

This section describes the policy properties that are available when the RADIUS
Plugin is installed. For a description of the available actions, see Actions.

To create a policy:

1. Log in to the Forescout Console.

2. Select the Policy icon from the Console toolbar.

3. Create or edit a policy. For information about working with policies, select
Help from the policy wizard.

Policy Scope

When defining a policy scope where pre-connect is applied, a best practice is to
select the Unknown IP addresses in the IP Address Range dialog box, in addition
to using any of the other IP address options. This option lets you detect and handle
endpoints based on their MAC address when an IP address is not yet available to
Forescout platform.
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Scope
@ Policy Type Define the range of Hosts to be inspected for this policy
0 Name
Scope
Main Rule
Sub-Rules
Hosts inspected by the policy

=#37 @) Ip Address Range

Sagmant

®) Unknown IP addresses

o [amer

The Unknown IP addresses option is available with Forescout. Refer to
Forescout platform Online Help for more information.

Actions

The RADIUS Plugin provides the following actions for application on detected
endpoints.

If you are using Flexx licensing, ensure that you have a valid Forescout eyeControl
license to use these actions. Refer to the Forescout Flexx Licensing How-to Guide for
more information about managing licenses.

= RADIUS Authorize Action
= 802.1X Update MAR Action

RADIUS Authorize Action

Use the RADIUS Authorize action to define the authorization imposed on
authenticated endpoints by the CounterACT RADIUS server. When this action is
cancelled for an endpoint, the RADIUS Plugin removes the imposed authorization
from the CounterACT RADIUS server's cache.

When the CounterACT RADIUS server imposes authorization on managed,
authenticated endpoints, it uses the following hierarchy of authorization sources:

1. Policy action authorization — If available, first preference.
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2. MAC Address Repository (MAR) authorization — If available, second
preference.

3. Pre-admission authorization rule — Third preference. The CounterACT RADIUS
server evaluates pre-admission authorization rules when no other source (no
policy action, no MAR) provides the authorization to impose on an
authenticated endpoint; for example, before an endpoint is admitted to an
organization's network.

When none of these sources provide the CounterACT RADIUS server with an
authorization, the CounterACT RADIUS server does not include any authorization in
its message to the NAS device. In this case, the NAS device determines the
authorization to impose on the endpoint.

Policies you create using the Endpoint Authorization Policy Template or the
Centralized Web Authentication Policy Template include sub-rules that apply the
RADIUS Authorize action to endpoints that match the sub-rule. Use these sub-rules
to impose authorizations as needed in your organization.

To implement this action, the RADIUS server sends Change of Authorization (CoA) or
other messages to network devices that are managed by the Switch Plugin or the
Wireless Plugin.

= Network devices must be defined in the Switch/Wireless Plugin by their IP
address, rather than their FQDN. The RADIUS Authorize action cannot be
applied to endpoints through a network device that is managed using the
FQDN of the device.

= You can customize the port and session/NAS identification attributes that are
included in RADIUS requests to a specific network device. Similarly, you can
configure these settings as vendor defaults. Refer to the 802.1X Integration
section of the Switch Plugin Configuration Guide and the Wireless Plugin
Configuration Guide.

To define authorization using the RADIUS Authorize action:

1. Do one of the following:

— To define the action when you edit a policy, select Restrict=RADIUS
Authorize in the Action dialog box.

— To apply the action to detected endpoints, select the endpoints, right-
click, and select Restrict=RADIUS Authorize.

2. The Parameters tab is shown by default. The Action Parameters area provides
the following authorization options:

Deny Access Deny an authenticated endpoint access to the organization's
network. When this option is selected, all other Action Parameters
are disabled.

Force Re- Change an endpoint’s authorization by disconnecting it and
authentication | applying a new authorization when the endpoint reauthenticates.
Specify a VLAN and attribute-value pairs for the new authorization.

CoA Issue a Change of Authorization message to change an endpoint’s
authorization. Specify a VLAN and attribute-value pairs for the new
authorization.
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VLAN

The VLAN to which the NAS device must assign the authenticated
endpoint. Enter the VLAN ID or the VLAN name. This field accepts
alphanumeric characters.

Attribute-
Value Pairs

Attribute-value pair (AVP) assignments are imposed on the
connection that the NAS device maintains for the authenticated
endpoint. Multiple AVPs can be defined. For more about defining
AVPs, see Adding/Editing Attribute-Value Pairs and Attribute-Value
Templates.

Parameters

Deny Access

CoA

VLAN

@ Specify RADIUS Authorize parameters X

RADIUS Authorization

Action Parameters

® Force Re-authentication

Attribute Mame

Mo iterns to display

Attribute Value

Templates

3. Select OK. If you are editing a policy, select OK and Apply to save the

updated policy.

Cancelling the RADIUS Authorize Action

Cancelling the RADIUS Authorize action removes the authorization applied by the
action and allows authorization to be applied as provided from the hierarchy of
Forescout authorization sources.

Cancellation of the authorization imposed on an endpoint only takes effect at the
next authentication of the targeted endpoint.

Action cancellation occurs:

= Following policy evaluation. For endpoints that no longer match a policy sub-
rule and the action is defined for that sub-rule.

= When the Forescout user manually cancels it.
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= When the settings of this action are changed and the action is re-applied on
matching endpoints.

802.1X Update MAR Action

Use the 802.1X Update MAR action to add new entries to the MAC Address
Repository (MAR) or to edit existing entries in the MAR. As is standard for all
Forescout actions, this action can be incorporated in a policy and can be manually
invoked on detected endpoints. Defining a MAR entry for an endpoint designates that
endpoint for authentication by MAC address bypass (MAB).

This action lets you designate updates to MAR entries to be applied in one of the
following ways:

= Only apply the defined information/setting update to new MAR entries.

= Apply the defined information/setting update to both existing and new MAR
entries.

MAR entries contain the following information:

Column Description

MAC Address The MAC address of the endpoint, which authenticates using MAB.

MAR Comment | (Optional) Descriptive comment about the endpoint.

Last Edited By | Read-only information. Identifies the method last used to add or edit
the MAR entry. Possible methods are:

= Manually by CounterACT Operator: Forescout user manually
added/edited the MAR entry.

= CounterACT Policy: The 802.1X Update MAR action, whether
initiated by policy or manually by user, added/edited the MAR
entry

= Imported: The entry was imported into the MAR.

Authorization (Optional) The authorization imposed on the MAB-authenticated
endpoint by the CounterACT RADIUS server in its reply to the NAS
device.

When a MAC address entry does not have an authorization defined in
the repository, the CounterACT RADIUS server evaluates the
pre-admission authorization rules to authorize the
MAB-authenticated endpoint. For authenticated endpoints not
matching any of the pre-admission authorization rules, the NAS
device determines the authorization to impose on the endpoint.

To define the Update MAR action:
1. When defining the action in a policy, do the following:

a. In the Console Policy tab, select a policy and select Edit.

b. Select a main rule or a sub-rule and select Edit.

c. In the Actions pane of the rule, select Add. The Action window opens.
d

Navigate to Actions > Manage and select the 802.1X Update MAR
action. The action's Parameters tab opens.

e. Continue with step 3.
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2. When manually invoking the action on detected endpoints, do the following:
a. In the Detections pane of the Home view, right-click one or more selected
endpoint entries.

b. In the displayed menu, navigate to Manage and select the 802.1X
Update MAR action. The action's Parameters tab opens.

c. Continue with step 3.

3. In the Parameters tab, define the following:

Field Description

Deny Access For details about defining authorization options, see Rule
Authorization.
VLAN

Attribute-Value Pair

Apply authorization | Selecting this option instructs the CounterACT RADIUS
settings to new server to impose the action’s defined authorization only on
entries only MAR entries being added.

If this option is not selected, the action's defined
authorization is imposed on both new and existing MAR

entries.
MAR Comment A descriptive comment about the endpoint.
Apply comment to Selecting this option instructs the plugin to record the MAR
new entries only Comment only in MAR entries being added.

If this option is not selected, the MAR Comment is
recorded in both new and existing MAR entries.

Initiate endpoint Selecting this option instructs the CounterACT RADIUS
re-authentication server to trigger the re-authentication (force DHCP renew)
of the MAR entry (the endpoint), whether added or edited.

- The RADIUS Authorize action is not supported, when
the Forescout RADIUS server initiates
re-authentication (CoA) requests to switches (NAS)
that are being managed by the Switch Plugin using the
FQDN of the switch.

Use this option alone or in combination with other
information/setting updates, defined in the action’'s
Parameters tab. When used in combination with other
information/setting updates, re-authentication of an
endpoint is only initiated following successful update MAR
entry processing.
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MAR
« & Actions
~ & Manage

{1 802.1x Update MAR

The MAC Address Repository (MAR) manager contains MAC addresses, and related

authentication and access assignment instructions

This action either adds endpoints to the MAR, or updatas existing information

Parameters Schedule

Authorization

[] Deny Access
VLAN

Aftribute Name Aftribute Value

Mo iterns to display

|:| Apply authorization settings to new entries only

MAR Comment

[] Apply comment to new entries anly
|:| Initiate endpoint re-authentication

Templates

Edit

Remove

When defining the action in a policy, do the following:

a. Select OK.

b. Select Apply to save the updated plugin configuration.
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Use Cases

This section presents information about the following plugin use cases:

= Categorize Endpoint Authorizations

=  Monitor Successful Authentications and Apply Authorizations

=  Corporate Wired and Wireless Authentication

= Centralized Web Authentication

=  Edu-Roam
= MAC Address Bypass

=  Network Endpoint Administration

Categorize Endpoint Authorizations

Read this section if you want to:

= Categorize authenticated endpoints according to their Forescout source of
authorization.

Possible Forescout sources providing authorization are:
= Policy Action Authorization
= MAC Address Repository (MAR) Authaorization
= Pre-Admission Authorization Rule

See Authentication-Authorization Processing Flow. In the event of authenticated
endpoints not having their authorization provided by any of the above sources, the
NAS device determines the authorization to impose on the endpoint.

Authorization Source Policy Template

Use the Authorization Source template to generate a policy to accomplish the
following objective:

= Categorization of authenticated endpoints.
It is recommended to customize the policy to address your organization's unique
authorization needs.
Prerequisites
Before you run a policy based on this template:

= |t is recommended to run 802.1X Readiness policies and that network
endpoints and endpoints were determined ready for 802.1X authentication.

= Verify that the RADIUS Plugin is running and 802.1X endpoint authentication
is operating in the organization's network.

= Verify that active 802.1X Endpoint Authorization policies have their sub-rule
actions enabled.
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Create an Authorization Source Policy
This section describes how to create a policy based on the Authorization Source
template.

To run the template:

1. In the Console, select the Policy tab.

) =N

File Repos Actions Tools Log Display Help

<) FORESCO UT 2 ) Bl Assetinventory

2. Select Add. The Policy Wizard opens.

3. In the navigation tree, select RADIUS > 802.1X = 802.1X Enforcement
and then select Authorization Source.

© Policy - Wizard - Step 1 X

Policy Type

Create a policy using atemplate or create a custom policy.

RADIUS Authorization Source
B Templates This templates categorizes authenticated endpoints according to their
CounterACT source of authorization
~ () RADIUS Possible authorization sources are:
i 802.1% @ Folicy Action Authorization
& MAC Address Repository (MAR) Authorization
v 802.1x Readiness @ Pre-Admission Autharization Rule

Cisco Switch Readiness

Cisco Switch Port Readiness

Wired Windows 7 Endpoint Readil
A4 802.1x Enforcement

Authorization Source

Endpoint Autharization

Troubleshoot Rejected Authentica

Cenfralized Web Authentication

& Custom

4. Select Next.
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@) Policy - Wizard - Step 2 of 4

Name

MName
Scope
Sub-Rules

MName Authorization Source

Description

@ Palicy Type Enter a name and description for the policy.

5. Define a unique name for the policy you are creating based on this template
and enter a description.

— Use a name that clearly reflects what the policy does. Use a descriptive
name that identifies what your policy verifies and what actions will be
taken.

— Ensure that the name identifies whether the policy criterion must be met
or not met.

— Make policy names unique. Avoid policies with similar, generic names.

Policy names appear in the Policy Manager, the Views pane, Reports and
in other features. Precise names make working with policies and reports
more efficient.

6. Select Next. The Scope pane and the IP Address Range dialog box open.

7. Use the IP Address Range dialog box to define which endpoints are inspected.

@ IP Address Range X
AllPs
#*) Segment e
Unknown IP addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and select
Segments from the Scope pane.
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— Unknown IP addresses: Apply the policy to endpoints whose IP addresses
are not known. Endpoint detection is based on the endpoint MAC address.

You can filter the range by including only certain policy groups and/or
excluding endpoints or users that should be ignored when using a policy.

8. Select Next. The Sub-Rules pane opens and lists the default sub-rules of the
policy generated by the template. Sub-rules can be modified at this point if
required. For details, see Authorization Source Sub-Rules.

9. Select Finish. The policy is created.

Authorization Source Main Rule

Forescout-platform-detected endpoints that meet the following criterion match the
main rule of this policy:

= Endpoint authentication state is accepted by the RADIUS server

Authorization Source Sub-Rules
Sub-rules of this policy are used to:

= Categorize the Forescout source of endpoint authorization. Authorization is
imposed on successfully authenticated endpoints.

By default, policy sub-rules do not include an action.

@) Policy - Wizard - Step 4 of 4 X
Sub-Rules
Q Policy Type Use this screen to review policy sub-rule definitions.
@ Name Hosts are inspected by sach sub-ruls in the order shown. When a match is found, the action defined is applied. If no match is found, the hostis inspacted

against the next sub-rule

Q Scope

Sub-Rules

Sub-Rules

MName Conditions Actions Exceptions m
1 Palicy 802.1x Authorization Source: Containg policy
2 MAR, 802.1x Authorization Source: Contains mar
3 Pre-Admission ather rules 802.1x Authorization Source: Containg rule
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Endpoint authorizations are inspected against each sub-rule in the order listed, as
follows:

Sub-Rule Name Description

1. Policy Endpoints matching this sub-rule had their authorization
supplied by the RADIUS Authorize action; application of
this action result from policy evaluation or be manually
initiated by the Forescout user.

2. MAR Endpoints matching this sub-rule had their authorization
supplied by a MAR entry.

Endpoint MAC addresses listed in the MAR authenticate
using MAC address bypass (MAB). If the MAR entry of
the endpoint has a defined authorization, that
authorization that is imposed on the endpoint.

Note: When a MAC entry in the MAR does not have a
defined authorization, the CounterACT RADIUS server
evaluates:

= The pre-admission authorization rules to authorize
the MAB-authenticated endpoint.

= For authenticated endpoints not matching any of the
pre-admission authorization rules, the NAS device
determines the authorization to impose on the
endpoint.

3. Pre-admission other Endpoints matching this sub-rule had their authorization
rules supplied by a defined pre-admission authorization rule
that is assigned any rule priority 3 and greater.

Note: For authenticated endpoints not matching any of
the pre-admission authorization rules, the NAS device
determines the authorization to impose on the endpoint.

4. NAS Endpoints matching this sub-rule did not match any of
the preceding sub-rules. The NAS device determined the
authorization to impose on the endpoint and not any
Forescout source (not policy action, not MAR, not any
pre-admission authorization rule).

Monitor Successful Authentications and Apply
Authorizations

Read this section if you want to:

= Categorize successful authentications according to the method used to
authenticate the endpoint. For example, user authentication, computer
authentication, certificate authentication, MAC address bypass (MAB)
authentication.

= Apply authorization restrictions according to endpoint authentication status.
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Endpoint Authorization Policy Template

Use the Endpoint Authorization template to generate a policy to accomplish the
following objectives:

Categorization of successful authentications according to the method used to
authenticate the endpoint

Application of authorization restrictions according to endpoint authentication
status. Initially, you can choose not to limit the network access of successful
authentications (policy sub-rule actions disabled by default). As 802.1X
authentication becomes fully operational in the network, you can choose to
limit the network access of successful authentications (policy sub-rule actions
enabled).

It is recommended to tailor the policy you create, using the Endpoint Authorization
template, to address your organization's unique authorization needs.

Prerequisites

Before you run a policy based on this template:

It is recommended to run 802.1X Readiness policies and that network
endpoints and endpoints were determined ready for 802.1X authentication.

Verify that the RADIUS Plugin is running and 802.1X endpoint authentication
is operating in the organization's network.

Create an Endpoint Authorization Policy

This section describes how to create a policy based on the Endpoint Authorization
template.

To create a policy:

1.

In the Console, select the Policy tab.

) o)

File Reports Actions Tools Log Display Help

<) FORESCO UT m  Home EI Asset Inventory

Select Add. The Policy Wizard opens.
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3. In the navigation tree, select RADIUS > 802.1X > 802.1X Enforcement
and then select Endpoint Authorization.

Policy Type

8021
B Templates
~ @) RADIUS
b 802.1X
™ 802.1x Readiness
Cisco Switch Readiness
Cisco Switch Port Readiness
Wired Windows 7 Endpoint Readil
~ 802.1x Enforcement
Authorization Source
Endpoint Authorization
Troubleshoot Rejected Authentica

K Custom

Create a policy using a template or create a custom palicy

Endpoint Authorization

This tamplate creates a policy that evaluates 802.1x authenticating endpoints
to

& Categorize successful authentications (RADIUS-accepted) according
o the method used to authenticate the endpoint - spacifically the
EAP-method and authenticated entity

@ Apply the defined network access authorization to the endpoints,
which is accomplished by applying policy action(s).

Mote thatthis policy i3 tentative: Any authorization policy only applies to
authenticated endpaints which can be categorized according to various
criteria. The authentication method is 3 simple example. Furthermaore, the
actions supplied here are for demonstration purposes only and hence are
disabled by default.

4. Select Next.

Name
@ Policy Type Enter a name and description for the policy.
I Name
Endpoint Authentication Methods
Sub-Rules
Mame Endpoint Authorization|
Description
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Define a unique name for the policy you are creating based on this template
and enter a description.

— Use a name that clearly reflects what the policy does. Use a descriptive
name that identifies what your policy verifies and what actions will be
taken.

— Ensure that the name identifies whether the policy criterion must be met
or not met.

— Make policy names unique. Avoid policies with similar, generic names.

Policy names appear in the Policy Manager, the Views pane, Reports and
in other features. Precise names make working with policies and reports
more efficient.

Select Next. The Endpoint Authentication Methods pane opens.

@) Policy - Wizard - Step 3 of 4 X

Endpoint Authentication Methods

@ Policy Type Select the endpoint authentication methods that are to be included a3 sub-rule
@ Name criteria in the created policy; these sub-rules categorize successful endpoint
authentications according to their authentication method.
Endpoint Authentication Methods Endpoints use any of the following methods in order to authenticate:
Sub-Rules * Certificate - either issued to the machine orissued to the user

* Credentials - either computer-supplied (machine name and password) or
user-supplied (username and password)

*MAC Authentication Bypass (MAB)- authentication of endpoint based
anly on its MAC address

Mot selecting any endpoint authentication method is valid. When no
authentication methods are selected, the created policy still identifies
successful authentications (accepted by the RADIUS server) but does not
categorize them according to the method used to authenticate the endpoint.

Distinguish between computermachine and user
Distinguish between cerificate and credentials

Distinguizh MAC Address Bypass

The Endpoint Authentication Methods pane lets you define the endpoint
authentication methods to be included as sub-rule criteria in the generated
policy. These sub-rules categorize successful endpoint authentications
according to their authentication method.

Select the endpoint authentication methods that the policy uses to categorize
successful endpoint authentications. The following options are available:

— Distinguish between computer/machine and user: Categorize
successful authentications accomplished using computer/machine-
provided information or user-provided information.

— Distinguish between certificate and credentials: Categorize
successful authentications accomplished using a certificate or credentials.

— Distinguish MAC Address Bypass: Categorize successful
authentications accomplished based only on the endpoint MAC address.
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Not selecting any endpoint authentication method is valid. When no
authentication methods are selected, the policy identifies successful
authentications (accepted by the RADIUS server) but does not categorize
them according to the method used to authenticate the endpoint.

Select Next. The Sub-Rules pane opens and lists the default sub-rules of the
policy generated by the template. Sub-rules can be modified at this point if
required. For details, see Endpoint Authorization Sub-Rules.

Select Finish. The policy is created.

By default, the policy inspects the following range of endpoints: all IP
addresses and unknown IP addresses. In the policy, do not remove Unknown
IP Addresses from the policy scope.

Endpoint Authorization Main Rule

Forescout-platform-detected endpoints that meet the following criterion match the
main rule of this policy:

Endpoint authentication state is accepted by the RADIUS server

Endpoint Authorization Sub-Rules

Sub-rules of this policy are used to:

Categorize successful authentications according to the method used to
authenticate the endpoint (when endpoint authentication methods are
selected for the policy).

Apply network access authorization to the endpoints, which is accomplished
by applying policy sub-rule action(s). By default, these sub-rule action(s) are
disabled.

2 Policy - Wizard - Step 4 of 4 (3

Sub-Rules

@ Policy Type Use this screen to review policy sub-rule definitions.

Q Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the action defined is applied. If no match is found, the host is inspected

Q Endpeint Authentication Methods DAL R

Sub-Rules
Sub-Rules
Name Conditions Actions Exceptions m
1 MAC Bypass 802 1x Authenticated Entity: MAC m
2 Accepted by Computer Certificate 802.1x Authenticated Entity: Computer AND 802.1x A
3 Accepted by a Certificate 802.1x Authentication type: EAP-TLS, PEAP-EAP-TLS "
— i Duplicate

4 Accepted by Computer Authentication 802 1x Authenticated Entity: Computer “
5 Accepted No Conditions m
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Endpoint authentications are inspected against each sub-rule in the order listed, as

follows:

Sub-Rule Name Description

1. MAC Bypass

Endpoints matching this sub-rule authenticated using only
their MAC address, provided that these endpoint MAC
addresses are listed in the MAC Address Repository (MAR)
of the RADIUS Plugin. The MAR is the plugin's warehouse of
endpoints that authenticate using MAC address bypass
(MAB).

If the RADIUS Authorize action of this sub-rule is enabled,
the authorization defined in this action is imposed on
matching endpoints. Edit the sub-rule action and review the
defined authorization, provided by the policy template.

2. Accepted by
Computer Certificate

Endpoints matching this sub-rule had their authentication
accepted by the RADIUS server given the following
conditions:

= A machine certificate was presented by the endpoint.
» The network authentication method of the endpoint
supplicant was EAP-TLS.

If the RADIUS Authorize action of this sub-rule is enabled,
the authorization defined in this action is imposed on
matching endpoints. Edit the sub-rule action and review the
defined authorization.

3. Accepted by a
Certificate

Endpoints matching this sub-rule had their authentication
accepted by the RADIUS server given the following
conditions:

= A client certificate (issued to the machine or to the
user) was presented by the endpoint.

= The network authentication method of the endpoint
supplicant was EAP-TLS.

If the RADIUS Authorize action of this sub-rule is enabled,
the authorization defined in this action is imposed on
matching endpoints. Edit the sub-rule action and review the
defined authorization.

Using LDAP group in a Pre-admission authorization
rule where the authentication method is EAP-TLS
Authentication using Certificates causes the
authentication to fail. The failure occurs because
the plugin is unable to query an AD server based on
the user name presented in the certificate.

4. Accepted by
Computer
Authentication

Endpoints matching this sub-rule had their authentication
accepted by the RADIUS server given the following
condition:

= Computer-supplied credentials or a machine certificate
was used to authenticate the endpoint.

If the RADIUS Authorize action of this sub-rule is enabled,
the authorization defined in this action is imposed on
matching endpoints. Edit the sub-rule action and review the
defined authorization.
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Sub-Rule Name Description

5. Accepted Endpoints matching this sub-rule had their authentication
accepted by the RADIUS server and used an authentication
method not detected by any previous sub-rule.

If the RADIUS Authorize action of this sub-rule is enabled,
the authorization defined in this action is imposed on
matching endpoints. Edit the sub-rule action and review the
defined authorization.

The authorization options that can be defined in the RADIUS Authorize action are:
= Deny Access only
= VLAN Assignment only
= VLAN Assignment and one or more attribute-value pair (AVP) assignments
= One or more attribute-value pair (AVP) assignments only

It is recommended to tailor the authorization defined in each sub-rule action of the
policy you created using the Endpoint Authorization template, to address your
organization's unique authorization needs. For information about defining
authorization in the action, see Actions.

Corporate Wired and Wireless Authentication

In order to work with the 802.1X solution to handle both wired and wireless
corporate endpoints, it is recommended to verify that all aspects of your
organization's IT environment are properly configured before enforcing access
control. Plugin deployment/configuration might vary depending on the use case
scenarios you want to address using the RADIUS Plugin. For details, see Environment
Readiness.

The RADIUS Plugin can be configured to interoperate with any of the following
authentication sources:

= Single Domain Authentication: A single user directory domain

= Multi-Domain Authentication: Multiple user directory domains

= CounterACT RADIUS Server as a Proxy: External RADIUS server(s)

Single Domain Authentication

When the RADIUS Plugin (the CounterACT RADIUS server) must interoperate with a
single user directory domain, perform the following configuration tasks in the plugin's
Authentication Sources tab:

1. Add an organizational domain as the authentication source; the available
domains are configured in the User Directory Plugin.

The entry's Domains column is populated with the local authentication
source(s) (Microsoft Active Directory) as configured in the User Directory
Plugin.
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2. In the entry's Domains column, set the local authentication source to be both
the Default Source and the Null Domain handler. Doing so ensures that the
CounterACT RADIUS server attempts to authenticate all RADIUS access
requests against this source. RADIUS access requests can include any of the
following:

— User authentication
> Child domain
> Null domain
> Unknown domain
— Machine authentication
> Child domain
> Null domain
> Unknown domain

For details, see Configure Authentication Sources.

Multi-Domain Authentication

When the RADIUS Plugin (the CounterACT RADIUS server) must interoperate with
multiple user directory domains, perform the following configuration tasks in the
plugin's Authentication Sources tab:

= Add organizational domains as authentication sources; the available domains
are configured in the User Directory Plugin.

= Each entry's Domains column is populated with the local authentication
source(s) (Microsoft Active Directory) as configured in the User Directory
Plugin.

= (Optional) In one of the entry's Domains column, set the local authentication
source to be the Default Source. Doing so instructs the CounterACT RADIUS
server to attempt authentication against this source for RADIUS access
requests that contain an unknown domain.

= (Optional) In one of the entry's Domains column, set the local authentication
source to be the Null Domain handler. Doing so instructs the CounterACT
RADIUS server to attempt authentication against this source for RADIUS
access requests that do not contain a domain.

For details, see Configure Authentication Sources.

Pre-Admission Authorization in a Multi-Domain Environment

This section provides an example of the pre-admission authorization rules that a
Forescout user might configure when the RADIUS Plugin (the CounterACT RADIUS
server) operates in a multi-domain environment. For details, see Configure Pre-
Admission Authorization.

In this example, two Authentication Sources are defined in Forescout:
= The source named FSD contains the following domains:

— forescout.com
— aliasl
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— child2
The source named PM_DC contains the following domains:

— Pm.lab.forescout.com

— Eddie

— NULL Domain

CounterACT Devices
Drefault +

Authentication Sources

Fre-Admission Authorization

Server Cedificate RADILS Seftings

Search Q

Mame = Type Damains

FSD hicrosoft Active Directory forescout.corm,aliast,child2

Phd_Di Microsoft Active Directary prn.labforescout.com,Eddie, MULL Domain

The following authorization rules are defined:

are members of the PM group in authentication source FSD.

©) Edit Pre-Admission Authorization Rule X
Condition
Criterion Mame Criterion Value m
User-Mame contains: forescout.com
User-Mame contains: alias1
User-Mame contains: alias2
LDAP-Group FM

4 items (0 selected)

Autharization
Deny Access
VLAN
35

Templates

Aftribute Name Aftribute Value

Maitermns to display

Assign to VLAN 35 (authorization) the authenticated endpoint of users who

90
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Assign to VLAN 36 (authorization) the authenticated endpoint of users who
are members of the PM group in authentication source PM_DC.

Condition

Criterion Name
User-Name
User-Name

User-Name

3 items (0 selected)
Authorization
Deny Access
VLAM
36

Aftribute Name

©) Add Pre-Admission Authorization Rule

Criterion Value
caontains: pm.lab forescout.com
contains: eddie

contains: PM

Aftribute Value

Mo iterns to display

*

Templates

Authenticate the endpoints of users with no domain against domain PM_DC
and assign the authenticated endpoints to VLAN 40 (authorization).

The regular expression "["\@\\]*$ is used to evaluate the User-Name
attribute. This ensures that User-Name does not contain the @ (ampersand)

character and does not contain the \ (backslash) character.
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Authentication-Type
Called-Station-ID
Calling-Station-ID
Certificate-Commaon-Name
Certificate-Issuer
Certificate-Subject
Certificate-Subject-Altzrnate-Name
Day and Time Restriction
EAP-Type

LDAP-Group

MAC Found in MAR

MAR Comment
NAS-IP-Address
MAS-IPvE-Address
NAS-Port-Type

S5ID

Tunnelgdvlethod
Tunneled-User-Name
User-Mame

User-MName

Matches Expression  Expression "["\@\\]"ﬂ

Verify how this regular expression will be evaluated

Enter sample text

Result:

- Atributes

Condition

Criterion Name Criterion Value

User-Mame regexp: M@t

1 itemns (0 selected)

Authorization
[l Deny Access
WLAM

40

Aftribute Name Aftribute Value

Mo items to display

Edit

Remove

Templates

Edit

Remove

The result of applying these rules is displayed in the Pre-Admission Authorization

tab.
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CounterACT Devicas ~
Default
Pra-Admission Authorization
Rule Priority | Condition Authorization m
1 User-Name==%Qpm lab forescout com\E.*, User-Name== "QeddielE.*, LDAP-Group==PM, VLAN: 36 m
2 User-Name=>"\Qforescout.com\E.*, User-Name=="Qalias1\E.*, User-Name=>"\Qchild2\E.*, LDAP-Group==FM WLAN: 35
a User-Name==*[“g@W*3, VLAN: 40 =
Duplicate
4 User-Name=>*, Deny Access; 1 Attribute m
4 items (1 selected)
 apply | unco ] serp |

CounterACT RADIUS Server as a Proxy

When the RADIUS Plugin (the CounterACT RADIUS server) functions as a proxy to an
external RADIUS server, perform the following configuration tasks in the plugin's
Authentication Sources tab:

= Add the external RADIUS server as the authentication source; the available
external RADIUS servers are configured in the User Directory Plugin.

= |If you want the CounterACT RADIUS server to proxy all RADIUS access
requests to the external RADIUS server authentication source, set the
external RADIUS server to be the Default Source and the Null Domain
handler.

Endpoint authorization provided by pre-admission authorization rule or by Forescout
platform policies (the RADIUS Authorize action) always replaces an external RADIUS
server-provided endpoint authorization.

Centralized Web Authentication

Centralized web authentication is used to accomplish redirection of guest endpoints
for the purposes of managing these guests, who have requested access to your
organization's network (guests, whose network access is approved, can browse the
network and possibly use other network resources). Forescout centralized web
authentication combines the use of MAC authentication, provided by the RADIUS
Plugin, and Forescout platform policy actions to authenticate endpoints.

Forescout centralized web authentication delivers enhanced Forescout guest
management responsiveness. This enhanced Forescout guest management
responsiveness is provided by the RADIUS Plugin.

As of RADIUS Plugin version 4.2.0 (previously the 802.1X Plugin), IP-MAC
visibility is provided only by the plugin.
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Deploy Forescout centralized web authentication by performing the following tasks:
= Enable MAC Address Bypass

=  Configure Pre-Admission Authorization Rule

= Centralized Web Authentication Policy Template

Enable MAC Address Bypass

In the MAR, enable the Accept MAB authentication for endpoints not defined in
this repository option. Selecting this option instructs the RADIUS Plugin to use MAC
address bypass (MAB) to authenticate MAC addresses, which are received in RADIUS
requests that are not listed in the MAR. For details, see Configure MAC Access

Bypass.

Configure Pre-Admission Authorization Rule

In the Pre-Admission Authorization tab, add a rule containing the following rule
condition that the CounterACT RADIUS server uses to evaluate authenticated
endpoints for a match:

= Criterion name (endpoint attribute): SSID
= Criterion value (attribute value): <Guest SSID Name>

In the Pre-Admission Authorization tab, assign this rule Rule Priority 1. For details,
see Configure Pre-Admission Authorization.

In addition, define the following rule authorization (attribute-value pair assignments)
that the CounterACT RADIUS server imposes on authenticated endpoints found to
match the rule condition:

= Aruba Attribute-Value Pair for Rule Authorization

= Cisco Attribute-Value Pairs for Rule Authorization

= HPE Attribute-Value Pairs for Rule Authorization

=  Meraki Attribute-Value Pair for Rule Authorization

=  Meraki Management Configuration

Aruba Attribute-Value Pair for Rule Authorization

The following table presents the Aruba attribute-value (A-V) pair to use in defining
the rule authorization.

Vendor | Attribute Value

Aruba Aruba- Enter the user role name defined in the wireless controller.
User-
Role
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Cisco Attribute-Value Pairs for Rule Authorization

The following table presents the Cisco attribute-value (A-V) pairs to use in defining
the rule authorization. As necessary, modify these A-V pairs to use the A-V pairs of
other supported vendors.

Vendor ‘ Attribute Value

Cisco 1st: url-redirect-acl=
Cisco- Enter the ACL name that is configured on the WLAN device.
AVPair
2nd: url-redirect=
Cisco- http://${appliance_address}/captiveredirect/a?t=${client_

AVPair | token}

During expression evaluation, {appliance_address} is
dynamically replaced with the FQDN of the CounterACT Appliance.
This dynamic replacement requires that the Attempt to redirect
using DNS name option be enabled on the Appliance (Options >
NAC > HTTP Redirection > HTTP Redirection Settings).

HPE Attribute-Value Pairs for Rule Authorization

The following table presents the HPE attribute-value (A-V) pair to use in defining the
rule authorization.

Vendor | Attribute Value

HPE HPE- Enter the user role name defined in the wireless controller.
User-
Role

Meraki Attribute-Value Pair for Rule Authorization

The following table presents the Meraki attribute-value (A-V) pair to use in defining
the rule authorization. Modify these A-V pairs to use the A-V pairs of other supported
vendors, as required.

Vendor ‘ Attribute Value

Meraki | Cisco- url-redirect=
AVPair http://${appliance_address}/captiveredirect/a?t=${client_
token}

During expression evaluation, {appliance_address} is
dynamically replaced with the FQDN of the CounterACT Appliance.
This dynamic replacement requires that the option Attempt to
redirect using DNS name is enabled on the Appliance (Options >
NAC > HTTP Redirection > HTTP Redirection Settings).

Meraki Management Configuration

When configuring CWA on the Meraki management platform, make sure that the
following guidelines are addressed:

= Make sure that the CoA re-authentication method is enabled.
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=  When the managing Appliance is not the authenticating Appliance, define the
managing Appliance's IP address in the Walled Garden field. Doing so
enables the configured network device to communicate with the managing
Appliance, in addition to communicating with the authenticating Appliance.

— By default, the network device is allowed to communicate with the
configured, authenticating RADIUS servers.

— By default, the network device is allowed to communicate with the DNS
and DHCP servers.

For the definition of the terms managing Appliance and authenticating Appliance, see
Plugin Redundancy and Failover.

Centralized Web Authentication Policy Template

Use the Centralized Web Authentication template to generate a policy to accomplish
the following objective:

= Manage guest/corporate users network access lifecycle

It is recommended to tailor the policy you create, using the Centralized Web
Authentication template, to address your organization's unique guest
redirection/authentication needs.

Prerequisites

Before you run a policy based on this template, make sure to perform the following
tasks:

= Enable MAC Address Bypass

=  Configure Pre-Admission Authorization Rule

Create a Centralized Web Authentication Policy
This section describes how to create a policy based on the Centralized Web
Authentication template.

To create a policy:

1. In the Console, select the Policy tab.

() = [

File Repos Actions Tools Log Display Help

<) FORESCOUT A rone B sestinentor

2. Select Add. The Policy Wizard opens.

3. In the navigation tree, select RADIUS and then select Centralized Web
Authentication.
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@) Policy - Wizard - Step 1

Policy Type

RADIUS
» Templates
~ RADIUS
~ 802.1X
v 802 1x Readiness
Cisco Switch Readiness

Cisco Switch Port Readiness

~ 802.1x Enforcement
Authorization Source

Endpoint Authorization

Centralized Web Authentication

& Custom

Create a policy using a template or create a custom policy.

Wired Windows 7 Endpoint Readiness

Troubleshoot Rejected Authentications

Centralized Web Authentication

Use this template to create a policy that supports the deployment of CounterACT
centralized web authentication (CWA). CWA is @ method used fo accomplish redirection
of guest endpoints for the purposes of managing these guests, who have requested
access to your organization's network. CounterACT CWA combines the use of both
MAC Authentication, provided by the RADIUS Plugin, and CounterACT policy actions fo
authenticate endpoints.

The policy template factory settings generate a policy that uses Cisco A-V pairs. As
necessary, modify these A-V pairs to use the A-V pairs of other supported vendors

During the paolicy generation pracess for this template, ForeScout recommends

selecting in the IP Address Range dialog the "Unknown IP addresses” option. This
dialog defines the scope of endpoints IPs that are subjectto inspection by this policy

4. Select Next.

© Policy - Wizard - Step 2 of 5

Name
o Policy Type
Mame
Scope
Main Rule
Sub-Rules

MName

Description

Enter a name and description forthe policy.

Centralized Web Authentication)

5. Define a unique name for the policy you are creating based on this template

and enter a description.

— Use a name that clearly reflects what the policy does. Use a descriptive
name that identifies what your policy verifies and what actions will be

taken.

— Ensure that the name identifies whether the policy criterion must be met

or not met.

— Make policy names unique. Avoid policies with similar, generic names.
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Policy names appear in the Policy Manager, the Views pane, Reports and
in other features. Precise names make working with policies and reports
more efficient.

6. Select Next. The Scope pane and the IP Address Range dialog box open.

8.

9.

Use the IP Address Range dialog box to define which endpoints are inspected.

@ IP Address Range X

AllIPs

#*) Segment e

The following options are available:

All IPs: Include all IP addresses in the Internal Network.

Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and select
Segments from the Scope pane.

Unknown IP addresses: Apply the policy to endpoints whose IP addresses
are not known. Endpoint detection is based on the endpoint MAC address.

You can filter the range by including only policy groups and/or excluding
endpoints or users that should be ignored when using a policy.

When defining the policy scope, a best practice is to select the Unknown
IP addresses option in the IP Address Range dialog box. This option lets
you detect and handle endpoints based on their MAC address when an IP
address is not yet available to Forescout.

In the Scope pane, select Add to re-open the IP Address Range dialog box
and specify an additional IP address option.

Select Next. The Main Rule pane opens.

10.Select Next. The Sub-Rules pane opens and lists the default sub-rules of the

policy generated by the template. Sub-rules can be modified at this point if
required. For details, see Centralized Web Authentication Sub-Rules. In
addition, define the following rule authorization (attribute-value pair
assignments) that the CounterACT RADIUS server imposes on authenticated
endpoints found to match the rule condition. Select Finish. The policy is
created.
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Centralized Web Authentication Main Rule

Forescout platform-detected endpoints that meet the following criterion match the
main rule of this policy:

Endpoint is attached to a WLAN device SSID containing the value <SSID

Name>

0 Policy Type

o Name

o Scope
Main Rule
Sub-Rules

Q) Palicy - Wizard - Step 4 of 5

Main Rule

Use this screen to review palicy sub-rule definitions

Hosts are inspected by each sub-rule in the order shown. When a match is
found, the action defined is applied. If no match is found, the hostis inspected
againstthe next sub-rule

Condition
A host matches this rule if it meets the following condition:

All criteria are True v &

802.1x Endpoint 5510 - Contains <ENTER YOUR 551D

Actions
Actions are applied to hosts matching the above condition

Ena._. Action Details m

Mo items to display

In the Condition pane of the Main Rule pane, select the criterion 802.1X

Endpoint SSID - Contains <Enter Your SSID>.

Select Edit. The Condition window opens and displays the fields for

configuring the selected condition 802.1X Endpoint SSID.

Replace the text <Enter Your SSID> with the name of the SSID to which
endpoints attach when initiating access to your organization's network.
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Centralized Web Authentication Sub-Rules

Sub-rules of this policy are used to further evaluate those endpoints matching the
policy main rule. By default, each policy sub-rule includes an enabled action to be
applied on matching endpoints.

Q) Poliey - Wasard - Sep S8 5 *

Sub-Rules

*0000

[ e pravious | [ Fmian | cancer |

Endpoints matching the policy main rule are inspected against each sub-rule in the
order listed, as follows:

Sub-Rule Name Description

1. Signed In as Endpoints matching this sub-rule meet all of the
Corporate User following conditions:

=  Within the last <configurable number of> days, the
HTTP Login action accepted the user's login to the
organization's network and authenticated the
endpoint as an organization member

= The most recent authorization imposed on the
endpoint by the CounterACT RADIUS server was
NOT redirection of the endpoint to Forescout captive
portal for handling.

Forescout applies the RADIUS Authorize action on
endpoints matching this sub-rule. For details, see
Actions.

2. Signed In as Guest Endpoints matching this sub-rule meet all of the
following conditions:

= Within the last <configurable number of> days, the
HTTP Login action accepted the user's login to the
organization's network and authenticated the
endpoint as a guest

= The most recent authorization imposed on the
endpoint by the CounterACT RADIUS server was
NOT redirection of the endpoint to Forescout captive
portal for handling.

Forescout applies the RADIUS Authorize action on
endpoints matching this sub-rule. For details, see
Actions.
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Sub-Rule Name Description

3. Signed In - Pending
Authorization

Endpoints matching this sub-rule meet the following
condition:

= Within the last <configurable number of> days, the
HTTP Login action accepted the user's login to the
organization's network and authenticated the
endpoint as a member of the corporate organization
or as a guest.

The matching endpoint has authenticated, but the
CounterACT RADIUS server has not imposed any
authorization on it.

Forescout platform applies the RADIUS Authorize action
on endpoints matching this sub-rule. For details, see
Actions.

4. Obsolete Log In

Endpoints matching this sub-rule meet the following
condition:

= The most recent authorization imposed on the
endpoint by the CounterACT RADIUS server was
NOT redirection of the endpoint to Forescout captive
portal for handling.

Matching endpoints are no longer logged in to the
organization's network as a member of the corporate
organization or as a guest. These endpoints must
undergo centralized web authentication.

Forescout platform applies the RADIUS Authorize action
on endpoints matching this sub-rule to redirect these
users to the Forescout captive portal. For details, see
Actions. By default, the policy template generates a
policy that uses Cisco A-V pairs. As necessary, modify
these A-V pairs to use the A-V pairs of other supported
vendors.

5. Pending Log In

Endpoints matching this sub-rule did not match any of
the preceding sub-rules.

Forescout platform applies the HTTP Login action on
endpoints matching this sub-rule following their re-
direction to allow these users to log in again to the

organization's network.

For more information about the HTTP Login action, refer
to the User Directory Plugin Configuration Guide. See
Additional Forescout Documentation for information on
how to access this guide.
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Edu-Roam

Edu-Roam (education roaming) is a world-wide roaming access service developed for
the international research and education community. The service allows students,
researchers and staff from participating institutions and cities to obtain Internet
connectivity across town, campus, and when visiting other participating institutions.

When the CounterACT RADIUS server must proxy to an external RADIUS server in
support of an Edu-Roam deployment, use the following RADIUS Plugin configuration
guidelines:

Authentication Sources

In the Authentication Sources tab, select and configure the relevant entries as
follows:

= Set the RADIUS server, designated to serve Edu-Roam endpoint
authentication, to be the Default Source.

All RADIUS access requests with an implicit unknown domain are handled by
this authentication source.

= All other authentication sources' Domains column is populated with the local
authentication source(s) (Microsoft Active Directory) as configured in the User

Directory Plugin.

— (Optional) Set one of these other authentication sources to be the NULL
Domain handler.

RADIUS
Authentication Sources Select the RADIUS server and the User Directories that handle the validation of credentials provided during endpoint authentication.
Define the set of prioritized rules that the RADIUS server uses to evaluate endpoints for authorization treatment, after their authentication by the RADIUS.
Pre-Admission For endpoints matching a rule’s condition, the RADIUS server applies the defined authorization treatment to the endpoint in the ACCEPT message it sends to the NAS device.
Authorization These rules are evaluated by the RADIUS server when no other CounterACT source - policy action or MAC Address Repositery - provides the authorization to impase on an
authenticated endpoint.
RADIUS Settings Define RADIUS server settings that affect the operation of the CounterACT RADIUS server.

Authentication Sources

Search Q,

Name = Type Domains m
ext_rad_ipv4 (Source NOT in USE) ~ RADIUS To use this authentication source, either (1) define it a domain, (2) set it as the DEFAULT source or (3) setit fo han Configure
ext_rad_ipvé RADIUS DEFAULT Source Set Default
ndc1 Microsoft Active Directory networking.lab forescout.com m
g30dc1 Microsoft Active Directory dom30.lab.forescout. com,dom30, child2, CHILD30-2, NULL Domain
q3ide Microsoft Active Directory dom31 1ab forescout com
q32dc1 Microsoft Active Directory dom32.1ab.forescout.com
q34dc1 Microsoft Active Directory dom34.lab.forescout.com
q35dc Microsoft Active Directory dom35 lab.forescout. com
q37dc1 Microsoft Active Directory dom37 lab forescout com, DOM37, child37-1. dom37 lab forescout com, child37-2.dom37 |ab forescout com, child

9 items (1 selected)

For details about authentication source domain assignments, see Configure
Authentication Sources.
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Pre-Admission Authorization

In the Pre-Admission Authorization tab, define the following pre-admission
authorization rules:

= Authorize roaming users, on SSID edu-roam, to access the organization's
network.

For example, only during specific hours; from 8 a.m. - 7 p.m. Monday -
Friday, and assign these endpoints to VLAN 10.

= Authorize local users, on SSID edu-roam, to access the organization's
network.

For example, 24 per day/7 days a week and assign these endpoints to VLAN
1.

= (Optional) Authorize all other users with Deny Access.

The CounterACT RADIUS server always handles the authorization of endpoints.

Edu-Roam Endpoint Authorization

@) Add Pre-Admission Criterion X
- Atributes 551D

Authentication-Type

Called-Station-ID Matches v Expression edu-oam

Calling-Station-1ID
Certificate-Common-Mame
Cerlificate-lssuer
Cetificate-Subject
Certificate-Subject-Alternate-Mame
Day and Time Restriction
EAP-Type

LDAP-Group

MAC Found in MAR,

MAR Comment
NAS-IP-Address
MNAS-IPv6-Address
MNAS-Port-Type

SSID

Tunneledviethod
Tunnsled-User-Nams
User-Nama

Selected periad: Monday threugh Friday from 08:00 fo 19:00
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Condition

Criterion Mame Critzrion Value m
Day and Time Resiriction Mo0300-1900,Tud800-1900,We0800-1800... Edit
SSID equals: edu-roam

Remove

2 itemns (0 selected)

Authorization

[] Deny Access
WLAN
10

Attribute Mame Aftribute Value m
Templates
Edit

Mo iterns to display Remove

Local Endpoint Authorization

- Atributes SSID
Authentication-Type
Called-Station-ID Matches v Expression  edu-roam

Calling-Station-ID
Certificate-Comman-Nams
Certificate-lssuer
Certificate-Subject
Cerfificate-Subject-Alternate-Name
Day and Time Restriction
EAP-Type

LDAP-Group

MAC Found in MAR

MAR Comment
NAS-IP-Address
NAS-IPvE-Address
MNAS-Port-Type

551D

TunneledMethod
Tunneled-User-Nams
User-MName
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- Atributes

Authentication-Type
Called-Station-ID
Calling-Station-ID
Certificate-Commaon-Name
Certificate-lzsuer
Certificate-Subject
Certificate-Subject-Alternate-Name
Day and Time Resfriction
EAP-Type

LDAP-Group

MAC Found in MAR

MAR Comment
MNAS-IP-Address
NAS-Pv6-Address
MAS-Port-Type

SSID

Tunneled-Method
Tunneled-User-Name
User-Name

User-Mame

Contains ~w  Expression NatinnaITechUni|

Condition

Criterion Name Criterion Value
551D equals: edu-roam

User-Name contains: Mational Tech Uni

2 items (1 selected)

Authorization

[l Deny Access
VLAN

1l

Aftribute Name Aftribute Value

Mo items to display

Remove

Templates
Edit

Remove

Version 4.5.1

105



Authentication Module: RADIUS Plugin Configuration Guide

Pre-Admission Authorization Tab Rule Display

CounterACT Devices .
Default
Pre-Admission Authorization
Rule Priority ' Condition Autherization m
1 SSID==\Qedu-roamiE, User-Name== "QNational Tech UniE %, VLAN. 1 m
2 S5ID==\Qedu-roam\E, Day and Time Resfriction=>Mo0800-1900,Tu0800-1900,We0300-1300,Th0800-1900,Fr0800-1900, VLAN: 10
3 User-Name==%, Deny Access, 1 Alfribute 5
Duplicate
3 items (1 selected)
Aoy | undo ] e

MAC Address Bypass

To allow endpoint network authentication using only a MAC address, see Configure
MAC Access Bypass. MAC address bypass (MAB) authentication is typically used to
authenticate network endpoints such as printers. You can define the authorization
that the CounterACT RADIUS server imposes on the endpoint following its
authentication. Possible authorizations include:

= Deny access only

= VLAN assignment only

= VLAN assignment and one or more attribute-value pair (AVP) assignments
= One or more attribute-value pair (AVP) assignments.

For details about defining authorization options, see Rule Authorization.

In the RADIUS Plugin, implement endpoint MAB authentication using any of the
following configurations:

= |ocal Mode

= Proxy Mode
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Local Mode

Configure entries in the MAC Address Repository (MAR). These are the identified
endpoints that you permit to authenticate using MAB.

Options
RADIUS MAC Address Repository
0 RADIUS Maintain the repository of MAC addresses of endpoints that do not have a functicning 802.1x supplicant and are authenticated, by the RADIUS Server, using

MAC address bypass (MAB)

0 MAC Address Repository ~ Optionally, per MAC address entry in this repository, define an authorization that is imposed on the MAB-authenticated endpoint by the RADIUS Server.
Possible authorizations include: Access Denial, VLAN Assignment and/or one or more attribute-value pair (AVP) assignments. When a MAC address entry
does not have an authorization defined in the repository, the RADIUS server evaluates the Pre-Admission Authorization rules to authorize the
MAB-authenticated endpoint.

Search Q,

MAC Address «  MAR Comment  Last Edited by Authorization
111111111111 Manually by CounterACT Operator | Alfribute
222222727272 Manually by CounterACT Operator | AllTbute Remove
444444444444 Manually by CounterACT Operator

3 items (1 selected)
Accept MAB authentication for endpoints not defined in this repository

Proxy Mode

In the Authentication Sources tab, configure an external RADIUS server entry with
the domain assignments NULL Domain and DEFAULT Source. The CounterACT
RADIUS server then queries this source to accomplish endpoint authentications. For
details about authentication source domain assignments, see Configure
Authentication Sources.

Authentication Sources Pre-Admission Authorization RADIUS Settings
Q

Name =~ Type Domains m
ext_rad_ipv4 (Source NOT in US_. RADIUS To use this authentication source, either (1) define it a domain, (2) set it as the DEFAULT source or (3) set itto
ext_rad_ipve RADIUS DEFAULT Source, NULL Domain
ndc1 Microsoft Active Directory networking.lab forescout.com m
q30dc1 Microsoft Active Directory dom30.lab.forescout.com,dom30, child2, CHILD30-2
g31dc Microsoft Active Directory dom31.lab.forescout.com
g32dc1 Microsoft Active Directory dom32./ab.forescout.com -
g34del Microsoft Active Directory dom34.|ab.forescout.com

The CounterACT RADIUS server always handles the authorization of endpoints that
require MAB authentication. Make sure that your Pre-Admission Authorization
rules are well defined, such that these endpoints are not denied access by default.
For the authorization processing logic, see Authentication-Authorization Processing
Flow.
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Network Endpoint Administration

The RADIUS Plugin supports the need to perform authentication and initial
authorization on the administrators of an organization's network endpoints, based on
both RADIUS and Active Directory. The administrator, in this use case, already has
access to the organization's network; what they need is to be able to log in to a
network device and to execute shell commands on that device.

To accomplish this:

In the organization's network device, configure:

— The IP address of the CounterACT device as the RADIUS server
— The pre-shared key of the CounterACT RADIUS server

In the User Directory Plugin, configure the Active Directory server to be
queried about user group membership (LDAP-Group)

In the RADIUS Plugin:
— In the RADIUS Settings tab, select Enable PAP-Authentication.

PAP authentication is not secure and, therefore, must be explicitly selected
for use.

— In the Authentication Sources tab, add the Active Directory server as an
authentication source and configure test credentials and join credentials.
Join the applicable AD domain and run the plugin test.
— In the Pre-Admission Authorization tab, add the following pre-admission
rule:
> Rule Condition that evaluates the Authentication-Type attribute for a
match on the value PAP.

> Rule Authorization that uses the attribute template: Cisco-Network
Device Administration. This template contains the Service-Type
attribute with the value NAS-Prompt-User and the Cisco-AV Pair
attribute with the value shell:priv-lv=#. Replace the pound sign (#)
with a valid privilege level value that allows user execution of shell
commands on the network device, which are authorized for that
privilege level.

Generate a Forescout platform policy log and view policy processing activity that
specifically dealt with PAP Authentication.

To generate a policy log and view PAP Authentication activities:

1.

In the Console toolbar, select Log > Policy Log. The Policy Log dialog box
opens.

In the dialog box, define a time scope, a host scope and the number of
records you want the log to display.

Select OK. The Policy Log window opens, displaying the generated results.

Using the Filter options/fields, re-generate filtered log results that display
PAP authentication activities.

Double-click a log entry to view its details.
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@ Boliey Log R

Palicy Leg
Faer ot | A w wakn Ter| € Dataite for - null =l m [

UserPrincipalName does not match
sAMAccountName

There are cases where the userPrincipalName (UPN), a logon name for a user
based on the Internet-standard RFC 822, and the sAMAccountName (SAM), a
logon name used to support clients and servers for pre-Windows 2000 environments,
may be in use but do not match.

For cases where users log on using the UPN account and the UPN account name is
not the same as the SAM, the Forescout administrator should set dot1x
set property config.upn.doesntmatch.sam to true.

Setting the flag to true allows the Forescout Platform to conduct an additional query
to collect the SAM information from the LDAP using the UPN. Restarting the plugin is
required after the flag is enabled and before authentication.

To allow user log on when UserPrincipalName does not match
sAMAccountName:

1. Log in to the CLI on the Appliance.

2. Run the following commands:

a. fstool dotlx set_property config.upn.doesntmatch.sam true.
b. fstool dotlx restart

Advanced Topics

This section presents information about the following advanced topics:

=  Authentication-Authorization Processing Flow

= Re-Authentication Methods

=  Plugin Redundancy and Failover

=  Common Troubleshooting Issues
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Authentication-Authorization Processing Flow

The following diagram presents the CounterACT RADIUS server processing flow when
performing endpoint authentication and authorization:

FR gets
authenticaton
request

ves

authenticate
EAP-PEAFEAP-TLS

send properties’
to CAand dery
access

authenticated
successhully?

yes

search MAC
in MAR tahle

ound in
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doesn'tapply to found

n
MAR)

update authorization
based on pre
addmission policy

send properies
to CAand dery
access

send properties to
CA ahd send reply

When the CounterACT RADIUS server must impose authorization on managed,
authenticated endpoints, it uses the authorization provided from the following

hierarchy of Forescout sources:

1. Policy action authorization — If available, first preference.

— Exception: When an endpoint attempts its initial admission to an
organization's network (Forescout platform has not yet detected the
endpoint), the CounterACT RADIUS server always imposes the matching

pre-admission authorization rule on the endpoint.

2. MAR authorization — If available, second preference.
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3. Pre-admission authorization rule — Third preference. The CounterACT RADIUS
server evaluates pre-admission authorization rules when no other Forescout

source (not policy action, no MAC Address Repository) provides the

authorization to impose on an authenticated endpoint, including when an

endpoint attempts its initial admission to an organization's network

(Forescout platform has not yet detected the endpoint).

When none of the above sources provide the CounterACT RADIUS server with the
authorization to impose on an authenticated endpoint, the CounterACT RADIUS
server does not include any authorization in its reply to the NAS device. In this case,
the NAS device determines the authorization to impose on the endpoint.

Re-Authentication Methods

The RADIUS Plugin employs any of the following re-authentication methods:

Method

Protocol

NAS
Type

Vendor

Packet Content

Priority

COA RADIUS- General | Cisco Port=1700, with Cisco | 1
CoA VSA="'subscriber:c
ommand=reauthenti
cate"
COA RADIUS- Switch Tellabs Port = 3799, with 2
CoA Calling-Station-ld and
Tellabs-AVPair="subs
criber:command=re
authenticate"
POD General RADIUS- General General Port = 3799 2
POD with Accounting SID
POD Cisco RADIUS- General Cisco Port = 3799 3
POD with Accounting SID,
""Service-
Type=Login"*
Port SNMP Switch General MIB = 4
Authenticate "1.0.8802.1.1.1.1
.1.2.1.5"
+ port index
Aironet SNMP WLAN Cisco/Aironet MIB = 5
De- Device "1.3.6.1.4.1.1417
authentication 9.2.1.4.1.22
Xirrus De- SNMP WLAN Xirrus MIB = 6
authentication Device "1.3.6.1.4.1.2101
3.1.2.22.3.0"
Port Bounce SNMP Switch General MIB = 7

"1.3.6.1.2.1.2.2.
.7

+ port index
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If you need to customize any of the Packet Content information, contact your
Forescout representative.

Plugin Redundancy and Failover

This section provides an overview of the internal redundancy mechanism of the
RADIUS Plugin. The following diagram presents a standard 802.1X deployment:

—( Capable Devlcesj

Authenticating
Appliance
CA RADIUS-a
EM
NAS Config:
CA RADIUS
servers a, b, ¢ Authenticating
Appliance
CA RADIUS-b
Appliance
CA RADIUS-c

Terminology:

= Authenticating Appliance — The CounterACT Appliance that initially
authenticates the endpoint.

= Managing Appliance — The CounterACT Appliance whose assigned IP
address scope includes the endpoint IP address.
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= Capable Devices — The CounterACT RADIUS servers defined on a NAS and
which the NAS has previously addressed for authentication.
Each CounterACT RADIUS server maps the NAS devices to which it can send
re-authentication requests.

Managing and authenticating Appliances are capable by definition.

When an Appliance triggers an authorization action, the Forescout infrastructure
sends this action to the group of capable Appliances per the relevant controller. As
with any action, the Forescout infrastructure also sends the authorization action to
the Managing appliance, regardless of whether that Appliance is capable or not. Each
capable Appliance that receives the authorization action learns it and waits;
preparing itself to respond to endpoint authentication requests with the application of
this action.

At this point, the managing Appliance manages endpoint re-authentication, as
follows:

1. The RADIUS Plugin compiles an internal list of all capable CounterACT RADIUS
servers.

2. Starting with the authenticating Appliance, the managing Appliance evaluates
each capable device to identify the Appliance/CounterACT RADIUS server that
will issue the re-authentication request.

3. If no capable device is available other than the authenticating Appliance and
the authenticating Appliance is out of service, the managing Appliance issues
the re-authentication request.

4. When the managing Appliance is out of service, no policy evaluation
processing occurs.

Common Troubleshooting Issues

This section describes how to troubleshoot the following common plugin issues that
are associated with a Forescout machine failing to join a domain:

= User Directory Plugin Incorrectly Configured
=  Winbindd Dead

Forescout Machine Fails to Join Domain

User Directory Plugin Incorrectly Configured

Review User Directory Readiness.

Winbindd Dead
IF Winbindd is not running or is not running properly, do the following:

= Verify that Forescout hostname length is no longer than 15 characters. This is
a Microsoft AD constraint.

= Verify the Admin user, which is configured in User Directory Plugin, has the
required privileges to bind and join to the domain.
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= Check that the NTP service is configured (typically performed during
Forescout installation). If not configured, do the following to point to the
proper IP address:
a. Log in to the CounterACT device CLI.

b. Run the following command:
fstool ntp <server ip>

= In User Directory Plugin, check both the alias and child domain configurations.
See User Directory Readiness.

In some cases, deployments fail due to improper network-related configuration:

= Verify environment readiness [pre-shared key, NAS configuration, endpoint
readiness].

Appendix

This appendix presents information about the following plugin topics:

. Configure Endpoint Supplicant

Configure Endpoint Supplicant

This section describes how to configure a supplicant on endpoints running any of the
following operating systems:

=  Supplicants on Windows 7/Windows XP Endpoints

=  Supplicants on MAC Endpoints

Supplicants on Windows 7/Windows XP Endpoints

This section describes how to configure a supplicant on endpoints running the
Windows 7 or the Windows XP operating system.
To configure the Windows 7/XP endpoint supplicant:

1. Verify that the WIRED/WLAN-AutoConfig service is automatically started and
running on the endpoint.

2. Navigate to View Network Connections. The Local Area Connection
Properties dialog box opens to the Networking tab.
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i
Networking | Authentication | Sharing |
Connect using.
I ¥ Atheros ARB131 PCIE Gigabit Ethemet Controller (NDIS €
This connection uses the following items:
%) Clent for Microsoft Networks
¥ JBl00S Packet Scheduler
% E File and Printer Shating for Microsoft Networks
[] -2 Intemet Protocol Version B (TCPAPYE)
¥ i Intemet Protocal Version 4 (TCP/IPv4)
Wl s Lirk-Layer Topology Discovery Mapper 170 Driver
W] s Link-Layer Topology Discovery Responder
Install... Uninstall I Properties l
— Description
Allows your computer to access resources on a Microsoft
network.
oK Cancel

3. Right-click and select the properties of the LAN card connected to the switch.

4. Select the Authentication tab.
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@ Local Area Connection Properties ﬂ

' Metworking  Authentication | Shalingl

Select this option to provide authenticated network access far
thiz Ethernet adapter.

nable IEEE 8021 authentication

Choosze a netwaork. authentication method:

[ Microseft: Protected EAP PEAP) |
®iemember my credentials for thiz connection each
ime 'm logged on

®allback to unauthorized network, access

ak. | Cancel |

5. Configure the following authentication settings:

a. Select Enable IEEE 802.1X authentication to start the supplicant or
clear this option to stop the supplicant.

b. From the Choose a network authentication method drop-down menu,
select Microsoft: Protected EAP (PEAP).

c. When using manually entered credentials, select Remember my
credentials for this connection each time I'm logged on. When
selected, the supplicant caches and then re-uses authenticated
credentials. If not selected, the user is prompted to enter their credentials
with every re-authentication.

d. If a 802.1X supplicant is connected to a non-802.1X port, select Fallback
to unauthorized network access.
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e. Select Settings.

Protected EAP Properties x|

When connecting:

— v lidate server certificate

@gnnect ko these servers::
I_Example Server Certificate

Trusted Rook Certification Authorities:

O Addrrust External Ca Rook -
Oca

O class 3 Public Primary Certification Authority

O class 3 Public Primary Certification Authority

D DigiCert High Assurance EV Rook CA

D Entrust.net Secure Server Certification Authority

[ Equifax Secure Certificate Authority _ILI
| | B

@o not prompt user ko authorize new servers or trusted
ertification authorities,

Select Authentication Method:

ISecured password (EAP-MSCHAP v2) j m b
o —
@able Fast Reconnect
Enforce Metwork Access Protection
[ Disconnect if server does not present cryptobinding TLY
™ Enable Identity Privacy I

OF I Cancel |

In the Protected EAP Properties dialog box, configure the following:

a. To have the client validate RADIUS server authenticity, select the
Validate Server Certificate option.

b. In the Trusted Root Certificate Authorities pane, select the root
certificate of the CA that signed the installed RADIUS server certificate.
See Certificate Readiness.

c. Select Do not prompt user to authorize new servers or trusted
certification authorities to disable the following event prompt:

When encountering an unknown certificate, the supplicant might present a

dialog box that allows the user to manually trust a certificate from an
unknown source.

d. From the Select Authentication Method drop-down menu, select the
Secured password (EAP-MSCHAP v2) method.

To configure Secured password (EAP-MSCHAP v2) settings, select
Configure.

e. To cache TLS session keys and make re-authentications faster, select
Enable fast reconnect.

Select OK to return to the Local Area Connection Properties dialog box, and
then select OK to save your settings.
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Supplicants on MAC Endpoints

Supplicants on MAC endpoints are automatically configured when these endpoints
attempt to access an 802.1X-restricted network.

Authentication Module Information

The RADIUS Plugin is installed with the Forescout Authentication Module.

The Forescout Authentication Module provides secure network access across wired,
wireless, and guest networks through its RADIUS and User Directory Plugins.

The Authentication Module is a Forescout Base Module. Base Modules are delivered
with each Forescout release. This module is automatically installed when you
upgrade the Forescout version or perform a clean Forescout installation.

The User Directory and RADIUS Plugins are installed and rolled back with the
Authentication Module.

Refer to the Forescout Authentication Module Overview Guide for more module
information, such as module requirements, upgrade and rollback instructions.

Additional Forescout Documentation

For information about other Forescout features and modules, refer to the following
resources:

=  Documentation Downloads

= Documentation Portal

= Forescout Help Tools

Documentation Downloads

Documentation downloads can be accessed from the Forescout Technical
Documentation Page, and one of two Forescout portals, depending on which licensing
mode your deployment is using.

= Per-Appliance Licensing Mode — Product Updates Portal

= Flexx Licensing Mode — Customer Support Portal

Software downloads are also available from these portals.

To identify your licensing mode:

= From the Console, select Help > About Forescout.
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Forescout Technical Documentation Page

The Forescout Technical Documentation Page provides access to a searchable, web-
based Documentation Portal as well as PDF links to the full range of technical
documentation.

To access the Technical Documentation Page:

= Go to https://www.Forescout.com/company/technical-documentation/

Product Updates Portal

The Product Updates Portal provides links to Forescout version releases, Base and
Content Modules, and eyeExtend products, as well as related documentation. The
portal also provides a variety of additional documentation.

To access the Product Updates Portal:

= Go to https://updates.forescout.com/support/index.php?url=counteract and
select the version you want to discover.

Customer Support Portal

The Downloads page on the Forescout Customer Support Portal provides links to
purchased Forescout version releases, Base and Content Modules, and eyeExtend
products, as well as related documentation. Software and related documentation will
only appear on the Downloads page if you have a license entitlement for the
software.

To access documentation on the Customer Support Portal:

= Go to https://Forescout.force.com/support/ and select Downloads.

Documentation Portal

The Forescout Documentation Portal is a searchable, web-based library containing
information about Forescout tools, features, functionality, and integrations.

To access the Documentation Portal:

= Go to https://updates.forescout.com/support/files/counteract/docs_portal/

Forescout Help Tools
Access information directly from the Console.
Console Help Buttons

Use context sensitive Help buttons to quickly access information about the tasks and
topics you are working with.

Forescout Administration Guide
= Select Administration Guide from the Help menu.

Plugin Help Files
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= After the plugin is installed, select Tools > Options > Modules, select the
plugin and then select Help.

Documentation Portal

= Select Documentation Portal from the Help menu to access the
Documentation Portal.

Version 4.5.1 120



	Overview
	About the 802.1X Protocol
	Endpoints with Supplicant: Processing Sequence
	Endpoints without Supplicant: Processing Sequence

	About the Forescout RADIUS Plugin
	IPv6 Support

	RADIUS Plugin Components
	Authentication Sources
	Pre-Admission Authorization
	RADIUS Settings
	MAC Address Repository

	Supported Authentication Protocols
	What to Do

	Forescout Requirements
	Environment Readiness
	Certificate Readiness
	System Certificate
	Trusted Certificate

	Network Device Readiness
	Cisco Switch Readiness Template
	Prerequisites
	Create a Policy
	Cisco Switch Readiness Main Rule
	Cisco Switch Readiness Sub-Rules

	Cisco Switch Port Readiness Template
	Prerequisites
	Create a Policy
	Cisco Switch Port Readiness Main Rule
	Cisco Switch Port Readiness Sub-Rules


	Endpoint Readiness
	Wired Windows 7 Endpoint Readiness Template
	Prerequisites
	Create a Policy
	Wired Windows 7 Endpoint Readiness Main Rule
	Wired Windows 7 Endpoint Readiness Sub-Rules


	User Directory Readiness
	User Directory Plugin: General Pane
	User Directory Plugin: Settings Pane
	Using Microsoft Active Directory: Other Issues
	Using an External RADIUS Server


	Configure the Plugin
	Configure Authentication Sources
	Work with Authentication Sources
	Determine the Authentication Source to Query
	Join CounterACT Endpoints to Active Directory Domains
	Test Authentication Source Functionality
	Testing with Microsoft Active Directory Server
	Testing with RADIUS Server


	Configure Pre-Admission Authorization
	Rule Configuration
	Rule Condition
	Criterion Name
	Criterion Value

	Rule Authorization
	Adding/Editing Attribute-Value Pairs
	Attribute-Value Templates



	Configure RADIUS Settings
	Configure the Plugin Per Appliance
	Configure MAC Access Bypass
	What You See in the Repository
	Creating MAR Entries
	Automatically Add Entries
	Manually Add Entries
	Import and Export MAR Entries
	Guidelines for Creating a CSV File


	Editing and Removing MAR Entries

	Ensure That the Component Is Running

	Testing and Troubleshooting
	Test Full Plugin Configuration
	Troubleshooting Policy Templates
	Troubleshoot Rejected Authentications Policy Template
	Prerequisites
	Create a Troubleshoot Rejected Authentications Policy
	Troubleshoot Rejected Authentications Main Rule
	Troubleshoot Rejected Authentications Sub-Rules


	Technical Support


	Plugin Properties and Custom Policies
	Properties for Use in Policy Conditions
	Advanced Properties
	Authentication Decision Properties
	Authentication Details Properties
	Authentication Events Properties
	Authorization Properties
	Client Certificate Properties
	MAR Properties
	NAS Device Properties
	Windows 7 Supplicant Properties

	Create Custom Policies
	Policy Scope


	Actions
	RADIUS Authorize Action
	Cancelling the RADIUS Authorize Action

	802.1X Update MAR Action

	Use Cases
	Categorize Endpoint Authorizations
	Authorization Source Policy Template
	Prerequisites
	Create an Authorization Source Policy
	Authorization Source Main Rule
	Authorization Source Sub-Rules



	Monitor Successful Authentications and Apply Authorizations
	Endpoint Authorization Policy Template
	Prerequisites
	Create an Endpoint Authorization Policy
	Endpoint Authorization Main Rule
	Endpoint Authorization Sub-Rules



	Corporate Wired and Wireless Authentication
	Single Domain Authentication
	Multi-Domain Authentication
	Pre-Admission Authorization in a Multi-Domain Environment

	CounterACT RADIUS Server as a Proxy

	Centralized Web Authentication
	Enable MAC Address Bypass
	Configure Pre-Admission Authorization Rule
	Aruba Attribute-Value Pair for Rule Authorization
	Cisco Attribute-Value Pairs for Rule Authorization
	HPE Attribute-Value Pairs for Rule Authorization
	Meraki Attribute-Value Pair for Rule Authorization
	Meraki Management Configuration

	Centralized Web Authentication Policy Template
	Prerequisites
	Create a Centralized Web Authentication Policy
	Centralized Web Authentication Main Rule
	Centralized Web Authentication Sub-Rules



	Edu-Roam
	Authentication Sources
	Pre-Admission Authorization
	Edu-Roam Endpoint Authorization
	Local Endpoint Authorization
	Pre-Admission Authorization Tab Rule Display



	MAC Address Bypass
	Local Mode
	Proxy Mode

	Network Endpoint Administration
	UserPrincipalName does not match sAMAccountName

	Advanced Topics
	Authentication-Authorization Processing Flow
	Re-Authentication Methods
	Plugin Redundancy and Failover
	Common Troubleshooting Issues
	Forescout Machine Fails to Join Domain
	User Directory Plugin Incorrectly Configured
	Winbindd Dead



	Appendix
	Configure Endpoint Supplicant
	Supplicants on Windows 7/Windows XP Endpoints
	Supplicants on MAC Endpoints


	Authentication Module Information
	Additional Forescout Documentation
	Documentation Downloads
	Forescout Technical Documentation Page
	Product Updates Portal
	Customer Support Portal

	Documentation Portal
	Forescout Help Tools


