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About Network Devices Compatibility

The Forescout platform supports a wide range of device vendors and their products. The following tables describe support for hardware and software, with
detailed information about the models and operating systems versions that were validated for integration with Forescout’s Switch, Wireless, VPN, Cloud
Network Controller, Host Property Scanner, Data Center Cloud and Extended Module Plugins.

Products in these tables below represent a subset of each vendor’s product portfolio, as it is impossible to test every available model and operating
system. The Forescout platform may support additional models from these vendors as well, although not explicitly specified below.

The Forescout Compatibility Team validates the suggested releases from the vendors listed. This may not always be the latest release as these releases
may in fact introduce instability in the platform functionality. The team works closely with vendors to ensure stability where there is questionable platform
behavior.

For more information about supported functionalities, configuration and requirements refer to individual Plugin Configuration Guides.
Forescout reserves the right to change this document at any time, without notice, at Forescout’s sole discretion.
Throughout this document there may be the following annotations. These are the definition of these abbreviations:

N/A - Not Applicable. The vendor does not support this feature.
N/S - Not Supported. The Forescout platform does not support this functionality. This feature may be available in a later release.



Forescout

Wired Integrations (Switches)

Compatibility Matrix

The Forescout platform supports the following switches:

Cisco Switches

VRF configuration is supported for switches that implement VRF.

Category

Campus
LAN
Switches —
Access

Switch

Catalyst 2900

Catalyst 294X
Series
Catalyst 295X
Series

Catalyst 296X
Series

Catalyst 297X
Series

Catalyst 3550

Intelligent Ethernet
Switches for Metro

Access

Catalyst 356X
Series

Catalyst 36 XX
Series

Catalyst 37XX
Series

OS Version

I0S-11.2.x
10S-12.2.x

10S-12.2.x

10S-12.2.x
10S-15.2.x

10S-12.2.x

10S-12.2.x

10S-12.2.x
I0S-15.2.x

IOS-XE 3.6.x
IOS-XE 16.3.x
IOS-XE 16.6.x

IOS-XE 16.9.x

IOS-XE 16.12.x

10S-12.2.x
10S-15.2.x

Minimum Forescout
Plugin Version

V7: SW-8.7.3

V7: SW-8.7.3

V8: SW-8.12.2.2155

V7: SW-8.7.3

V7: SW-8.7.3

V7: SW-8.11.2
V8: SW-8.12.2.2179
Vv8.1: SW-8.13.0

V7: SW-8.11.2
V8: SW-8.12.2.2179
Vv8.1: SW-8.13.0

V8: SW-8.12.2.2567
V8.1: SW-8.13.3.1054

Vv8.1: SW-8.13.3.1216

V7: SW-8.11.2
V8: SW-8.12.2.2179

eyeSight

Endpoint
Detection

\/
\/
\/
\/
\/
\/
\/
\/
\/
\/

VolP Switch Assign to Block Switch
Detection |Discovery |VLAN Port

\/

\/

eyeControl

\/

\/

Provision
ACL

N/A
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eyeControl

Category Switch OS Version Minimum Forescout eyeSight

V8.1: SW-8.13.0

Plugin Version . - . . —
Endpoint |VolIP Switch Assign to Block Switch |Provision
Detection |Detection |Discovery JVLAN Port ACL
Catalyst 38XX IOS-XE 3.6.x V7: SW-8.11.2 \ \ \ \ V \
Series IOS-XE 3.7.x V8: SW-8.12.2.2179
V8.1: SW-8.13.0
|IOS-XE 16.3.x V7: SW-8.11.2 v v \ \ Y \
|OS-XE 16.6.x V8: SW-8.12.2.2179
V8.1: SW-8.13.0
IOS-XE 16.9.x V8: SW-8.12.2.2567 v v \ \ v \
V8.1: SW-8.13.3.1054
IOS-XE 16.12.x V8.1: SW-8.13.3.1216 N v \ \ v \
Catalyst 4000 10S-12.2.x V7: SW-8.7.3 v v \ \ v x/
Catalyst 45XX IOS-XE 3.4.x V7: SW-8.11.2 v V1 x/ x/ v x/
Series IOS-XE 3.6. V8: SW-8.12.2.2179
IOS-XE 3.8.x V8.1: SW-8.13.2
|IOS-XE 3.10.x
IOS-XE 3.11.x V8: SW-8.12.2.2567 v Vi v v v v
V8.1: SW-8.13.3.1054
Catalyst Express  10S-12.2.x V7: SW-8.7.3 \ \ \ \ \ J
500
Catalyst 9XXX IOS-XE 16.6.x V8: SW-8.12.2 \ \ \ \ \ J
Series |OS-XE 16.8.x
IOS-XE 16.9.x V8: SW-8.12.2.2567 v v v v v v

V8.1: SW-8.13.3.1054

! For use with PoE, CLI must be enabled in Forescout



Forescout

Category

Campus
LAN
Switches —
Compact

Campus
LAN
Switches —
Core &
Distribution

Data Center
Switches
with NX-OS
Software

Switch

Catalyst 35XX
Series

Catalyst 296X
Series

Catalyst 68XX

Catalyst 65XX

Nexus 9XXX &
9XXXX Series

Nexus 9XXX &
9XXXX Series

(ACI-Mode)

Nexus 7XXX
Series

Nexus 6XXX
Series

OS Version

IOS-XE 16.12.x

10S-12.2.x
10S-15.2.x

10S-12.2.x
10S-15.2.x

10S-15.2.x

CAT-0OS 8.5
10S-12.2.x
10S-15.2.x

NX-OS 4.x
NX-OS 5.x
NX-OS 6.x
NX-OS 7.0.x

NX-0S 9.2.x

NX-0S 9.3.x

NX-0S 12.x
NX-0S 13.x

NX-OS 5.2.x
NX-0OS 6.2.x
NX-0S 7.2.x
NX-0OS 7.3.x

NX-OS 6.x
NX-OS 7.0.x
NX-0S 7.1.x

Compatibility Matrix

Minimum Forescout
Plugin Version

V7: SW-8.11.3.3230
V8.1: SW-8.13.3.1212

V7: SW-8.7.3
V8: SW-8.12.2.2179

V7: SW-8.7.3
V8: SW-8.12.2.2155

V7: SW-8.7.3

V7: SW-8.7.3
V8: SW-8.12.2.2155

V7: SW-8.11.2
V8: SW-8.12.2.2271
Vv8.1: SW-8.13.0

V8: SW-8.12.2.2528
V8.1: SW-8.13.3.1054

V8: SW-8.12.2.2567
V8.1: SW-8.13.3.1212

V7: SW-8.11.1020

V7: SW-8.11.2
V8: SW-8.12.2.2271
Vv8.1: SW-8.13.0

V7: SW-8.11.2
V8: SW-8.12.2.2271
Vv8.1: SW-8.13.0

eyeSight

VolP
Detection

Endpoint
Detection

B
y
v
v
v
v
v

\/

N/S

N/S

N/S

N/A

N/S

N/S

Switch

Discovery

\/

N/A

Assign to

N/A

\/

N/A

eyeControl

Block Switch
Port

Provision
\/
\/
\/
\/
\/

N/S

N/S
N/S

N/A

N/S

N/S
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Plugin Version . —
Block Switch [Provision
Port ACL

Category Switch OS Version

Endpoint |VolIP Switch Assign to
Detection |Detection |Discovery JVLAN
v

NX-0S 7.3.x V8: SW-8.12.2.2528 v N/S v v N/S
V8.1: SW-8.13.2.1354
Nexus 5XXX & NX-0S 4.x V7: SW-8.11.2 v N/S v v N/S
SXXXX Series NX-0S 5.2.x V8: SW-8.12.2.2271
NX-0S 6.2.x V8.1: SW-8.13.0
NX-OS 7.0.x
NX-0S 7.1.x
NX-0S 7.3.x V8: SW-8.12.2.2528 v N/S v v N/S
V8.1: SW-8.13.2.1354
Nexus 4XXX NX-0S 4.x V7: SW-8.7.3 v N/S v v N/S
Series
Nexus 3XXX NX-0S 5.x V7: SW-8.11.2 v N/S v v N/S
Series NX-OS 6.x V8: SW-8.12.2.2271
NX-0S 7.0.x V8.1: SW-8.13.0
NX-0S 9.2.x V8: SW-8.12.2.2528 v N/S v v N/S
V8.1: SW-8.13.3.1054
NX-0S 9.3.x V8: SW-8.12.2.2567 v N/S v v N/S
V8.1: SW-8.13.3.1212
Industrial 2000 Connected IOS 15.x V7: SW-8.7.3 v v v v Vv
Ethernet Grid Switches
Switches
Industrial I0S 12.x V7: SW-8.11.2 v v v Vv v
gth?met 2XXX 10S 15.2.x V8: SW-8.12.2.2305
eries V8.1: SW-8.13.0
Industrial I0S 12.x V7: SW-8.11.2 v Vv v Vv v
gth_emet 3XXX' 10S 15.2.x V8: SW-8.12.2.2305
eries V8.1: SW-8.13.0
Industrial I0S 12.x V7: SW-8.11.2 v Vv v Vv v
Ethernet 4XXX 105 15.2.x V8: SW-8.12.2.2305

Series

V8.1: SW-8.13.0



Forescout

Switch OS Version Minimum Forescout

Plugin Version

Category

I0S 12.x
I0S 15.2.x

V7: SW-8.11.2
V8: SW-8.12.2.2305
Vv8.1: SW-8.13.0

V8: SW-8.12.2.2271

Industrial
Ethernet 5XXX
Series

LAN Small Business 1.3.x
SIWIGEEEES 200 Series Smart 1.4.x

Small Switches
Business

Small Business
300 Series
Managed
Switches

Small Business
500 Series
Stackable
Managed
Switches

250 Series Smart 2.4.x
Switches

V8: SW-8.12.2.2271

2.5.x V8: SW-8.12.2.2434
Vv8.1: SW-8.13.2.2159

350 Series
managed
Switches

350X Series
Stackable
Managed
Switches

550X Series
Stackable
Managed

2 Forescout does not detect VoIP on trunk ports

eyeSight

Endpoint |VolIP Switch Assign to
Detection |Detection |Discovery JVLAN

v v v v v

Compatibility Matrix 9

eyeControl

Block Switch [Provision
Port ACL
v

4 4 v v 4 N/S
4 % v v 4 N/S
4 V2 v v 4 N/S



Forescout

Category

Switch

Service
Provider
Switches —
Aggregation

Service
Provider
Switches —
Ethernet
Access

Branch
Routers

Virtual
Networking

Storage
Networking

ME 38XX Series
Ethernet Access
Switches 3

ME 12XX Series
Ethernet Access
Switches

ME 26XX Series
Ethernet Access
Switches 3

ME 34XX Series
Ethernet Access
Switches 3

ISR 11XX

Nexus 1000V
Switch for
VMware vSphere

MDS 9XXX
Multilayer
Switches

OS Version

I0S 15.x

IOS 12.x

IOS 15.6.x

I0S-12.x
I0S-15.x

IOS 12.x

I0S-XE 16.9.x

NX-0S 4.x
NX-OS 5.x

SAN-OS 3.x
NX-OS 5.x
NX-0S 6.x
NX-0OS 7.x
NX-OS 8.x

Compatibility Matrix 10

eyeControl

Detection |Discovery |VLAN Port ACL

v 4
v 4
v 4
v 4
v 4
v 4
v

v

Minimum Forescout
Plugin Version

eyeSight

Endpoint
Detection

V7: SW-8.7.3 v v v
V7: SW-8.7.3 v v v
V7: SW-8.11.2 v v v

V8: SW-8.12.2.2272
V8.1: SW-8.13.0

V7: SW-8.7.3

V7: SW-8.7.3

< < < < < < I

V8.1: SW-8.13.3.1452
V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054

V7: SW-8.7.3 N/A N/A N/A N/A N/A

V7: SW-8.11.2 N/A N/A
V8: SW-8.12.2.2305
V8.1: SW-8.13.0

N/A N/A N/A

3 Device is in End-of-Sale/End-of-Life status with Vendor. No new updates will be provided and Forescout support will be provided as

best effort to resolve issue.
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HPE Switches

VRF configuration is supported for switches that implement VRF.

Category Switch OS Version Minimum eyeSight eyeControl

Forescout Plugin - - _ - —
Version Endpoint VolP Switch Assignto |Block Switch |Provision
Detection Detection Discovery |VLAN Port ACL
v N/A N/A v v N/A

Flex Network 7500 Comware 5.20.x V7: SW-8.7.3

Aruba 54XX Aruba OS 16.10.x  V8.1: SW- v v + + v N/S
8.13.3.1212
Aruba OS 14.x V8: SW- Q. v v R v N/S
Aruba OS 15.x 8.12.2.2093
Aruba OS 16.x
Aruba 38XX Aruba OS 16.10.x  V8.1: SW- v v + + v N/S
8.13.3.1212
Aruba OS 16.09.x  V8: SW- v v v v v N/S
8.12.2.2567
V8.1: SW-
8.13.3.1054
Aruba OS 16.08.x  V8: SW- v v v v v N/S
8.12.2.2093
Aruba 29XX Aruba OS 16.10.x  V8: SW- v v + + v N/S
8.12.2.2579
V8.1: SW-8.13.3.1
Aruba OS 16.09.x  V8: SW- v v v v v N/S
8.12.2.2567
V8.1: SW-
8.13.3.1054
Aruba OS 15.x V8: SW- N y y y y N/S

Aruba OS 16.08.x ~ 8.12.2.2093

Aruba 26XX Aruba OS 15.x V8: SW- N o N J J NS
Aruba OS 16.x 8.12.2.2093

Aruba 25XX Aruba OS 16.10.x  V8: SW- v y y y v N/S
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Category Switch OS Version Minimum eyeSight eyeControl

Forescout Plugin - - . - —
Version Endpoint  |VolP Switch Assign to  |Block Switch |Provision
Detection Detection Discovery |VLAN Port ACL

8.12.2.2579
V8.1: SW-
8.13.3.1190
Aruba OS 16.09.x  V8: SW- v v R R v N/S
8.12.2.2567
V8.1: SW-
8.13.3.1054
Aruba OS 15.x V8: SW- Q. v v R v N/S
Aruba OS 16.08.x  8.12.2.2093
Aruba 832X Aruba OS-CX V8.1: SW- Q. N/S v R v N/S
10.04.x 8.13.3.1212
Aruba OS-CX V8.1 SW- v N/S + + v N/S
10.02.x 8.13.2.2242
Aruba 8400 Aruba OS-CX V8.1: SW- Q. N/S v R v N/S
10.02.x 8.13.2.2242
Aruba OS-CX V8.1: SW- v N/S + + v N/S
10.04.x 8.13.3.1212
ProCurve 1810 ProCurve 2.16 V7: SW-8.7.3 v v v v v N/S
ProCurve 2800 ProCurve 1.10.x V7: SW-8.7.3 v v v v v N/S
ProCurve 2910al ProCurve W.15.x  V7: SW-8.7.3 v v + + v N/S
ProCurve 2600 ProCurve H V7: SW-8.7.3 v v v v v N/S
08.x/10.x
ProCurve 2610 ProCurve R.11.x V7: SW-8.7.3 v v + N/S
ProCurve 2810 ProCurve N.11.x V7: SW-8.7.3 v v v v v N/S
ProCurve J14.0.x  V7: SW-8.7.3 v v x/ x/ v N/S
ProCurve J15.0.x
ProCurve 2520
ProCurve S15.0.x  V8: SW- v v x/ x/ v N/S
ProCurve S15.9.x 8.12.2.2093
ProCurve 2510 ProCurve Q.11.x  V7:SW-8.7.3 V V x/ x/ v N/S
Y.11.x

U.11.x



Forescout Compatibility Matrix 13

Category Switch OS Version Minimum eyeSight eyeControl

Forescout Plugin - - . - —
Version Endpoint  |VolP Switch Assign to  |Block Switch |Provision
Detection Detection Discovery |VLAN Port ACL
v v v v v N/S

ProCurve 3100-SI Comware 5.20.x V7: SW-8.9.5

ProCurve 3100-El Comware 5.20.x V7: SW-8.9.5 v v v v N N/S

ProCurve 3500yl 4 ProCurve K 14.0.x  V7: SW-8.7.3 v v \ \ v N/S
ProCurve K 15.0.x
ProCurve K 16.2.x

ProCurve 6108 ProCurve H.07.x V7: SW-8.7.3 v v + + v N/S
ProCurve 2500 ProCurve F V7: SW-8.7.3 Q. v v R v N/S
01.x/04.x/05.x
ProCurve 2424M Comware 5.20.x V7: SW-8.9.5 v v N/S + v N/S
ProCurve 4000M 4 Comware 5.20.x V7: SW-8.9.5 Q. v N/A R v N/A
Comware 9.30.x
ProCurve K.15.0.x  V7: SW-8.7.3 Q. v v R v N/S
ProCurve 82001 *  procyrve K.15.18.x V8: SW- v v N N N N/S
8.12.2.2093
ProCurve 4200vI ProCurve L.11.x V7: SW-8.7.3 v v v v v N/S
HP 55XX Comware 5.20.x V7: SW-8.7.3 v N/S N/S + v N/S
HPE 51XX Comware 5.20.x V7: SW-8.9.5 v v N/S + v N/S
Comware 7.1.x V8: SW- v Y < < \/ N/S
8.12.2.2508
V8.1: SW-8.13.3
LISt FlexFabric 125XX Comware 5.20.x V8: SW- v N/S + + v N/S
Networking Comware 7.1.x 8.12.2.2305

4 Device is in End-of-Sale/End-of-Life status with Vendor. No new updates will be provided and Forescout support will be provided as
best effort to resolve issue.
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eyeSight eyeControl

Category Switch OS Version Minimum

Forescout Plugin ; - . - —
Version Endpoint  |VolP Switch Assign to  |Block Switch |Provision
Detection Detection Discovery |VLAN Port ACL

V7: SW-8.9.5
FlexFabric 58XX Comware 5.20.x V7: SW-8.9.5 v N/S N/S R v N/S
Small and OfficeConnect 1910 Comware 5.20.x V7: SW-8.9.5 v N/S N/S v N N/S
Midsize
Business
Switches

Juniper Switches

VRF configuration is supported for switches that implement VRF.

Category Switch

OS Version Minimum eyeSight eyeControl

Forescout ) ; ; - —
Plugin Version |Endpoint VolP Switch Assign to Block Switch |Provision
Detection Detection Discovery VLAN Port ACL

Branch & EX22XX Series  Junos OS 12.3.x V7: SW-8.11.2 y v v v v v
Campus V8: SW-
Access 8.12.2.2093

EX23XX Series

EX32XX Series

Junos OS 15.1.x
Junos OS 18.1.x

Junos OS 18.2.x

Junos OS 12.3.x

Junos OS 14.1.x

V7: SW-8.11.2
V8: SW-
8.12.2.2093

V8: SW-
8.12.2.2579
Vv8.1: SW-
8.13.3.1190

V7: SW-8.11.2
V8: SW-
8.12.2.2093
V7: SW-8.11.2
V8: SW-
8.12.2.2093

Vv8.1: SW-
8.13.3.1404
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Endpoint VolP Switch Assign to Block Switch |Provision
Detection Detection Discovery VLAN Port ACL

OS Version Minimum

Forescout

Category Switch

Plugin Version

V8.2: SW-
8.14.1.1175,
SCC-1.0.0.1054
EX33XX Series  Junos OS 11.4.x V7. SW-8.11.2
Junos OS 12.3.x V8: SW-
Junos OS 15.1.x 8.12.2.2093
EX34XX Series Junos OS 15.1.x V7. SW-8.11.2
Junos OS 18.1.x V8: SW-
8.12.2.2093
Junos OS 18.2.x V8: SW-
8.12.2.2579
V8.1: SW-
8.13.3.1190
Campus & EX42XX Series  Junos OS 12.3.x V7: SW-8.11.2
gata Center Junos OS 13.2.x  V8: SW-
CEESS Junos OS 15.1x  812.2.2093
EX43XX Series  Junos OS 18.1.x V8.1: SW-
Junos OS 18.4.x 8.13.3.1054
Junos OS 13.2.x V7. SW-8.11.2
Junos OS 14.1.x V8: SW-
Junos 0S 17.3.x  8:12.2.2093
Router MX1XX Series Junos OS 17.3.x V8.1: SW-
8.13.2.1249
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Avaya Switches (now Extreme)

Category Switch OS Version Minimum eyeSight

Forescout Plugin . . . ) —
Version Endpoint |VolP Switch Assign to  |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL
v v v v y N/S

Campus ERS 5XXX Series 4.x V7: SW-8.11.2
Network 5.x V8: SW-
Switches 6.x 8.12.2.2093
7.x V8.1: SW- \ \ \ \ \ N/S
8.13.3.1285
ERS 4XXX Series 5.x V7: SW-8.11.2 \ \ \ \ \ N/S
7.X V8: SW-
8.12.2.2093
V8.1: SW-
8.13.3.1285
ERS 36XX Series 6.X V8.1: SW- v v v v v N/S
8.13.3.1285
ERS 35XX Series 5.X V8: SW- v v v v v N/S
8.12.2.2528
V8.1: SW-
8.13.2.1277
ERS 25XX Series 4.x V7: SW-8.11.2 v y y \ v N/S
V8: SW-
8.12.2.2093
LN ERS 8XXX Series 5 3.x V7: SW-8.11.2 N y y y y N/S
and Campus 4.X V8: SW-
Core 7% 8.12.2.2093
Switches ’

5 ERS 8300/8600/8800 are in End of Support/End of Service Life (EOS/EOL) per Avaya now Extreme. No new updates are being
provided by the vendor. Forescout support will be provided as best effort to resolve issues.
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Category Switch OS Version Minimum eyeSight

Forescout Plugin . . . - —
Version Endpoint |VolP Switch Assign to  |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL
v v v v v N/S

Stackable VSP 7XXX Series 10.x V8: SW-
Chassis 8.12.2.2528

Switches V8.1: SW-
8.13.2.1277

2
2
2

VSP 8xxx Series 10.x V8: SW- v v N/S

8.12.2.2528

V8.1: SW-
8.13.2.1277

2
2
2

VSP 9XXX Series 4.x V8: SW- v v N/S

8.12.2.2528

V8.1: SW-
8.13.2.1277

2
<

VSP 9XXX Series 3.x V7: SW-8.7.3 v y y N/S

Huawei Switches

Category Switch OS Version Minimum eyeSight

Forescout ; ; ; ; "
Plugin Version |Endpoint |VolP Switch Assignto |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL

LIS S2XXX Series V100RXXX 6 V7: SW-8.11.3 v \ y y y N/S
Switches VRP 5.70 V8: SW-
8.12.2.2394

® This is the new firmware release naming convention from Huawei.
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Category Switch OS Version Minimum eyeSight

Forescout , , , y -
Plugin Version |Endpoint fVolP Switch Assign to  |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL

S33XX Series 7 VRP 5.70 V7: SW-8.11.3 v v v \ Y N/S
V8: SW-
8.12.2.2271
S57XX Series VRP 5.130 V7: SW-8.11.3 v v v v v N/S
S67XX Series VRP 5.150 V200R005 ¢  V8: SW-
S77XX Series VRP 5.160 8.12.2.2271

Arista Switches

VRF configuration is supported for switches that implement VRF.

Category Switch OS Version Minimum eyeSight

Forescout Plugin y ) y ) w
Version Endpoint |VolP Switch Assign to | Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL
N
A

BEIENOLEII0 | 70XX [ 71XX Series EOS 4.11.x V7: SW-8.9.0 N/S v R v N/S
Switches EOS 4.12.x
EOS 4.13.x
EOS 4.20.x V7: SW-8.11.3 N/S \ \ \ N/S
V8: SW-
8.12.2.2271
V8.1: SW-
8.13.2.1229
EOS 4.22.x V8.1: SW- v v v v v N/S
EOS 4.23.x 8.13.3.1212
EOS 4.23.x V8.2: SW-8.14.2, N y N/S y y N
SCC-1.1.0

7 The Huawei S33XX switch series is End of Support/End of Life (EOS/EOL) per Huawei’s website. The device and its firmware releases
are no longer available by the vendor. Forescout support will be provided as best effort to resolve issues.
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Category Switch OS Version Minimum eyeSight

Forescout Plugin . . . - —
Version Endpoint |VolP Switch Assign to  |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL

Campus 720XP Series EOS 4.20.x V7: SW-8.11.3 d N/S v \ Y N/S
Switches V8: SW-

8.12.2.2271

V8.1: SW-
8.13.2.1229

EOS 4.22.x V8.1: SW- N J J y y s
EOS 4.23.x 8.13.3.1212

EOS 4.23.x V8.2: SW-8.14.2, v v N/S \ v N
SCC-1.1.0

H3C Switches

Category Switch OS Version Minimum Forescout |eyeSight eyeControl

Plugin Version : ) : : w
Endpoint |VolIP Switch Assign to Block Switch | Provision
Detection |Detection |Discovery VLAN Port ACL

A

Campus S31XX Series Comware 3.10 V7: SW-8.7.3 \ N/S \ v N/S
Network
Switches
Comware 5.20 V8.1: SW-8.13.3.1452 v N/S N/S N/S v N/S
V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054
S36XX Series Comware 3.10 V7: SW-8.7.3 v + N/S v v N/S
S51XX Series Comware 5.20 V7: SW-8.7.3 N y N/S N y N/S
Comware 7.1 V8.1: SW-8.13.3.1452 N N/S N/S N y N/S

V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054

S55XX Series Comware 5.20 V7: SW-8.7.3 v \ N/S y v N/S



Forescout Compatibility Matrix 20

Plugin Version

Category Switch OS Version

Endpoint |VolIP Switch Assign to Block Switch | Provision
Detection |Detection |Discovery VLAN Port ACL

Data Center
Switches

S58XX Series

S63XX Series

S68XX Series

S75XX Series

S98XX Series

Comware 7.1

Comware 5.20

Comware 7.1

Comware 7.1

Comware 7.1

Comware 5.20

Comware 7.1

V8.1: SW-8.13.3.1452
V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054
V8.1: SW-8.13.3.1452
V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054

V7: SW-8.7.3

V8.1: SW-8.13.3.1452
V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054
V8.1: SW-8.13.3.1452
V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054
V8.1: SW-8.13.3.1452
V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054
V8.1: SW-8.13.3.1452
V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054

V7: SW-8.7.3

V8.1: SW-8.13.3.1452

V8.2: SW-8.14.1.1284,
SCC-1.0.0.1054

\/

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

=2

2

N/S

\/

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S

N/S
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Alcatel Switches

Configuration Note: VRF configuration is supported for switches that implement VRF.

Category Switch OS Version Minimum eyeSight

Forescout Plugin ; ; . - —
Version Endpoint |VolP Switch Assignto |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL

Campus 0S 6250 6.6.x V7: SW-8.7.3 v v N/S \ v N/S

Access

Switches
OS 6450 6.6.X V7: SW-8.7.3 Q. v N/S R v N/S
OS 6400 6.4.x V7: SW-8.7.3 Q. v N/S R v N/S
OS 6850 6.4.x V7: SW-8.7.3 Q. v N/S R v N/S
OS 6860 8.1.x V7: SW-8.7.3 Q. v N/S R v N/S

8.2.x

Campus LAN JeERI]< 7.3 V7: SW-8.7.3 d v N/S \ v N/S

Core

Switches
OS 9616 OS 9716 6.4.x V7: SW-8.7.3 v v N/S v v N/S
0OS 9700 6.4.X V7: SW-8.7.3 v v N/S + v N/S
OS 9800 6.4.X V7: SW-8.7.3 v v N/S + v N/S

PEIENOI0 | OS 6900 7.3.x V7: SW-8.7.3 v v N/S + v N/S
Switches
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Brocade Switches

Category Switch OS Version [Minimum eyeSight

Forescout Plugin ; - - —
Version Endpoint VolP Switch Assign to |Block Provision
Detection Detection Discovery VLAN Switch Port | ACL

Campus ICX 6610 07.x V7: SW-8.11.3 v v v Ve v v
Access 08.x V8.1: SW-
8.13.2.1261
ICX 6430/6450 07.x V7: SW-8.11.3 Q. v v Ve v v
08.x V8.1: SW-
8.13.2.1261
ICX 7XXX 08.x V7: SW-8.11.3 Q. v v Ve v v
V8.1: SW-
8.13.2.1261
FCX 06.x V7: SW-8.11.3 v v v Ve v v
07.x V8.1: SW-
08.x 8.13.2.1261
Fastlron GS ° 07.x V7: SW-8.7.3 v v v v v v
Fastlron WS @ 07.x V7: SW-8.7.3 v v v v v v
Fastlron SX 05.x V7: SW-8.11.3 v v v Ve v v
08.x V8.1: SW-
8.13.2.1261
Fastlron Edge X ® 05.x V7: SW-8.11.3 v v x/ x/ v v
07.x V8: SW-8.12.2.2719
Fastlron LS ° 03.x V7: SW-8.11.3 v v N \/ v v
07.x V8: SW-8.12.2.2719

8 For Brocade version 08.0.90, when the Assign to VLAN action is canceled, it will modify existing switch configurations incorrectly.
Pending vendor software update.
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Category Switch OS Version |Minimum eyeSight

Forescout Plugin . - - —
Version Endpoint VolP Switch Assign to |Block Provision
Detection Detection Discovery VLAN Switch Port |ACL

Campus Fastiron SX 07.x V7: SW-8.11.3 v v v Ve v v
Core & _ 08.x V8.1: SW-
Aggregation 8.13.2.1261
MLXe 05.x V7: SW-8.7.3 v \ \ v v v
07.x
Netlron CER 2000 05.x V7: SW-8.7.3 v v v v v v
07.x
ICX 6650 08.x V7: SW-8.11.3 \ N \ Vs v v
V8.1: SW-
8.13.2.1261
ICX 7xxx 08.x V7: SW-8.11.3 N V v Ve v v
V8.1: SW-
8.13.2.1261
DLW Turbolron 24X ° 04.x V7: SW-8.11.3 \/ v v v v v
07.x V8.1: SW-
8.13.2.1261

9 Device is in End-of-Sale/End-of-Life status with Vendor. No new updates will be provided and Forescout support will be provided as
best effort to resolve issue.
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Dell / ForcelO Switches

Forescout ; y : ’ ”w
Plugin Version Endpoint VolP Switch Assign to Block Switch |Provision ACL
Detection Detection Discovery VLAN Port
v N/A N/A v v N/A

Campus N15XX Series DNOS 6.5.x V7: SW-8.7.3
N2XXX/3XXX DNOS 6.x V7: SW-8.7.3 v N/A N/A v v N/A
Series (Power
Connect)
DNOS 6.1.x
DNOS 6.2.x
DNOS 6.3.x
DNOS 6.5.x
S3XXX/SAXXX  FTOS 8.4.x V8: SW- y \ \ y v N/A
Series DNOS 9.13.x 8.12.2.2181
Campus S48XX Series  DNOS 9.4.x V8: SW- d \ \ N v N/A
Core, DNOS 9.7 .x 8.12.2.2181
Distribution
and Data DNOS 9.13.x
Center C-Series FTOS 8.4.x V7: SW-8.7.3 v N/A N/A v v N/A

Extreme Switches

Category Switch OS Version Minimum eyeSight eyeControl

Forescout Plugin y y y ) —
Version Endpoint | VolP Switch Assignto |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL

Access X430 EXOS 16.x V7: SW-8.11.3 v N/A N/A + v N/A
Switches V8: SW-
8.12.2.2719
X440 EXOS 15.x V7: SW-8.11.3 v N/A N/A x/ v N/A
EXOS 16.x V8: SW-

8.12.2.2719
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Category Switch OS Version Minimum eyeSight

Forescout Plugin , , , y =
Version Endpoint |VolP Switch Assign to  |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL
X440-G2 EXOS 21.x V7: SW-8.11.3 v N/A N/A v N N/A
V8: SW-
8.12.2.2719
EXOS 22.x V8: SW- v N/A N/A v y N/A
8.12.2.2508
EXOS 22.x V8.1: SW- v v N/A R v N/A
8.13.2.1354
X460-G2 EXOS 15.x V7: SW-8.11.3 v N/A N/A R v N/A
EXOS 16.x V8: SW-
EXOS 22.x V8: SW- v N/A N/A + v N/A
8.12.2.2508
EXOS 22.x V8.1: SW- v y N/A \ v N/A
8.13.2.1354
SN A K-series EOS 8.x V8.1: SW-8.13.2 \ \ \ \ \ N/S
campus
edge-to-
small core

Enterasys Switches (now Extreme)

Category Switch OS Version Minimum eyeSight

Forescout Plugin y y y - =
Version Endpoint | VolP Switch Assignto |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL

Access SecureStack C 01.x V7: SW-8.7.3 v \ N/A + v N/A
Switches 05.x
06.x

SecureStack B 04.02.x V7: SW-8.7.3 v v N/A x/ v N/A



Forescout Compatibility Matrix

26
Category Switch OS Version Minimum eyeSight

Forescout Plugin . . . - —
Version Endpoint |VolP Switch Assign to  |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL

- SecureStack A 02.01. V7: SW-8.7.3 N N N/A N N N/A

Distribution, EYELTEN = V7: SW-8.7.3 v V N/A N Y x/
Core and
Data Center

Hirschmann (Belden) Switches

Category Switch OS Version | Minimum Forescout eyeSight
Plugin Version y y - =
Endpoint VolP Switch Assign to |Block Provision
Detection Detection Discovery VLAN Switch Port |ACL
Core MACH 4000 Classic v7: SW-8.11.2.2036 \ \ N \ v N/A
Backbone 9.0.x v8: SW-8.12.2.1003
Dragon Mach HIOS 7.0.x  v7: SW-8.11.2.1034 x/ x/ v x/ v N/A
4000/4500 v8: SW-8.12.1.1334
IP67/IP54 Octopus Classic v7: SW-8.11.2.2036 x/ \ v \ v N/A
Switches 9.0.x v8: SW-8.12.1.1334
Octopus I HIOS 7.0.x  v7: SW-8.11.2.1034 x/ x/ v x/ v N/A
v8: SW-8.12.1.1334
Oele[SelP4= | MACH 1000/1040 Classic v7: SW-8.11.2.2036 x/ \ v \ v N/A
Switches 9.0.x v8: SW-8.12.2.1003
Greyhound HIOS 7.0.x  v7: SW-8.11.2.1034 \ \ v d v N/A
1020/1030/1040 v8: SW-8.12.1.1334
=0 ELE S EES Series Classic v7: SW-8.11.2.1034 \ \ v d v N/A
Switch 9.0.x v8: SW-8.12.1.1334
oI e s Y MACH 100 Classic v7: SW-8.11.2.2036 \ \ v x/ v N/A
Switches 9.0.x v8: SW-8.12.2.1003
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Category Switch OS Version | Minimum Forescout eyeSight

Plugin Version . . - —
Endpoint VolP Switch Assign to |Block Provision
Detection Detection Discovery VLAN Switch Port |ACL

MACH 104 Classic v7: SW-8.11.2.2036 + v v v N N/A
9.0.x v8: SW-8.12.2.1003

Industrial RSB 20 Classic v7: SW-8.11.2.2036 + v v v N N/A
Switches 9.0.x v8: SW-8.12.1.1334

RSR Classic v7: SW-8.11.2.2036 + v v v N N/A
9.0.x v8: SW-8.12.1.1334

BRS HIOS 7.0.x  Vv7: SW-8.11.2.1034 + + v v v N/A
v8: SW-8.12.1.1334

RSP HIOS 7.0.x Vv7: SW-8.11.2.1034 + + v v v N/A
v8: SW-8.12.1.1334

RSPS HIOS 7.0.x Vv7: SW-8.11.2.1034 + + v v v N/A
v8: SW-8.12.1.1334

RSPL HIOS 7.0.x Vv7: SW-8.11.2.1034 + + v v v N/A
v8: SW-8.12.1.1334

RSPE HIOS 7.0.x Vv7: SW-8.11.2.1034 + + v v v N/A
v8: SW-8.12.1.1334

RS 20/30/40 Classic v7: SW-8.11.2.2036 + N/A v v v N/A
9.0.x v8: SW-8.12.1.1334

MS 20/30 Classic v7: SW-8.11.2.2036 + N/A v v v N/A
9.0.x v8: SW-8.12.1.1334

PowerMICE Classic v7: SW-8.11.2.2036 + + v v v N/A
9.0.x v8: SW-8.12.2.1003

RED HIOS 7.0.x v7: SW-8.11.2.1034 y + y N y N/A
v8: SW-8.12.1.1334

MSP 30/40 HIOS 7.0.x  v7: SW-8.11.2.1034 y + V N y N/A

v8: SW-8.12.1.1334
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Dasan Switches

Category Switch OS Version | Minimum Forescout eyeSight eyeControl
Plugin Version y y - =
Endpoint VolP Switch Assign to |Block Provision
Detection Detection Discovery VLAN Switch Port |ACL
\ N/A N/A v v N/A

L2 Fast NOS 1.13  V7: SW-8.7.3

Ethernet
Switch

D-Link Switches

Category Switch OS Version Minimum eyeSight eyeControl

Forescout Plugin ; ; ; - —
Version Endpoint |VolP Switch Assign to | Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL
Access DGS-31XX/32XX DGS- - V7: SW-8.7.3 V N/A N/A J \ N/A

Switches 12XX
DES 12XX

DGS-1210-Series 6.x (Hardware V8.1: SW- v N/A N/A x/ v N/A
Version: F) 10 8.13.3.1212

10 Forescout does not support SNMP v3
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Siemens Switches

Category Switch OS Version Minimum eyeSight

Forescout Plugin ; ) ; ) -
Version Endpoint | VolP Switch Assign to |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL
v N/S N/S N/S N/S N/S

Industrial X-2XX 5.2.x Vv8.1: SW-8.13.2
Ethernet
Switches

X-4XX 6.1.x Vv8.1: SW-8.13.2 v N/S y + v N/S

Tellabs Switches

Configuration Note: VOIP Detection requires user configuration, Subscriber VLAN needs to include the string “VOICE”

Category Switch OS Version Minimum eyeSight eyeControl
Forescout Plugin y ) y ) w
Version Endpoint |VolP Switch Assign to | Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL
v v N/A J v N/A

Tellabs OLT [kl FP29.2/SR30.1 V8: SW-
8.12.2.2145
V7: SW-
8.11.3.2027

FP29.2/SR30.1 V8: SW- v v N/A + v N/A
8.12.2.2145
V7: SW-
8.11.3.2027

FP29.2/SR30.1 V8: SW- v v N/A + v N/A
8.12.2.2145
V7: SW-
8.11.3.2027
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Fortinet Switches

Category Switch Series | OS Version Minimum eyeSight eyeControl

Forescout " " " " —
Plugin Version | Endpoint VolP Switch Assign to Block Switch |Provision ACL
Detection Detection Discovery VLAN Port
v v v v v N/A

FortiSwitch 100 FortiSwitch OS V8. SW-
Secured 200 6.0.x 8.12.2.1022
Access Switch 400

500

Moxa Switches

Category Switch OS Version Minimum eyeSight eyeControl

Forescout Plugin y y y - —
Version Endpoint | VolP Switch Assignto  |Block Switch |Provision
Detection |Detection Discovery VLAN Port ACL
V N/A N/A J x/ N/A

Access EDS-p510 series 3.x V8.1: SW-
Switches 8.13.3.1166

- EDS-408 series 3x V8.1: SW- N N/A N/A N N N/A

8.13.3.1166
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Additional Switch Vendors 11

Switch Minimum Forescout Plugin Version eyeSight eyeControl

Vendor ; ; ; ) w
Endpoint |VolIP Switch Assign to Block Switch Provision
Detection |Detection Discovery VLAN Port ACL
v N/A N/A v v N/A

V7: SW-8.7.3

V7: SW-8.7.3 \ N/A N/A \ \ N/A
V7: SW-8.7.3 \ N/A N/A \ \ N/A
V7: SW-8.7.3 \ N/A N/A \ \ N/A
\[=e} V7: SW-8.7.3 \ N/A N/A \ \ N/A
Comtec V7: SW-8.7.3 \ N/A N/A \ \ N/A

11 Compatible devices certified with legacy CounterACT are no longer available for support by vendor or are in End-of-Sale/End-of-Life
status with vendor. No new updates will be provided and Forescout support will be provided as best effort to resolve issue.
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WLAN Integrations

Vendor

Cisco

WLAN Device

Controller

Controller

Controller

Controller

Product

Virtual WLC

98XX Series

85XX Series

55XX Series 12

Compatibility Matrix

OS Version

Cisco WLC 8.0.x
Cisco WLC 8.2.x
Cisco WLC 8.3.x

Cisco WLC 8.5.x
Cisco WLC 8.8.x
Cisco WLC 8.10.x

I0S-XE 16.12.x

Cisco WLC 8.0.x
Cisco WLC 8.3.x
Cisco WLC 8.5.x

Cisco WLC 8.0.x
Cisco WLC 8.2.x
Cisco WLC 8.3.x

Cisco WLC 8.5.x

Minimum
Forescout Plugin

Version

V7: Wireless-1.4.1

V8.1: Wireless-
1.9.2.1050

V8.1: Wireless-
1.9.2.1050

V7: Wireless 1.7.2
V8: Wireless-1.8.2

V8.1: Wireless-
1.9.1

V7: Wireless 1.7.2
V8: Wireless-1.8.2

V8.1: Wireless-
1.9.1

V7: Wireless 1.7.2

V8: Wireless-1.8.2

V8.1: Wireless-
1.9.1

Endpoint WLAN Block Role Assignment
Detection

y V V

v y v

\ «/ N/A

v y v

y V v

y y v

12 Known open network issue with Cisco I0S 8.5 on WLC devices with IPv6. Cisco recommends that IPv6 is required to use 10S 8.3

release
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eyeControl

Vendor WLAN Device OS Version Minimum
Forescout Plugin

Version

Product

Role Assignment

Controller

Controller

Controller

Controller

Controller

Controller

AP

AP

Controller

21XX Series

35XX Series

25XX Series

Catalyst
3650/3850 Switch
(Converged
Access Solution)

Catalyst
3650/3850 Switch
(Converged
Access Solution)

57XX WLAN
Controller

Aironet 16XX
Series AP

Aironet 12XX
Series AP

830 Wired-WLAN
Switch

Cisco WLC 5.x
Cisco WLC 6.x
Cisco WLC 7.x

Cisco WLC 8.5.x

Cisco WLC 8.5.x

I0S-XE 3.6.x

Denali 16.3.x

I0S-XE 3.6.x

I0S 15.2.x
I0S 15.3.x

I0S 12.4.x

Comware 5.20

V7: Wireless-1.4.1

V7: Wireless 1.7.2
V8: Wireless-1.8.2

V8.1: Wireless-
1.9.1

V7: Wireless 1.7.2
V8: Wireless-1.8.2

V8.1: Wireless-
1.9.1

V7: Wireless-1.5.0

V7: Wireless
1.7.2.1003

V7: Wireless-1.5.0

V7: Wireless-1.7.2
V8: Wireless-1.8.2

V8.1: Wireless-
1.9.1

V7: Wireless-1.4.1

V8.1: Wireless-
1.9.1.1028

V8.1: Wireless-
1.9.2.1227

eyeSight

Endpoint WLAN Block

Detection
y y y
v v v
y V V
N v N/A
v v N/A
v v N/A
v v N/A
v v N/A
\ N/S N/S
\ \ N/S
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Vendor WLAN Device Product

Aruba (HPE) Controller Mobility Controller
7XXX Series
Controller Mobility Controller

Virtual Appliance

Compatibility Matrix

OS Version

Aruba OS 6.5.x

Aruba OS 8.2.x
Aruba OS 8.3.x
Aruba OS 8.4.x

Aruba OS 8.5.x

Aruba OS 8.6.x

Aruba OS 6.5.x

Aruba OS 8.2.x13

Aruba OS 8.3.x

Aruba OS 8.4.x

Aruba OS 8.5.x

Minimum
Forescout Plugin
Version

eyeSight

Endpoint
Detection

V7: Wireless-
1.7.2.1015

V8: Wireless-
1.8.2

V7: Wireless- v
1.7.2.2003

V8: Wireless-

1.8.2.1005

V8: Wireless- y
1.8.2.2044

V8.1: Wireless-

1.9.1.1015

V8.1: Wireless- y
1.9.2.1082

V8.2: Wireless-

2.0.0

V7: Wireless- V
1.7.2.1015

V8: Wireless-1.8.2

V7: Wireless- v
1.7.2.2003

V8: Wireless-

1.8.2.1002

V8: Wireless- v
1.8.2.1005

V8: Wireless- y
1.8.2.1005

V8: Wireless- y
1.8.2.2044

V8.1: Wireless-

34

eyeControl

WLAN Block

Role Assignment

v v ¢

13 The WLAN Role action is only supported on Aruba WLCs Aruba OS 8.x in Mobility Master and Mobility Managed modes on 8.1 when

running Wireless-1.9.1.1003 or later.
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OS Version

Minimum
Forescout Plugin
Version

eyeSight

eyeControl

Endpoint

WLAN Device | Product

Siemens

Huawei

Extreme
(Motorola)

Controller

AP

Controller / AP

Controller

Controller

Controller

Controller

620 Mobility
Controllers

Aruba 2XX Series
Instant AP 14

SCALANCE
W1750D

AC6605 / 6005

ZoneDirector 1200

RFS Series WLAN
controller

NX 5500 / 7500
Controller

14 These devices are only supported via SNMP

Aruba OS 8.6.x

Aruba OS 6.1.x

Aruba OS 5.0.x
Aruba OS 6.5.x
Aruba OS 8.3.x
Aruba OS 8.4.x
Aruba OS 8.5.x

SIEOS 8.6.x

CRP 5.170
V200R007

9.9.x

WING 5.9.x

WING 5.9.x

Detection

1.9.1.1015

V8.1: Wireless-
1.9.2.1082

V8.2: Wireless-
2.0.0

WLAN Block Role Assignment
\/
\/

V7: Wireless-1.4.1

V8: Wireless- N/S N/S

1.8.2.1005

V8.1: Wireless-
1.9.1

V8.1: Wireless-
1.9.2.1277

V8.2: Wireless-
2.0.0.1143

V8.1: Wireless-
1.9.2.1222
V8.2: Wireless-
2.0.0.1077

V8: Wireless-1.8.0

V7: Wireless-1.5.1

V8.1: Wireless-
1.9.2.1005

V8.1: Wireless-
1.9.2.1167

V8.2: Wireless-
2.0.0.1077
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WLAN Device Product OS Version Minimum eyeSight

Forescout Plugin - y
Version Endpoint WLAN Block Role Assignment
Detection
Controller VX 9XXX WING 7.2.x V7: Wireless-1.5.1 v v N/S
Controller V8.1: Wireless-
1.9.1.1028

Extreme Controller C35 10.x V8.1: Wireless- v N/S N/S
(Enterasys) 1.9.2.1277
V8.2: Wireless-
2.0.0.1143
AeroHive AP HiveAP 320 HiveOS 3.x V7: Wireless-1.4.1 N v N/A
HiveOS 5.x
AP AP2XX HiveOS 8.x V8: Wireless- N v N/A
1.8.2.2044
V8.1: Wireless-
1.9.2.1050
Meru (Fortinet) Controller MC500 3.4 V7: Wireless-1.4.1 \ \ N/A
Controller Virtual Mobility 6.1 V7: Wireless-1.4.1 \ \ N/A
Controller MC-
1550-VE

Xirrus Controller XN4 AOS 4.0.x V7: Wireless-1.4.1 v v N/A
Controller XR520 AOS 7.0.x V7: Wireless-1.4.1 v v N/A
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Centrally-Managed Network Controller

Category Product OS Version Minimum Forescout eyeSight eyeControl

Plugin Version ] . ) : ) )
Endpoint VoIP Detection |Assign Meraki Assign Mist Label
Detection Policy Provision ACL

\/

Cisco Cloud Meraki MS MS-10.35.x V8: CNC-1.0.0.2018 v N/S N/A
'\C"a”aged MS-10.43.x Vv8.1: CNC-1.1.1
ampus

LAN MS-10.45.x

Switches - MS-11.22.x

Access MS-11.30.x

Cloud Meraki MR MR 24.x V8: CNC-1.0.0.2018 v N/A v N/A

Managed AP Series MR-25.x
MR-26.x V8.1: CNC-1.1.2.1057 + N/A v N/A

V8.2: CNC-1.2.0

Cloud Meraki MX MX-13.x V8: CNC-1.0.0.2018 v v N/S N/A

Managed Series MX-14.x

Security

Appliance MX-13.x V8.1: CNC-1.1.1 J \ N N/A
MX-14.x

Cloud Meraki Z Series MX-13.x V8: CNC-1.0.0.2018 v v N/S N/A

Managed MX-14.x

Teleworker

Gateway MX-13.x V8.1: CNC-1.1.1 + y v N/A
MX-14.x

Application ~ APIC 3.2 V8.1: CNC-1.1.2 x/ N/A N/A N/A

Centric

Infrastructure

(ACI)

Cloud FortiGate 5.6.6 V8: CNC-1.1.1.1023 + \ N/A N/A

Managed



Forescout

Category Product

OS Version

Compatibility Matrix 38

Minimum Forescout eyeSight eyeControl

Infrastructure

FortiManager

Cloud Mist
Managed AP

6.0.5

5.6.6

6.0.5

0.3.x
0.4.x
0.5.x

Plugin Version y - - y - -
Endpoint VoIP Detection |Assign Meraki Assign Mist Label
Detection Policy Provision ACL

V8.1: CNC-1.1.2.1057 R v N/A N/A

V8: CNC-1.1.1.1023 N v N/A N/A

V8.1: CNC-1.1.2.1057 R v N/A N/A

V8: CNC-1.1.2 \ N/A N/A v
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Network Controller

Vendor |Category Product OS Version |Minimum Forescout |eyeSight
Plugin Version ) . ) e
Endpoint VolP Assign to VLAN Restrict Whitelist
Detection Detection — Network Network Network
Controller Access Access
Cloud MerakiMS  MS-10.35.x  V8.2: NC-1.0.0, NCC- v v \ v N/A N/A
Managed MS-10.43.x 1.0.0
Campus
LAN MS-10.45.x
Switches - MS-11.22.x
Access MS-11.30.x
Cloud Meraki MR MR 24.x V8.2: NC-1.0.0, NCC- \ N/A N/A v \ v
Managed AP Series MR-25.x 1.0.0
MR-26.x V8.2: NC-1.0.0, NCC- \ N/A N/A v \ v
1.0.0
Cloud Meraki MX ~ MX-13.x V8.2: NC-1.0.0, NCC- y N/A N/A v \ v
Managed Series MX-14.x 1.0.0
Security
Appliance
Cloud Meraki Z MX-13.x V8.2: NC-1.0.0, NCC- y N/A N/A v \ v
Managed Series MX-14.x 1.0.0
Teleworker
Gateway
Controller SmartZone 5.1.1.x, APl V8.2: NC-1.0.0, NCC- v N/A N/A v N/A N/A
Versionv8_1 1.0.0
Cloud CloudVision 8.8.2 V8.2: NC-1.0.1, NCC v N/A N/A v N/A N/A
Managed Wifi 1.0.1
AP
Cloud CloudVision 2020.1.0 V8.2: NC-1.0.1, NCC v N/A N/A N/A N//A N/A
Managed Wired 1.0.1
Switches
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VPN Integrations

Vendor Switch Series OS Version Minimum Forescout VPN eyeSight eyeControl
Plugin Version

Endpoint User Block
Detection

ASA 55XX Series 8.4.x V8: VPN-4.1.1 v v

9.12.x
9.6.X V8.1: VPN-4.2.2.1004 v v
9.8.x V8.2: VPN-4.3.0
VPN 3XXX Series 4.7.x V7: VPN-4.0.5 R R
Pulse Secure MAG Series (MAG- PCS 8.1.x V8: VPN-4.1.1.2007 \ \
(Juniper) 26XX/46xx/66XX) PCS 8.2.x
PCS 8.3.x
PSA Series PCS 8.2.x V8: VPN-4.1.1.2007 R R
PCS 8.3.x V7: VPN-4.0.9.1003 R R
V8: VPN-4.1.1.2007
PCS 9.0.x V8.1: VPN-4.2.2.1012 R R
PCS 9.1.x V8.2: VPN-4.3.0.1011
PSA-v PCS 8.2.x V8: VPN-4.1.1.2007 R R
PCS 8.3.x
PCS 9.0.x V8.1: VPN-4.2.2.1012 R R
PCS 9.1.x V8.2: VPN-4.3.0.1011
SA Series 15 PCS 7.1.x V7: VPN-4.0.5 R N/A

15 Device is in End-of-Sale/End-of-Life status with Vendor. No new updates will be provided and Forescout support will be provided as
best effort to resolve issue.
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Firewall Integrations

FW Vendor OS Version Minimum Forescout Switch Plugin eyeSight
Version
Endpoint Detection

Check Point r75.x V7: SW-8.9.1
r77.x
R80.x V8: SW-8.12.2.2179

Cisco ASA 8.4.x V7: SW-8.9.1
9.6.xX V8.1: 8.13.3.1386
9.8.x
9.12.x V8: SW-8.12.2.2179
Cisco FirePower 6.2.x V7: SW-8.11.3.2
V8: SW-8.12.2.1
V8.1: SW-8.13.0

Fortinet 5.2.x V7: SW-8.9.1
6.0.5 V8.1: SW-8.13.3.1306

Juniper SRX JUNOS 15.1.x V7: SW-8.9.5
JUNOS 18.4.x V8: SW-8.12.2.2179
JUNOS 19.2.x V8: SW-8.12.2.2528
V8.1: SW-8.13.2.1249

Palo Alto Networks PanOS 5.0.x V7: SW-8.9.1
PanOS 7.1.x
PanOS 8.0.x

N
—_

PanOS 8.1.x V8: SW-8.12.2.2179
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FW Vendor OS Version

Compatibility Matrix

Minimum Forescout Switch Plugin

Version

eyeSight

PanOS 9.0.x

PanOS 9.1.x
Forcepoint Stonesoft 5.7.x

5.8.x

6.X
Hirschmann (Belden) EAGLE 20 /30 HiSecOS 3.0.02

HiSecOS 3.1.01
SonicWall NSa 2650 SonicOS 6.5

V8: SW-8.13.3.1

V7: SW-8.9.1

V8.1: 8.13.3.1306

V7: SW-8.11.2.2
V8: SW-8.12.2.1

V7: SW-8.11.3.1013
V8: SW-8.12.2.1016
V8.1: SW-8.13.0

Endpoint Detection

N
N
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About Endpoint Support Compatibility

The Forescout platform supports a wide range of endpoint vendors and their products. The following tables describe support for these vendors, with
additional information about versions and flavors that were validated for integration with various Forescout components.

Information is also available regarding Web Browser support, which is relevant when endpoint users interact with the Forescout web server.

For additional information about supported functionalities, configurations and requirements please refer to each of the relative Forescout Configuration
Guides.

Forescout Technologies, Inc. reserves the right to change this document at any time, without notice, and at Forescout’s sole discretion.

3rd Party Endpoint Module Plugins

The Forescout 3rd Party Endpoint Module provides network connectivity, visibility and control through the following component(s):

Vendor
Version Minimum Forescout Product Version
Supported

Vendor Vendor Product

CounterACT v7.0 CounterACT v8.0.1 Forescout v8.1

Microsoft SMS/SCCM 2.2.5.3001 2.3.0.1007

2008
2012

18xx N/S 2.3.0.1007 24.1
19xx



Forescout Compatibility Matrix 44

Operating Systems

In the Forescout platform, each operating system may be supported in one of two ways:
e Detailed classification

e Management via SecureConnector™ or Remote Inspection

Microsoft Windows (32 & 64 BIT Versions)

Management of Windows® endpoints is provided by the HPS Inspection Engine. Classification of Windows endpoints is supported by the Windows
Applications Plugin. In order to manage and classify the Windows versions below, verify that you are working with both the corresponding Windows
Applications and HPS Inspection Engine Plugins listed in the table.

Windows Version Windows Flavor Detailed Classification (Minimum Management (Minimum HPS Inspection
Windows Applications version) Engine version)

Windows 2000 (3) Server 1.1.0 10.1.0
Advanced Server

Professional

Datacenter Server

Windows XP Home 1.1.0 10.1.0
Professional
Tablet PC
Embedded

Windows Vista Home 1.1.0 10.1.0
Business

Enterprise

Ultimate

Windows 7 Starter 19.0.1 10.8.1.2023
Home

Standard

Professional

Enterprise

Ultimate

Windows 8 Standard 1.1.0 10.1.0
Professional
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Enterprise
Embedded

Windows 8.1 Standard
Professional

Enterprise
Embedded

Windows 10 6 17 v1809 Home
(Long-Term Service Branch) Professional
Education
Enterprise

Windows 10 1617 v1903 Home
(Semi-Annual Channel) Professional
Education
Enterprise

Windows 10 — v1909 Home
(Semi-Annual Channel) Professional
Education
Enterprise

Windows Server 2003 Standard
Enterprise
Datacenter
Web

Windows Server 2008 Standard
Enterprise
Datacenter
Web Server
Core

Detailed Classification (Minimum

Windows Applications version)

V7:2.1.12
V8:19.0.1

V7:2.1.12
Vv8:19.0.4

V7:2.1.12
Vv8:19.0.4

V7:2.1.22
Vv8:19.0.11

1.1.0

V7:2.1.12
Vv8:19.0.1

45

Management (Minimum HPS Inspection
Engine version)

V7:10.7.3
V8: 10.8.1.2023

V7:10.7.3
V8:10.8.1.2023

V7:10.7.3
Vv8:10.8.1.2023

V7:10.7.3
Vv8:10.8.1.2092

10.1.0

V7:10.7.3
V8:10.8.1.2023

6 There is a known Microsoft defect that prevents the SCAP module functionality from working with this release.

17 Service Pack 4 and above installed.
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Windows Version Windows Flavor Detailed Classification (Minimum
Windows Applications version)

Windows Server 2012 Standard V7:2.1.12 V7:10.7.3

Management (Minimum HPS Inspection
Engine version)

Essentials V8: 19.0.1 V8: 10.8.1.2023
Foundation
Datacenter

Windows Server 2016 Standard V7:2.1.15 V7:10.7.3
Datacenter V8:19.0.4 V8: 10.8.1.2023

MAC OS X/ MACOS

Management of OS X / macOS endpoints is provided using one the following inspection methods:

= Remote Inspection
= SecureConnector
Support is provided by either the OS X Plugin or the Macintosh Linux Host Property Scanner (MacLinux) Plugin.

In order to manage the OS X / Mac OS versions below, verify that you are working with the corresponding Plugins listed in the table.

OS X/ macOS Version Using Remote Inspection (Minimum Using SecureConnector (Minimum
Version) Version)

OS X 10.6.x (Snow Leopard) MacLinux 6.1.5 N/S

OS X 10.7.x (Lion) MacLinux 6.1.5 N/S

OS X 10.8.x (Mountain Lion) MacLinux 6.1.5 MacLinux 6.1.5
0SX-2.0.0 0OSX-1.1.0-2.0.0

OS X 10.9.x (Mavericks) MacLinux 6.1.6 MacLinux 6.1.6
0SX-2.0.0 0OSX-1.1.0-2.0.0

OS X 10.10.x (Yosemite) MacLinux 6.1.8 MacLinux 6.1.8
0SX-2.0.0 0OSX-1.1.0-2.0.0

OS X 10.11.x (El Capitan) MacLinux 7.0.0 0SX-1.1.0-2.0.0

0SX-2.0.0
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47
OS X/ macOS Version Using Remote Inspection (Minimum Using SecureConnector (Minimum
Version) Version)

macOS 10.12.x (Sierra) MacLinux 7.0.1.2 V8: OSX-2.1.1.1007

V8: 0OSX-2.1.1.1007
macOS 10.13.x (High Sierra) V8: OSX-2.1.1.1007 V8: 0OSX-2.1.1.1007
macOS 10.14.x (Mojave) V8: 0SX-2.1.1.1007 V8: 0SX-2.1.1.1007
macOS 10.15.x (Catalina) V7: 0SX-2.0.3 V7: 0SX-2.0.3

V8: OSX-2.1.1 V8: OSX-2.1.1

V8.1: 0SX-2.2.1 Vv8.1: 0SX-2.2.1

Linux

Management of Linux endpoints is provided using either the Remote Inspection or SecureConnector inspection method. Support was traditionally provided
by the Macintosh Linux Host Property Scanner (MacLinux). As of July 2017, the Macintosh Linux Host Property Scanner is no longer being developed, and
all Linux support is being transitioned to the Linux Plugin.

In order to manage the Linux versions below, verify that you are working with the corresponding Macintosh Linux Host Property Scanner, or Linux Plugin
listed in the table.

Linux Flavor Linux Version Minimum MacLinux Plugin Version (Remote Minimum Linux Plugin Version (Remote
Inspection or SecureConnector) Inspection or SecureConnector)

CentOS 5.0.x 6.1.5 N/S

6.0.x 6.1.5 V7:1.1.0

7.0.x

6.10.x N/S V8:1.2.1.1011
7.6.X

8.0.x N/S V8.1: 1.4.2.1008

8.x 7.0.0 V7:1.1.0
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Linux Flavor Linux Version Minimum MacLinux Plugin Version (Remote Minimum Linux Plugin Version (Remote
Inspection or SecureConnector) Inspection or SecureConnector)

9.X N/S V7:1.1.1.1003
Vv8:1.2.1.1011
Fedora 18.x 6.1.5 V7:1.1.0
19.x
20.x
21.x 7.0.0 V7:1.1.0
22.x
23.x
29.x N/S V7:1.1.1.1003
Vv8:1.2.1.1011
2019.1 N/S Vv8:1.2.1.1014
4.6.x (32 bit) N/S V7:1.1.0
4.x N/S V7:1.1.1.1003
19.x Vv8:1.2.1.1011
Red Hat Enterprise Linux 5.0.x 6.1.9 V7:1.1.0
(Workstation/Server) 6.0.X
7.0.x
6.10.x N/S V8:1.2.1.1011
7.6.X
7.7.X N/S v8:1.2.1.1014
v8.1:1.4.1
8.0.x N/S V8: 1.4.2.1008
OpenSUSE 12.x 6.1.9 V7:1.1.0
13.x
42.X

15.x N/S V8:1.4.2.1008
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Linux Flavor Linux Version

SUSE Enterprise (Desktop/Server) 11.x
12.x

15.x

Ubuntu 12.x
13.x
15.x

14.04.x
16.04.x
18.04.x

19.04

Compatibility Matrix
Minimum MacLinux Plugin Version (Remote
Inspection or SecureConnector)
6.1.9

N/S

6.1.9

N/S

N/S

Minimum Linux Plugin Version (Remote
Inspection or SecureConnector)
V7:1.1.0

V8.1:1.4.2.1008

V7:1.1.0

V7:1.1.1.1003
Vv8:1.2.1.1011

V8.1:1.4.2.1008

49



Web Browsers

Web browser support is relevant when endpoint users interact with the Forescout web server. This occurs when;
= Users download SecureConnector following redirection to the captive portal.
= Using HTTP notification actions to present messages or warnings to users in their web browsers.
= Corporate or guest users sign in via a captive portal web page.
= Managing guest accounts using the Sponsor Portal.
= Using the Compliance Center to help users self-remediate.
The following web browsers are supported by the Forescout platform:
= Internet Explorer 10.x, 11.x and Microsoft Edge
= Apple Safari 9.0 and above on Mac OS; Safari 8.3 and above on iOS
= Google Chrome 46 and above
= Mozilla Firefox 43.0 and above
= Android browser 1.5 and above (This productis EOL by vendor)

The browser list above is non-exhaustive. Most Forescout web portals work on HTML4 compatible web browsers and are not necessarily limited to the
browsers listed above. This includes old browsers that may no longer be supported by the vendors.

Note that this document/section does not deal with administrator portals such as the Assets Portal and Reports Portal. However, these portals will also
work using the same web browsers listed above.
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Microsoft Windows Applications

Detection of applications from the following vendors and remediation of Windows endpoints with those applications installed require Forescout's Windows
Applications. When a company name is listed rather than a specific product name in the following sections, the Forescout platform supports that
company’s related products (for example, in the Antivirus section below, Forescout supports Microsoft’s antivirus products). For detailed information about
updates to Endpoint plugins, refer to the Endpoint Module Release Notes.

The list below is valid as of Windows Applications 2.1.2.

Antivirus

For centrally managed AVs, the versions listed are of the agent installed on an AV-managed endpoint.

Vendor Product Properties Actions Forescout
Plugin

NETIE) Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

AhnLab V3 365 Antivirus Clinic  2.x 1.0.0
V3 Internet Security 7.x \ \ \ \ \ 1.1.2
8.0.5.x
8.0.6.x
V3 Net for Windows 6.X \/ \/ v v R 1.0.0
Server
AOL Active Virus Shield 6.X v x/ v x/ x/ 1.0.0
Avast Business Antivirus 19.x + + v N/S v 19.0.7
Business Antivirus Pro  19.x + + v N/S v 19.0.7
Business Antivirus Pro  19.x \/ \/ v N/S v 19.0.7
Plus
Free Antivirus 5.X \/ \/ v N/S v 19.0.8
19.x

Home Edition 4.8.x + + v x/ v 1.0.0
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

Internet Security 19.0.8
2015 \ \ v \ \ 2.1.2
Premier 19.x \ \ v N/A \ 19.0.8
Pro Antivirus 19.x + + v + v 19.0.8
2015 \ \ v \ \ 2.1.2
Professional 4.8.x \/ \/ v v R 1.0.0
Server Protection 4.7.x \/ \/ v v R 1.0.0
4.8.x
AVG Antivirus 2015 x/ x/ v \ \ 2.0.3
8.x
9.x
Antivirus Free Edition 7.5.x \/ \/ v N/A R 19.0.8
8.
9.x
19.x
Antivirus Pro 8.x \/ \/ v v R 1.0.0
Internet Security 2013 \ \ \ \ \ 19.0.8
8.x
9.x
19.x
AntiVir Personal 8.X v v \ y N 1.0.0
9.x
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

AntiVir Professional 1.0.0

Antivirus Pro 2015 y y v R R 19.0.8

(Professional Security)  14.x

Antivirus Pro — 15.x \ \ v N/S \ V7:2.1.21

Business Edition Vv8.0.1: 19.0.11
Vv8.1: 19.0.11

Prime 15.x \ \ v N/S \ V7:2.1.21
V8.: 19.0.11
Vv8.1: 19.0.11

Antivirus Server 14.x \/ \/ v v R 19.0.8

(Server Security)

15.x \ \ v N/S \ V7:2.1.21

V8:19.0.11
Vv8.1: 19.0.11

Free Antivirus 13.x \/ \/ v v R 1.0.0

15.x \ \ v N/S \ 19.0.7

Internet Security 2015 \ \ \ \ \ 2.1.2

Internet Security Suite  15.x \ \ \ N/S \ V7:2.1.21
V8:19.0.11
Vv8.1: 19.0.11

Ultimate Protection 2015 < < y < N 2.1.2

Suite

Antivirus for Endpoint ~ 15.x \ \ \ N/S \ V7:2.1.21
V8:19.0.11

Vv8.1:19.0.11
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

Bitdefender Antivirus Plus 19.0.5
25.x \ \ v N/S N/S 20.0.7
Antivirus 12.x y y v y v 2.1.2
13.x
18.x
19.x
Antivirus Free Edition 8.x + + v N/S N/S 19.0.5
1.x
Antivirus Professional  9.x + + v + v 1.0.0
10.x
11.x
12.x
Endpoint Agent 6.2.9.775 \ N/A N/A N/A N/A 2122
5.0.x \ \ v \ \ 2.0.3
5.1.x
Endpoint Security 6.X x/ x/ v N/S N/S 19.0.9
Internet Security 12.x \/ \/ v \/ \/ 1.0.0
13.x
17.x
23.x \ N v N/S N/S 19.0.5
25.x \ \ v N/S N/S 20.0.7
Security for Windows 3.x \ \ v \ 9.5.0

Servers
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Vendor Product Properties Actions Forescout
Plugin
Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version
v v v v

Total Security 12.x + 1.0.0
13.x
23.x v v v N/S N/S 19.05
25.x v v v N/S N/S 20.0.7
Carbon Black eI EES 3.x y y v N 18 v 19.0.11
CA E-Trust 7.0.x + + V \ N 1.0.0
Technologies 8.0.x
8.1.x
9.x
10.x
ClamAV ClamAV 2.x v v v v v 9.5.0
3.X
CISCO ImmuneProtect 6.X + + v + N 19.0.10
SYSCINS (ClamAV)
Comodo Antivirus 5.10.x + + \/ < v 2.1.2
8.2.x
12.0.x y y y y N 19.0.10
Internet Security Pro 12.0.x \ \ \ \ \ 19.0.10
CrowdStrike Falcon 4.x x/ x/ N/S N/S N/S 19.0.11
5.x

18 RepCLI Authentication must be enabled, and the authorized user set to an HPS remote inspection account. See: Carbon Black KB for
more information.



https://community.carbonblack.com/t5/Knowledge-Base/CB-Defense-How-to-Enable-RepCLI-Authentication-on-Existing/ta-p/70393
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

eScan Anti-Virus for Windows  11.x 19.0.8
14.x
Internet Security 14.x \ \ \ \ \ 19.0.8
Total Security 14.x \ \ v \ \ 19.0.8
ESET Endpoint Security 7.0.x \ \ v \ \ 19.0.9
7.1.x
Endpoint Antivirus 7.0.x \ \ v \ \/ 19.0.9
7.1.x
7.2.x \ \ \ N/S \ 20.0.3
NOD32 Antivirus 12.0.x \ \ \ \ \ 19.0.9
12.1.x
12.2.x
13.0.x \ \ \ N/S \ 20.0.3
NOD32 2.x \ \ \ \ J 1.0.0
3.x
4.x
NOD32 Smart Security ~ 4.x x/ x/ v x/ 1.0.0
Smart Security 12.0.x \ \ v \ \ 19.0.9
Premium 12.1.x
12.2.x
13.0.x J J \ N/S J 20.0.3
Internet Security 12.1.x \/ \/ V \/ N 19.0.9

12.2.x
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Vendor Product Properties Actions Forescout
Plugin
Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version
V V N/S J

13.0.x \ 20.0.3
13.1.x \ \ v N/S \ 20.0.7
ESTsoft Alyac Enterprise 1.x \ \ v N/A \ 19.0.8
2.X
Fortinet FortiClient 5.6.x \ \ v N/A N/A 19.0.9
6.0.x
6.2.X
F-Secure Anti-Virus 7.x \/ \/ v v R 19.0.8
9.x
17.x
Client Security 8.x \ \ \ \ \ 19.0.10
14.x
Internet Security 9.x \ \ \ \ \ 1.0.0
10.x
G Data Internet Security 25.x \ \ \ \ \ 19.0.8
Total Security 25.x \ \ \ \ \ 19.0.8
Antivirus 25.x \ \ v \ \ 19.0.8
Antivirus Business 3.x \/ \/ v \/ v 1.0.0
Hauri ViRobot Desktop 5.x \ \ \ \ \ 1.0.0
ViRobot ISMS 3.5.x \ \ \ \ 1.0.0
Total Security 16. V V N N/A V 19.0.8
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

Antivirus Premium 19.0.8

Ultimate Security 16.x \ \ v N/A \ 19.0.8

Kaspersky Anti-Virus 6.x \ \ v \ \ 19.0.8
7.X
8.x
9.X
12.x
19.x

20.X + + v + v 19.0.12

2012 \ \ v \ x/ 2.1.4
2013
2016
2017

Endpoint Security 8.x \/ \/ v \/ \/ 19.0.8
10.x
11.x

Internet Security 8.x \ \ \ \ \ 19.0.8
9.Xx
12.x
13.x
15.x
19.x

20.x x/ x/ v x/ v 19.0.12

2012 y y y y N 9.4.3
2013
2014
2016
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Product Properties Actions Forescout
Plugin

Vendor

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

2017
Total Security 19.x \ \ v \ \ 19.0.8
20.x v v v R R 19.0.12
2016 \ \ V \ N 2.1.4
2017
Antivirus y y J y y 2.1.2
AntiVirus 9.x y y J y y 1.0.0
Lightspeed Lightspeed 8.x \ \ v \ \ 1.0.0
8 x/ x/ v v R HPS IE 9.5.0
Malwarebytes 3.8.3 \ \ \ \ \ 19.0.8
McAfee All Access 2016 + + y y N 2.1.2
Antivirus Plus 2015 x/ x/ v v R 2.1.4
2016
2017
2019 y y y y N V8: 19.0.6
V8.1:19.0.6
Cloud AV 0.5.x x/ x/ v x/ v 2.1.2
Desktop Protection 8.8 N/S N/S N/S N/S N 2121
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

Endpoint Security V7:2.1.19
Vv8.0.1: 19.0.8
Vv8.1:19.0.8

Endpoint Security For 2016 \ \ v \ \ 2.1.2
Business
Enterprise VirusScan 8.x 19 \ \ \ \ \ 1.0.0
Internet Security 2015 \ \ v \ \/ 2.1.2
Internet Security 2017 \ \ v \ \/ 2.1.4
LiveSafe 2016 \ \ v \ \ 2.1.2

2017 \ \ v \ \ 2.1.3
LiveSafe Internet 12.8 \/ \/ v v R 2.1.2
Security
LiveSafe / Total 2019 \ \ v \ \ V8: 19.0.6
Protection / Internet Vv8.1:19.0.6
Security / AntiVirus
Plus
Total Protection 14.x \/ \/ v v R 2.1.2

15.x
VirusScan 7.x \/ \/ v \/ v 2.0.3

8.x

9.x

19 Product is in End-of-Sale/End-of-Life status with Vendor. No new updates will be provided and Forescout support will be provided as
best effort to resolve issue.
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

10.x
11.x
12.x
VirusScan Enterprise 8.7.1 \ \ v \ \ HPS 9.11
VirusScan Enterprise +  8.x \ \ v \ \/ 1.0.0
Anti Spyware
Enterprise
Microsoft ForeFront System 4.3.x \ \ \ \ \ 1.0.0
Center
ForeFront System 1.5.x \ \ v \ \/ 1.0.0
Center
ForeFront System 2.X \ \ v \ \/ 1.0.0
Center Endpoint
Protection
Security Essentials 1.x \/ \/ v \/ \/ 19.0.4
4.10.x
Security Essentials + 4.x \ \ \ \ \ 1.0.0
AntiMalware Client
System Center 4.7.x \/ \/ v 2.1.2
Endpoint Protection
System Center 4.3.x \/ \/ v \/ \/ 1.0.0
Endpoint Protection
Windows Defender Windows 7: \ \ v \ N v7:2.1.19
6.1.x v8.0.1: 19.0.9
Windows 8: v8.1: 19.0.9
4.10.x
Windows 10:
4.18.x
Windows Server
2016: 4.18.x

Windows Server
2019:4.18.x
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

Windows Security
Center
Palo Alto Cortex XDR (Traps) 7.x \ \ v N/S \ v8.0.1: 20.0.1
Networks Vv8.1: 20.0.1
Panda Antivirus 3.x \ \ v \ \ 1.0.0
Security 4.
7.X
11.x
Panda Dome 2.X \ \ v \ 1.0.0
Complete (Formerly
Panda Global
Protection) 18.x 20 \ \ \ \ \ 19.0.11
Panda Dome Essential  18.x 20 \ \ v \ \ 19.0.11
Panda Dome 18.x 20 \ \ \ \ \ 19.0.11
Advanced
Panda Dome Premium  18.x 2 \/ \/ v \/ \/ 19.0.11
PC Ziggy CIS 5.x \ \ \ \ \ 1.0.0
Qihoo 360 Antivirus 4.8 \ \ v \ \ 1.1.2
Internet Security 4.8 \ \ v \ \ 1.1.2
Total Security 8.x \ \ v \ \ 19.0.9
10.x

20 Only supported on Windows 10.
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

Total Security 19.0.9
Essential 8.x
Rising Antivirus 11.x \ \ v \ \ 19.0.8
20.x
23.X
Sophos Intercept X 2.0.x + + v N/S v 19.0.8
2.4.x
Antivirus 6.X + \ V \ N 2.1.4
7.X
9.x
10.x
10.8.x \ \ v N/S \ 19.0.8
Endpoint Security and ~ 9.x + + y y N 2.1.3
Control 10.7.x
11.0.x
10.8.x v v v N/S v 19.0.8
Sophos Home 1.x \ \ \ \ \ 2.1.4
2.1.x v v v v v 19.05
Server Protection 10.8.x \/ \/ v N/S v 19.0.8
Symantec AntiVirus 8.X y + y y N 1.0.0
9.x
10.0.x
10.1.7.7000
10.1.x

10.1.x (server)
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

10.2.x
Endpoint Protection 11.x \ \ v \ \ 19.0.8
12.0.x
12.1.x
14.0.x
14.2.x \ \ v \ N2 V7:2.1.25
Vv8.0.1: 20.0.3
Vv8.1: 20.0.3
Endpoint Protection 22.15.x + + v + v 19.0.8
Small Business Edition
2016 \ \ v 2.1.2
Endboint Secur Client Versi v v v v Va2 V7:2.1.23
ndpoint Security ient Version: )
(Formerly SEP 15) 14.2.5280.2000 Ve 2202
Vv8.1:19.0.12
Norton 8.x + + v + N 1.0.0
9.x
10.x
11.x
12.x
14.x
15.x
16.x

21 The “Update Antivirus on Windows” remediate action on a host that has SecureConnector installed as Service is only supported with
these minimum versions of HPS Inspection Engine plugin: 10.8.1.2100 (v8.0) and 11.0.3.1015 (v8.1).
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Vendor Product Properties Actions Forescout
Plugin
Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version
1x y y v V v

Norton 360 1.0.0
2.X
3.X
Norton 360 Standard 2019 y + v N/S y 19.0.8
Norton 360 + Lifelock  22.19.x.x \ \ V N/S N V7:2.1.21
v8.0.1: 19.0.11
Vv8.1: 19.0.11
Norton Antivirus Plus 22.19.x.X «/ «/ v N/S R V7:2.1.21
v8.0.1: 19.0.11
Vv8.1: 19.0.11
Norton AntiVirus 16.x y y v v 1.0.0
17.x
Norton AntiVirus 2019 + + \/ < v 19.0.8
Deluxe
Norton Internet 15.5.x v v v v v 1.0.0
Security
16.x x/ x/ v v R 1.0.0
19.9.0 + + v N/S N/S 1.1.2
21.1.0 + + v N/S N/S 2.1.2
Norton Security 22.6.0 \ \ v N/S N/S 2.1.2
Norton Security Deluxe 2016 \ \ v N/S N/S 2.1.2
Norton Security 2016 N N v N/S N/S 2.1.2

Premium
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Trend Micro

Compatibility Matrix

66

Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

Norton Security
Standard

Antivirus

Antivirus + Security

Trend Micro Antivirus+

Apex One
Client/Server Security
Agent

Internet Security

Maximum Security

OfficeScan

Premium Security

2016

15.x
16.x
17.x

9.x
10.x
15.x

16.x

14.x

7.X

10.x

15.x

16.0.x

10.x
15.x

XG 12.0.x
XG SP1 12.0.x

0.5.x
8.x
11.x

10.x
15.x

y v y
\ V N/S
«/ v N/S
y Y y
y Y y
y y y
y y N/S
x/ v N/A
x/ v N/S
x/ v x/
x/ v x/
y \ N/A

N/S

N/S

N/S

N/A

N/S

N/A

1.0.0

19.0.1

V7:2.1.21

Vv8.0.1: 19.0.11

V8.1: 19.0.11

19.0.9

1.0.0

21.2

19.0.1

19.0.11

19.0.1

19.0.9

2.0.3

19.0.1
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Vendor Product Properties Actions Forescout
Plugin
Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version
V V N/S N/S

16.0.x V 19.0.11
Server Protect 5.x \ \ v \ N/A 1.0.0
5.8.x J J v N/S N/S 19.0.9
Titanium Antivirus 2013 J V V N/A N/A 212
Worry-Free Standard 9.x \ \ \ N/A N/A 2.1.2
20.0.x v v V v V 19.0.9
Worry-Free Advanced ~ 9.x \ \ v 2.1.2
20.0.x J J \ J V 19.0.9
Worry-Free Services 9.x \ \ \ N/S N/S 2.1.2
Advanced
6.7.x V V y v V 20.0.2
6.6.x V V y 22 V 19.0.9
Worry-Free Services 6.7.x \ \ \ \ \ 20.0.2
6.6.x Xl V v V22 J 19.0.9

22 Only supported on Windows 7.
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Up-to-date Start AV Update Minimum
definitions version

Vipre Endpoint Security 19.0.8

Advanced Security 11.x \ \ v \ \ 19.0.8

SecureAnywhere 9.x \ \ v N/S N/S 19.0.8

Peer-to-Peer

Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Kill Application Minimum
version

Ares Galaxy Ares Galaxy

2.4.x x/ x/ x/ 18.0.7
BearShare BearShare 6.1.x + + + 2.1.2
(Gnutella) 6.2.X

7.0.x

7.1.x

8.0.x

8.1.x

10.0.x
BitComet BitComet 0.97 N N 1.0.0

1.0.x

1.1.x
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Vendor Product Properties Actions Forescout
Plugin
Name Versions Installed Running Kill Application Minimum
version
1.2.x

BitLord 2.4.x \ \ \ 2.1.3
BitSpirit 3.6.x \ \ \ 213
BitTorrent BitTorrent 5.X + + 1.0.0

6.0.x

6.1.x

6.2.x

6.3.x

6.4.x
BitTyrant 1.1.x \ \ \ 2.1.3
Deluge 1.3.x J V V 213
eMule eMule 0.6 + + + 1.1.2

0.48a

0.49a

0.49b

0.49c

0.50a
ezPeer 3.1.x \/ v 1.0.0
FolderShare Folder Share 14.x \/ \/ 1.0.0
Foxy 1.9.7.x \ \ 1.0.0
Free Download Free Download 5.1.x v + y 213
Manager Manager
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Vendor

FrostWire

Jubster

Kazaa

Kazaa

LimeWire

Miro

Morpheus

MP3 Rocket

Compatibility Matrix

Product Properties Actions Forescout
Plugin
4.x \ J J

FrostWire

iMesh

Jubster

Kazaa

Kazaa - Lite

LimeWire

Miro

Morpheus

MP3 Rocket

4.1.x
6.6.x

7.1.x \ J
7.2.X
8.0.x
8.1.x
9.0.x
9.1.x

4 \

3.2.7 «/ v

2.7.X \

4.14.x \ J
4.18.x

5.0.x

5.1.x

5.2.x

5.3.x

5.4.x

5.5.x

5.5.X y N
5.6.x
5.7.x

5.0.x x/ x/
5.1.x
5.2.x

Minimum
version

18.0.7

1.0.0

1.0.0
1.0.0
1.0.0

1.0.0

2.1.3

1.0.0

1.0.0

70
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Vendor Product Properties Actions Forescout
Plugin
Name Versions Installed Running Kill Application Minimum
version
5.3.x
5.4.x
OneSwarm 0.7.x \ \ \ 2.1.3

Shareaza Shareaza 2.3.x \ \ \ 1.1.2
25X
2.7.X
5.1.x
6.0.x
Soulseek Soulseek 157 NS 13c v v 1.0.0
157 NS 13d
157 NS 13e
157.12c
157.12d

Spotify Spotify 0.9 x/ x/ \ 1.1.2
0.9.x x/ v 1.0.0
1.0.x y y y 18.0.7

Tixati 2. J v v 213

Transmission 2.x \ \ \ 213

TrustyFiles 3.1x V 1.0.0

Twister 4.2.x \ 1.0.0

uTorrent 1.8.x \ \ 1.0.0
2.0.x
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Vendor Product Properties Actions Forescout
Plugin
Name Versions Installed Running Kill Application Minimum
version
3.0.x V Xl 1.1.2

Warez 1.0.0

Xunlei Thunder 5.8.X y y 1.0.0

9.1.x + + + 18.0.7

Instant Messaging

Vendor Product Properties Actions Forescout
Plugin
Name Versions Installed Running Kill Application Minimum
version
J N/S

AOL Instant 6.X v 19.0.4

Messenger 23 7 5%
Camfrog Camfrog 4.x \ \ \ 18.0.7
5.x
6.X
Facebook Facebook 196.x v N/S N/S 19.0.8
Messenger

23 AOL instant messaging platform is End-of-Sale/End-of-Life status with Vendor. No new updates will be provided and Forescout

support will be provided as best effort to resolve issue.
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Kill Application Minimum
version
N/S N/S

580.x v 20.0.6

Google Talk 24 1.x v N/S N/S 19.0.4
Jabber 11.x v R R 19.0.5
12.x
ICQ 6.X d \ \ 18.0.7
7.X
10.x
Microsoft MSN Messenger  6.x \/ \ N/S 1.0.0
8.X
Windows Live 16.x v v N/S 19.0.4
Messenger
SK NateOn 3.x v v 1.0.0
Communications
(formerly Nate)
6.X v y y 19.0.9
10.x
Paltalk PaltalkScene 9.x v y 1.0.0
11.x v v v 19.0.4
Tencent (formerly QQ 1.x v x/ x/ 19.0.8
0]0)) 9.x
20.x

24 Google instant messaging platform is End-of-Sale/End-of-Life status with Vendor. No new updates will be provided and Forescout
support will be provided as best effort to resolve issue.
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Vendor Product Properties Actions Forescout
Plugin

Name Versions Installed Running Kill Application Minimum
version
3.x \/ \

Skype Skype . 19.0.5
4.x
5.x
7.X
8.x

Trillian Trillian 3.x v + 1.0.0
4.X
6.x v \ \ 19.0.4

Yahoo Yahoo 0.8.x «/ \ N/S 19.0.4
Messenger 8.x
9.X
10.x

Anti-Spyware

Brightfort SpywareBlaster 3.5.x \ 1.0.0
4.1.x
4.2.X

CounterSpy 2.5.xx y 1.0.0
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1.x + 1.0.0

Kephyr Bazooka Adware

and Spyware
Scanner
Lavasoft Ad-Aware 7.0.x \ 1.0.0
7.1.x
8.0.x
McAfee AntiSpyware 2.0.x \ 1.0.0
8.0.x
8.5.x
8.7.X
Microsoft Windows 1.1.x \ 1.0.0
Defender
Safer Networking Spybot - Search  1.x \ 1.0.0
& Destroy
Symantec PC Tools - 5.x \ 1.0.0
Spyware Doctor 6.X
7.X
Trend Micro Anti-Spyware 3.x \ 1.0.0
3.5.x
Webroot Spy Sweeper 5.5.x \ 1.0.0
5.8.x
6.1.x

Firewall

10

McAfee McAfee Endpoint \ V7:2.1.20
Security V8: 19.0.10
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Name Versions Running Minimum version

Vv8.1: 19.0.10

Microsoft Windows Firewall Windows 7 y V7:2.1.19
Build 7601 Vv8: 19.0.9
Windows 8 v8.1: 19.0.9
Build 9600
Windows Windows 10 \ V7:2.1.19
Defender Firewall Build 18362 V8: 19.0.9
V8.1: 19.0.9
Client Firewall 1.5.x \ 19.0.2
2.5.x
2.9.x
3.0.x
Sygate 5.5.x \ 1.0.0
5.6.x
Client Firewall 8.7.x 1.0.0
12.1.x
Symantec 14.2.x x/ V7:2.1.22
V8:19.0.12
V8.1: 19.0.12
Symantec Endpoint 11.x \ 2.1.2.3
Protection 12.x
14.x
Zone Labs / Check ZoneAlarm 7.0.x \/ 1.0.0
Point 7.1.X
9.1.x

15.x + 20.0.1
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Hard Drive Encryption

— -

Check Point Endpoint Full
Disk Encryption

Symantec Endpoint
Encryption

Cloud Sync

Compatibility Matrix

Versions Installed Encryption Status
7.5 v v 2.1.0

6.x
10.x

11.1.x
11.2.x

11.3.x

V v 19.0.9
y y 19.0.5
\ + 19.0.11

— -

Amazon Amazon Cloud Drive

iCloud Drive

Versions Installed Kill Application
2.X V V y 2.0.3

6.X

5.x

2.X

4.0.x

V y 20.0.1
V 2.0.0
v l 2.0.3
V 2.0.0
2.03
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3.1.x y + 2.0.0

Copy

Cubby 1.0.0.x \ \ 2.0.0
Mozy 2.x \ \ 2.0.0
Dropbox Dropbox 83.4.152 \ \ \ 19.0.11
3.10.x \ \ 2.1.2

SugarSync SugarSync 3.x \ \ 2.0.0

78
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About eyeExtend Products Compatibility

The Forescout platform supports a wide range of vendors and their products. The supported versions documented in the help files
describe support for eyeExtend solutions with detailed information about the models and operating systems versions that were
validated for integration with Forescout’s products.

Products listed in each help file represent a subset of each vendor’s product portfolio, as it is impossible to test every available model
and operating system. The Forescout platform may support additional models from these vendors as well, although not explicitly
specified.

For additional information about supported functionalities, configuration and requirements please refer to individual Forescout
Configuration Guides.

Forescout reserves the right to change this document at any time, without notice, at Forescout’s sole discretion.

CounterACT v7.0 eyeExtend Product Integrations

Minimum eyeExtend
Vendor Vendor Product Version

Vendor Product Version API

Supported Version
CounterACT v7.0

Protect N/A CB REST API v1.0 N/S
Carbon Black Response CB Public API v1.0
CB Event Forwarder v3.2.0
Next Generation Firewall CP Gateway R77.20, R77.30 and R80.10 Check Point NGFW
1.0.0
Check Point .
Threat Prevention Check Point Security Management Server Check Point Threat
R77.20, R77.30 and R80 Prevention 1.0.1
. CrowdStrike N/A CrowdStrike Streaming AP Version 4.9 CrowdStrike 1.0.0
CrowdStrike . .
CrowdStrike Query API Version 3.3
CyberArk Enterprise 10.7.x N/A CyberArk 1.0.0
Password Vault
CyberArk
CyberArk Password Vault 10.7.x N/A
Web Access
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Vendor

FireEye

Forescout

McAfee

Micro Focus

Mobilelron

Vendor Product

CyberArk AAM (formerly
AIM)

CyberArk PTA

FireEye EX

FireEye HX

FireEye NX

Forescout Open Integration

Module

Forescout Advanced
Compliance

BigFix

MaaS360

QRadar

McAfee ePO

ArcSight

Mobilelron Core / Connected
Cloud

9.6.x

10.7.x

7.6

4.0.x

8.1.2

N/A

N/A

9.5

2.4

7.2.8

5.3.x

5.9.x

6.9.x

9.5

Compatibility Matrix

Vendor
Version
Supported

Vendor
API
Version

N/A

N/A

IBM BigFix version 9.5

IBM QRadar version 7.2.8

McAfee ePolicy Orchestrator (ePO) server
version 5.3 & 5.9

ArcSight v6.9.1.c

Mobilelron VSP version 5.5 and above

Mobilelron Core version 9.0, 9.1, 9.3, and
9.5 (on Premise or Cloud)
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Minimum eyeExtend
Product Version

CounterACT v7.0

FireEye EX 1.1.0

FireEye HX 1.1.0

FireEye NX 2.0.0

N/A

Advanced Compliance
1.1.0

IBM BigFix 1.0.0

IBM MaaS360 1.7.0

IBM QRadar 2.0.1

McAfee ePO 3.0.1

ArcSight 2.7.1

Mobilelron 1.7.1



Forescout

Vendor

Palo Alto
Networks

Qualys

Rapid7

ServiceNow

Splunk

Symantec

Tenable

VMware

Vendor Product

Next Generation Firewall

Wildfire

VM

Nexpose Security Console

ServiceNow

Splunk Enterprise

Splunk Enterprise Security

Splunk Cloud

Symantec Endpoint
Protection

Nessus Scanner
Tenable.sc (Formerly
SecurityCenter)

AirWatch

Workspace ONE UEM

Compatibility Matrix

Vendor Vendor

Version API
Supported Version

PAN OS
6.0,6.1, 7.0, 7.1 or 8.0

PANOS

6.0,6.1,7.0,7.1

8.7.1

6.X

ServiceNow Cloud Service versions
Kingston, London and Madrid
6.4,6.5, 6.6 0r7.0

4.5.x or 4.7.x

N/A

Symantec Endpoint Protection Manager
version 12.1.6 or 14.0.1

6.0.x through 6.10.x
4.8.2,5.4.2,5.45and 5.6.1

5.8.x, 5.9.x and 5.11.x

9.1.x

19XX
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Minimum eyeExtend
Product Version

CounterACT v7.0

PAN NGFW 1.1.1

PAN Wildfire 2.0.0

Qualys VM 1.2.1

Rapid7 Nexpose 1.1.1

ServiceNow 1.1.0

Splunk 2.7.0

Symantec Endpoint
Protection 1.0.1

Tenable 2.6.0.7020
Tenable 2.6.0.1012
Tenable 2.6.0.7020

AirWatch 1.7.2

AirWatch 1.7.2



Forescout

Compatibility Matrix

CounterACT v8.0.1/Forescout v8.x eyeExtend Product Integrations

Vendor Product

Vendor
Version
Supported

Vendor
API
Version

Minimum eyeExtend Product Version

CounterACT v8.0.1

Forescout v8.2

Carbon Black

Check Point
CrowdStrike

CyberArk

Protect
Response

Next Generation Firewall

Threat Prevention

CrowdStrike

CyberArk Enterprise
Password Vault

CyberArk Password Vault
Web Access

CyberArk AAM

CyberArk PTA

Protect 8.x
Response 6.x

CP Gateway R77.x and

R80.x

Check Point Security
Management Server
R77.x and R80.x

N/A

10.10.x
10.9.x
10.8.x
10.7.x

10.10.x
10.9.x
10.8.x
10.7.x

9.6.x

10.10.x
10.9.x
10.8.x
10.7.x

CB REST API v1.0
CB Public API v1.0

CB Event Forwarder
v3.2.0

CrowdStrike Streaming

API Version 4.9

CrowdStrike Query API

Version 3.3

N/A

N/A

N/A

N/A

Carbon Black 1.0.0

Check Point NGFW
1.1.0

Check Point Threat
Prevention 1.1.0

CrowdStrike 1.1.0

CyberArk 1.1.0

Forescout v8.1

Carbon Black 1.1.0

Check Point NGFW
1.2.0

Check Point Threat
Prevention 1.2.0

CrowdStrike 1.3.0

CyberArk 1.2.0

Carbon Black 1.2.0

Check Point NGFW
1.3.0

Check Point Threat
Prevention 1.3.0

CrowdStrike 1.4.0

CyberArk 1.3.0



Forescout

Vendor

FireEye

Forescout

Fortinet

Microsoft

McAfee

Vendor Product

FireEye EX

FireEye HX

FireEye NX

Open Integration Module

Advanced Compliance

Advanced Compliance for
IPv6

FortiManager

FortiGate

BigFix

MaaS360

QRadar

Intune

McAfee ePO

7.6

3.x

4.X

7.X
8.

N/A

N/A

N/A

6.X

6.X

9.5

2.4

10.x

7.2.8

N/A

59.1
5.10

Vendor
Version
Supported

Compatibility Matrix

Vendor
API
Version
N/A
N/A
N/A
N/A
N/A

IBM BigFix version 9.5

IBM QRadar version
7.2.8

Graph API 1.0

McAfee ePalicy
Orchestrator (ePO)

FireEye EX 1.2.0

FireEye HX 1.2.0

FireEye NX 2.1.0

Open Integration
Module 1.1.0

DEX 3.5.0
Web API 1.3.0

Advanced
Compliance (SCAP)
1.2.0

N/S

IBM BigFix 1.1.0

IBM MaaS360 1.8.0

IBM QRadar 2.1.0

N/A

McAfee ePO 3.1.0

FireEye EX 1.2.0

FireEye HX 1.3.0

FireEye NX 2.1.0

Open Integration
Module 1.3.0

DEX 3.7.0
Web APl 1.4.1

Advanced
Compliance
(SCAP) 1.2.1

Advanced
Compliance
(SCAP) for IPv6
1.3.0

Fortinet 1.0.0

IBM BigFix 1.2.1

IBM MaaS360
1.9.0

IBM QRadar 2.1.0

Microsoft Intune
1.0.0

McAfee ePO 3.3.0

FireEye EX 1.2.0

FireEye HX 1.3.0

FireEye NX 2.1.0

Open Integration
Module 1.4.0

DEX 3.8.0
Web API 1.5.0

Advanced
Compliance
(SCAP) 1.2.1

Advanced
Compliance
(SCAP) for IPv6
1.3.0

Fortinet 1.1.0

IBM BigFix 1.3.0

IBM MaaS360
1.9.0

IBM QRadar 2.2.0

Microsoft Intune
1.1.0

McAfee ePO 3.3.0
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Minimum eyeExtend Product Version
CounterACT v8.0.1 Forescout v8.1 Forescout v8.2



Forescout

Vendor

Micro Focus

Mobilelron

Palo Alto
INEI S

Qualys

Rapid7

ServiceNow

Vendor Product

ArcSight

Mobilelron Core /
Connected Cloud

Next Generation Firewall

Wildfire

VM

Nexpose Security Console

ServiceNow

Vendor
Version
Supported

6.9.x

7.2.X

9.x

PAN-OS 6.0.x
PAN-OS 6.1.x
PAN-OS 7.0.x
PAN-OS 7.1.x
PAN-OS 8.0.x
PAN-OS 8.1.x

PAN-OS 9.0.x

PAN-OS 6.0.x
PAN-OS 6.1.x
PAN-OS 7.0.x
PAN-OS 7.1.x

PAN-OS 9.1.x

8.x

6.X

ServiceNow Cloud
Service Kingston,
London and Madrid

Compatibility Matrix

Vendor
API
Version

server version 5.x

ArcSight v6.9.1.c

ArcSight v7.2.0

Mobilelron VSP version

5.x and above

Mobilelron Core version

9.x (on Premise or
Cloud)
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Minimum eyeExtend Product Version

CounterACT v8.0.1 Forescout v8.1 Forescout v8.2

ArcSight 2.8.0

N/A

Mobilelron 1.8.0

PAN NGFW 1.2.0

N/A

PAN Wildfire 2.1.0

N/A
Qualys VM 1.3.0
Rapid7 Nexpose

1.2.0

ServiceNow 1.3.0

ArcSight 2.8.0

ArcSight 2.8.0

Mobilelron 1.9.0

PAN NGFW 1.3.0

PAN NGFW 2.0.0

PAN Wildfire 2.2.0

PAN Wildfire 2.2.2
Qualys VM 1.4.0
Rapid7 Nexpose

13.1

ServiceNow 2.0.0

ArcSight 2.9.0

ArcSight 2.9.0

Mobilelron 1.9.0

PAN NGFW 1.4.0

PAN NGFW 2.0.0

PAN Wildfire 2.2.1

PAN Wildfire 2.2.2
Qualys VM 1.5.0
Rapid7 Nexpose

1.4.0

ServiceNow 2.0.0



Forescout

Vendor

Splunk

Symantec

Tenable

Vendor Product

Splunk Enterprise

Splunk Enterprise Security

Splunk Cloud

Symantec Endpoint
Protection

Nessus Scanner

Tenable.io

Tenable.sc (formerly
SecurityCenter)

Vendor
Version
Supported

Madrid
New York
Orlando

New York
Orlando

6.4.x
6.5.x
6.6.x
7.0.x
7.2.xX
7.3.X

4.5.xX
4.7.X
5.2.x
5.3.x

6.6.X
7.2.X

Symantec Endpoint
Protection Manager

version 12.1.6 or 14.0.1

Symantec Endpoint
Protection Manager
version 14.2

6.0.x - 6.10.x

September, 2019

4.8.x
5.4.x
5.6.x
5.9.x

Compatibility Matrix

Vendor
API
Version

85

Minimum eyeExtend Product Version

CounterACT v8.0.1 Forescout v8.1 Forescout v8.2

N/A

Splunk 2.8.0

Symantec Endpoint
Protection 1.1.1

N/A

Tenable 2.7.1

Tenable 2.7.1

Tenable 2.7.1

ServiceNow 2.1.0

ServiceNow 2.2.0

Splunk 2.9.0

Symantec Endpoint
Protection 1.2.0

Symantec Endpoint
Protection 1.3.1

Tenable 2.8.0

Tenable 2.8.0

Tenable 2.8.0

ServiceNow 2.1.0

ServiceNow 2.2.0

Splunk 2.9.1

Symantec Endpoint
Protection 1.3.0

Symantec Endpoint
Protection 1.3.1

Tenable 3.0.0
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Vendor Vendor Minimum eyeExtend Product Version
Vendor Product Version API
Supported Version CounterACT v8.0.1 Forescout v8.1 Forescout v8.2

5.10.x
5.11.x

5.6.x N/S Tenable 2.9.0 Tenable 3.0.0

5.9.x

5.10.x
5.11.x
5.12.0

VMware AirWatch 9.1.x Airwatch 1.8.0 AirWatch 1.9.0 AirwWatch 2.0.0

Workspace ONE UEM 19XX AirWatch 1.8.0 AirWatch 1.9.0 AirWatch 2.0.0
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About Data Center/Cloud Compatibility

The Forescout platform supports a wide range of data center/cloud vendors and their products. The following tables describe support for the software
versions that were validated for integration with Forescout’s Plugins.

Products in these tables below represent a subset of each vendor’s product portfolio, as it is impossible to test every available model and operating
system. The Forescout platform may support additional models from these vendors as well, although not explicitly specified below.

For more information about supported functionalities, configuration and requirements refer to individual Plugin Configuration Guides.

Forescout reserves the right to change this document at any time, without notice, at Forescout’s sole discretion.

DC/Cloud

The Forescout platform supports the following software packages:

Vendor Product Forescout Plugin
Name Versions Minimum version

VMware vSphere 6.7 Ux V8: 2.2.0.1041
6.5 Ux Vv8.1:2.4.1
6.0 Ux Vv8.2: 2.5.0
VMware NSX 6.2.x Vv8:1.1.0
6.3.x Vv8.1:1.2.0
6.4.x Vv8.2: 1.3.0
Amazon Web Services (AWS) V8: 2.0.0
Vv8.1: 2.1.0
V8.2:2.2.0
Microsoft Azure 3.x Vv8.1: 1.0.0

Vv8.2:1.1.0
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About Hypervisor Compatibility

The Forescout platform supports a wide range of virtualization vendors and their products. The following tables describe support for the software versions
that were validated for integration with the Forescout platform and its related subcomponents.

Forescout reserves the right to change this document at any time, without notice, at Forescout’s sole discretion.

Hypervisors

The Forescout platform supports the following software packages:

VMware ESXi Bare Metal 5.1 Update x \ \
5.5 Update x \/ \/
6.0 Update x \ \
6.5 Update x \
6.7 Update x

V )
V )
\/
Ve erelin=lolsim 'S Windows Server 2012 6.x \ \ \
Windows Server 2012 R2  6.x \ \ \ \
Windows Server 2016 10.x \ \ \
Windows Server 2019 10.x V \
Centos v7.x Kernel: 5.x \ \ \
QEMU: 4.x

Centos v8.x Kernel: 4.x \
QEMU: 2.x

Ubuntu v18.x Kernel: 4.x \

QEMU: 3.x
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Contact Information

Forescout Technologies, Inc.

190 West Tasman Drive

San Jose, CA 95134 USA
https://www.forescout.com/support/
Toll-Free (US): 1.866.377.8771

Tel (Intl): 1.408.213.3191

Support: 1.708.237.6591

About the Documentation

e Refer to the Resources page on the Forescout website for additional technical documentation: https://www.forescout.com/company/resources/

e Have feedback or questions? Write to us at documentation@forescout.com

Legal Notice

© 2020 Forescout Technologies, Inc. All rights reserved. Forescout Technologies, Inc. is a Delaware corporation. A list of our trademarks and patents can be found at
https://www.forescout.com/company/legal/intellectual-property-patents-trademarks. Other brands, products, or service names may be trademarks or service marks
of their respective owners.

2020-08-31 16:07
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