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About ServiceNow Integration

Forescout eyeExtend for ServiceNow® enables the exchange of information between
the Forescout platform and the ServiceNow cloud service as well as the integration of
IT Service Management and Security Operations in ServiceNow. ServiceNow sends
action requests to the Forescout platform and triggers policy actions.

With Forescout eyeExtend for ServiceNow, you can:

= Send selected tags to ServiceNow. You can configure and schedule mapping
to the Configuration Management Database (CMDB).

= Import device properties and get real-time updates from ServiceNow.
= Create incidents in ServiceNow and receive real-time updates for them.
= Provide a Web service to ServiceNow to send action requests.

ServiceNow uses the Forescout policy engine to report incidents. It cooperates with
the Forescout platform to take actions on devices and issue action requests in
ServiceNow workflows and business rules.

The following are the scoped certified applications:

=  Forescout App for Asset Management

= Forescout App for IT Incidents

=  Forescout App for SOC Incidents

Forescout App for Asset Management

The Forescout App for Asset Management supports integration between the
Forescout platform and ServiceNow. The Configuration Management Database
(CMDB) is enriched and supplemented by the bi-directional data exchange between
the Forescout platform and ServiceNow. Through adding or updating of device
properties on ServiceNow’s CMDB configuration item tables, the Forescout platform
triggers the ServiceNow workflow by applying Forescout policies. These policies are
based on the Forescout platform properties and the properties exchanged with the
ServiceNow instance.

The data exchange is as follows:
» Identify devices on network segments using CounterACT® Appliance(s)

= Update ServiceNow tables with device properties captured by the Forescout
platform

= Import device properties from ServiceNow of which the Forescout platform
was not aware

The Forescout App for Asset Management also includes tables, import sets, and
scripts needed by the Forescout App for IT Incidents and the Forescout App for SOC
Incidents. These additional objects let the Forescout App for Asset Management push
updates to the Forescout platform.
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Forescout App for IT Incidents

The Forescout App for IT Incidents is for Information Technology (IT) personnel. The
app lets you create IT service incidents in ServiceNow from the Forescout platform.
The use case is available through a Forescout action.

The app also lets a ServiceNow user send action requests to the Forescout platform
based on controls available in the Incident table.

The app contains a business rule to send information about an IT incident to the
Forescout platform, in the event of an update. The information sent for an IT incident
includes the incident number, category, subcategory, impact, urgency, priority, short
description, and state.

This app is dependent on the Forescout App for Asset Management.

Forescout App for SOC Incidents

The Forescout App for SOC Incidents is for Security Operations Center (SOC)
personnel. The app lets you create SOC incidents in ServiceNow from the Forescout
platform. The use case is available through a Forescout action.

The app also lets a ServiceNow user send action requests to the Forescout platform
based on controls available in the Security Incident table.

The app contains a business rule to send information about a SOC incident to the
Forescout platform, in the event of an update. The information sent for a SOC
incident includes the incident number, category, subcategory, business impact,
priority, short description, and state.

This app is dependent on the Forescout App for Asset Management and the Security
Incident Response plugin from ServiceNow.

Use Cases

This section describes important use cases supported by Forescout eyeExtend for
ServiceNow. Be sure to review the Best Practices.

To understand how this module helps you achieve these goals, see_About this
Module.

= Asset Identification

= Asset Inventory True-up

= IT Service Management

= Security Operations

Asset Identification

ServiceNow's IT Asset Management and CMDB components are widely used. The
Forescout asset identification and remediation functionality both benefit from each
other's rich information.
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Workflow

1. A device on the network is identified through admission events, and scanning
activity by the Forescout platform, which captures additional properties. This
device information is shared with ServiceNow.

2. ServiceNow adds this information in its repository and provides additional
properties from its repository.

3. The Forescout platform adds these ServiceNow properties to its repository
and leverages them for policy decisions.

4. Forescout and ServiceNow users view updated and correlated device
information.

Asset Inventory True-up

The continuous monitoring function in the Forescout platform can play a role of
“auditor” and help equalize and bring both the Forescout platform and the
ServiceNow system up-to-date. The Forescout platform enriches asset attributes with
additional context, such as the switch port to which the device is connected, VLAN
information, network segment information, location, compliance status, and so on.
The Forescout platform monitors and updates information in the asset inventory from
the time a device enters the network until it leaves the network. The result is real-
time asset monitoring and management that reduces the effort required to monitor
and manage the assets and increases overall network asset compliance.

Workflow

1. A device’s information is captured upon scan activity.

2. The Forescout platform gets the device’s information from ServiceNow, points
out discrepancies, and helps ServiceNow update its repository.

3. The Forescout platform can also verify if the device has the latest patches; if
not, it can inform ServiceNow and take remediation actions.

4. Depending on the configuration, additional remediation actions may be taken.

For example, a software update is pushed out from ServiceNow and CMDB
information is updated. The Forescout platform scans and finds that the device did
not apply the update. The Forescout platform informs ServiceNow and a different
pre-defined workflow is initiated, which updates or reissues the software update
based on the Forescout policy.

IT Service Management

Actions in the Forescout platform, such as create an IT incident, result in incidents
being created in ServiceNow.

Workflow

1. The Forescout user identifies an endpoint for which an IT incident must be
created through a policy or manually.

2. The Forescout user triggers a Create IT Incident action from Forescout
eyeExtend for ServiceNow.
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3. An IT incident is added to the ServiceNow IT Incidents table, corresponding to
the endpoint in the Forescout platform on which the Create IT Incident action
was triggered.

4. ServiceNow sends the incident number, category, subcategory, impact,
urgency, priority, short description, and state updates back to the Forescout
platform.

5. The ServiceNow user creates an action request to the Forescout platform.

Security Operations

Actions in the Forescout platform, such as create a SOC incident, result in incidents
being created in ServiceNow.

Workflow

1. The Forescout user identifies an endpoint for which a SOC incident must be
created through a policy or manually.

2. The Forescout user triggers a Create SOC Incident action from Forescout
eyeExtend for ServiceNow.

3. A SOC incident is added to the ServiceNow Security Incidents table,
corresponding to the endpoint in the Forescout platform on which the Create
SOC Incident action was triggered.

4. ServiceNow sends the incident number, category, subcategory, business

impact, priority, short description, and state updates back to the Forescout
platform.

5. The ServiceNow user creates an action request to the Forescout platform.

Additional ServiceNow Documentation

Refer to the following online documentation for more information about the
ServiceNow solution:

= CMDB:

https://docs.servicenow.com/bundle/orlando-servicenow-
platform/page/product/configuration-
management/concept/c ConfigurationManagementDatabase.html

= IT Service Management:

https://docs.servicenow.com/bundle/orlando-it-service-
management/page/product/it-service-
management/reference/r ITServiceManagement.html

= Security Operations:

https://docs.servicenow.com/bundle/orlando-security-

management/page/product/security-operations/concept/security-operations-
intro.html

Or, refer to the following link and select the version:

https://docs.servicenow.com/search?facetreset=yes&q=
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servicenow | Product documentation

Home  Products v Release notes and upgrades

Filter Results ResetFilters

Versions W

Orlando
New York
Madrid

About this Module

The Forescout platform integrates with ServiceNow instances to provide complete
visibility of assets. ServiceNow integration lets you send selected host information
from the Forescout platform to ServiceNow instances and trigger Forescout platform
actions based on properties.

Forescout eyeExtend for ServiceNow integrates the Forescout platform and
ServiceNow so that you can:

= Use policies and actions provided by the eyeExtend module to update current
asset information (such as switch port, open ports, or VLAN) to ServiceNow.
See_ServiceNow Policy Templates.

= Use policy templates for action intents and ticketing. See ServiceNow Policy
Templates.

Forescout eyeExtend for ServiceNow and the Forescout App for Asset Management
work together to support full functionality between the Forescout platform and
ServiceNow. You must install and configure both components to work with the
features described in this document. For example, Forescout policies and actions
provided by the eyeExtend module are used to populate the import set table in the
Forescout App for Asset Management with Forescout data, then the application
transfers the data to ServiceNow CMDB.

In addition, there are Forescout apps for IT incidents and SOC incidents.

Read this document together with the installation and configuration guides for the
Forescout App for Asset Management, Forescout App for IT Incidents, and Forescout
App for SOC Incidents.

You must install and configure both the Forescout platform and ServiceNow to work
with the features described in this document.

To access the Forescout Apps:

1. Go to https://store.servicenow.com.

2. Search for Forescout App. The following apps are available:

— Forescout App for Asset Management
— Forescout App for IT Incidents

Version 2.2 9


https://store.servicenow.com/

eyeExtend for ServiceNow Configuration Guide

— Forescout App for SOC Incidents
3. Select More to view the details of each app.
4. Select Get to download the Forescout apps you want.

5. Download and read the installation and configuration guides for each app you
download. The guides are located under Supporting Links & Docs.

About Certification Compliance Mode

Forescout eyeExtend for ServiceNow supports Certification Compliance mode. For
information about this mode, refer to the Forescout Installation Guide. See Additional
Forescout Documentation for information on how to access this guide.

About Support for Dual Stack Environments

The Forescout platform detects endpoints and interacts with network devices based
on both IPv4 and IPv6 addresses. However, IPv6 addresses are not yet
supported by this eyeExtend module. The functionality described in this
document is based only on IPv4 addresses. IPv6-only endpoints are typically ignored
or not detected by the properties, actions, and policies provided by this eyeExtend
module.

Concepts, Components, Considerations

This section provides a basic overview of the architecture of ServiceNow and the
Forescout platform:

= Concepts - Basic integration concepts and deployment options.
= Components — Devices in your network that participate in the integration.

= Considerations - Setup details and common network structure issues to keep
in mind when you implement this module.

Concepts

Integration lets you connect one or more CounterACT Appliances or Enterprise
Managers to a unique ServiceNow instance. When multiple CounterACT Appliances
are mapped to a single ServiceNow instance, they are grouped into a connecting
CounterACT Appliance cluster. These devices handle communication between the
ServiceNow instance and the rest of CounterACT Appliances in your environment. As
part of the configuration, Forescout eyeExtend for ServiceNow lets you control the
rate of insertion and update from the Forescout platform to the ServiceNow instance,
thus avoiding the processing limit of ServiceNow.

Typically, there is only one ServiceNow production instance per customer hosted in
the cloud. CounterACT Appliances are connected to this ServiceNow instance using
logical URL and user credentials.
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Deployment Options

There are two topologies that can be used to set up multiple CounterACT Appliances
to a ServiceNow instance. For both topologies, a single CounterACT Appliance can be
assigned to only one ServiceNow instance.

The actual deployments can be designed to combine both topologies to meet
particular network requirements.

Peer-to-Peer: Each CounterACT Appliance communicates directly with a ServiceNow
instance. This is a one-to-one relationship, where each CounterACT Appliance or
Enterprise Manager initiates queries whenever required. This is often the topology for
remote sites.

Peer-to-Peer Topology

<) = ()

CounterACT Device 1 CounterACT
Connecting Appliance

) =

CounterACT Device 2 CounterACT servicenow
Connecting Appliance

<)) — (]

CounterACT Device 3 CounterACT servicenow
Connecting Appliance

Version 2.2 11



eyeExtend for ServiceNow

Configuration Guide

Appliance Proxy: One connecting CounterACT Appliance serves as a channel to a
ServiceNow instance. The connecting CounterACT Appliance controls the number of
requests to ensure more efficient traffic control and to avoid overloading the

ServiceNow instance.

=
P

servicenow

S
Components

= A ServiceNow instance is a cloud instance typically referenced by one
logical URL per company (for example, mycompany.servicenow-
instance.servcenow.com). The ServiceNow instance is already created and
used by the company independent of the Forescout platform.

= A CounterACT Connecting Appliance cluster is a group of one or more
CounterACT Appliances connecting to the ServiceNow instance through the
logical URL associated with the ServiceNow instance. There may be more than
one connecting Appliance cluster in a company, typically set up by
geographical region, business unit, or functional separation.

= CounterACT Appliances manage or monitor devices based on the network
segments assigned to a particular CounterACT Appliance. When these
Appliances reach out to ServiceNow, they go through the CounterACT
Connecting Appliance cluster(s).

= Devices on the network are the hardware assets whose information has to
be exchanged between the Forescout platform and ServiceNow. The
Forescout platform continuously monitors the devices - not just when they

enter and leave the network.
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In this context, when Forescout eyeExtend for ServiceNow is installed on CounterACT
connecting Appliance clusters (each CounterACT Appliance individually), you can
configure connection parameters to the ServiceNow instance. These connection
parameters include logical URL (for example, mycompany.servicenow-
instance.servicenow.com), user credentials (this user would have the right
privileges/permissions to perform the necessary operations), proxy settings, and
advanced settings.

Considerations

This section addresses any additional considerations for Forescout eyeExtend for
ServiceNow.

Be sure to also review the Best Practices.

ServiceNow Instance Account

Contact your ServiceNow administrator to get the username to connect to the
ServiceNow instance. This is required to configure Forescout eyeExtend for
ServiceNow. The user account should contain:

x_ftpp now _plat.integration

To use IT Service Management, the user account should also contain:
x_ftpp incident m.integration

To use Security Operations, the user account should also contain:
x_ftpp sec_inc m.integration

For instructions on creating user credentials, refer to the Forescout App for Asset
Management, Forescout App for IT Incidents, and Forescout App for SOC Incidents
installation and configuration guides.

Upgrade from ServiceNow 1.x to 2.1 or 2.2

If you previously installed ServiceNow 1.x, you can upgrade to 2.1 or 2.2. After the
upgrade:

= On the Forescout platform, stop policies.

= On ServiceNow, install the Forescout App for Asset Management 2.1. You can
leave the 1.x Forescout App for CMDB installed or you can uninstall it.

= If there are assets populated in CMDB:

— Go to Forescout App for Asset Management > Scheduled Jobs.
— Select Initialize Network Adaptor for Configuration Item.

ServiCenOW seniceManagement

Scheduled Jobs ®
= * o
Forescout App for Asset Management

W Settings

Scheduled Jobs
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Edit the Run this script section by adding any necessary queries after
line 13 and replacing ‘forescout platform tenant id’ in line 10 with the
Tenant ID displayed in Options > ServiceNow > General Settings.

In Run as, select an appropriate user that will be populated to the
Created by or Updated by column if the script creates or updates a
record in ServiceNow.

<

You are e

— Scheduled Script Execution pl

= Initialize Network Adapter for Configuration Item oo Update = ExecuteNow | Delete

1t

diting a record in the Forescout App for Asset Management application (cancel)
Run On Demand

Conditional

25 var needupdateCT = false;

Run as

Run as tz System (America/Los_Angeles)

Protection policy ~None -~

= On

Select Update and Execute Now.

ServiceNow, add a new role for the user x_ftpp now _plat.integration.

Refer to the Forescout App for Asset Management installation and
configuration guide for managing users.

= On

Optional

the Forescout platform, edit the actions in the 1.x policies as follows:

Replace the Add Asset to CMDB (Deprecated) action with the Add
Asset to CMDB action.

Replace the Update Asset to CMDB (Deprecated) action with the
Update Asset to CMDB action.

Upgrade Steps

Refer to the following sections in the Forescout App for Asset Management
installation and configuration guide for optional upgrade steps:

= Mo
= Mo

dify Forescout Classification Mapping table

dify Forescout CI Transform Map

Upgrade from ServiceNow 2.0 to 2.1 or 2.2

If you pre
= On
= On

viously installed ServiceNow 2.0, you can upgrade to 2.1 or 2.2.
the Forescout platform, stop policies.
ServiceNow, upgrade to the Forescout App for Asset Management 2.1.

Version 2.2
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= If there are assets populated in CMDB:

— Go to Forescout App for Asset Management > Scheduled Jobs.
— Select Initialize Network Adaptor for Configuration Item.

servicenow Service Management Default 1 [Fc - Forescout A I
v | bearch

Scheduled Jobs ®

Update Forescout Dynamic Pr

= * ® S Al>Name

Forescout App for Asset Management

= Conditional = Conditional = Runas =Runas =ru

= Condition

= Active = condition

= Active

SName &4 = Name

¥ Sett
s s true false fakse (empty) fempty)

Scheduled Jobs

— Edit the Run this script section by adding any necessary queries after
line 13 and replacing ‘forescout platform tenant id’ in line 10 with the
Tenant ID displayed in Options > ServiceNow > General Settings.

— In Run as, select an appropriate user that will be populated to the
Created by or Updated by column if the script creates or updates a
record in ServiceNow.

== Scheduled Script Execution
< = |nitialize Network Adapter for Configuration ltem

@ = ocoo Update  BrecuteNow  Delete
=
You are editing a record in the Forescout App for Asset Management application (cancel)

Run On Demand

Conditional

Runthisseript @ | €

28 var needUpdateCT = false;

Run as

Run as tz System (America/Los_Angeles)

Protection policy ~None

— Select Update and Execute Now.

= On ServiceNow, create a choice for discovery source and modify CI identifiers.
Refer to the Forescout App for Asset Management installation and
configuration guide for details.

= On the Forescout platform, edit the actions in the ServiceNow 2.0 policies as
follows:

— For the Add Asset to CMDB action, there are two more options for the
Properties Mapping parameter: {vendor_classification} to Vendor and
Model(vendor_classification) and {os_classification} to Operating
System(os_classification). Select these options based on your use case.
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— For the Update Asset to CMDB action, there are two more options for the
Properties Mapping parameter: {vendor_classification} to Vendor and
Model(vendor_classification) and {os_classification} to Operating
System(os_classification). Select these options based on your use case.

Optional Upgrade Steps

Refer to the following sections in the Forescout App for Asset Management
installation and configuration guide for optional upgrade steps:

= Modify Forescout Classification Mapping table

= Modify Forescout CI Transform Map

Upgrade from ServiceNow 2.1 to 2.2

You can upgrade from ServiceNow 2.1 to 2.2 without any additional steps.

What to Do

Perform the following steps to set up this integration:
1. Verify that requirements are met. See Requirements for details.
2. Review the Best Practices.

3. On the ServiceNow instance, download and install the Forescout App for Asset
Management. Refer to the Forescout App for Asset Management installation
and configuration guide.

4. Optionally, download and install the Forescout App for IT Incidents and/or the
Forescout App for SOC Incidents. Refer to the Forescout App for IT Incidents
or Forescout App for SOC Incidents installation and configuration guides.

5. On the Forescout platform, download and install the Forescout eyeExtend for
ServiceNow product from the Forescout website: updates.forescout.com. See
Install the Module for details.

6. Define a target ServiceNow instance. Assign CounterACT Appliances to it. See
Establish Connection to ServiceNow Instance for details.

7. Create policies for the Forescout platform to update ServiceNow assets. See
ServiceNow Policy Templates.

8. When the configurations have been tested and the policies created, you are
ready to start Work with Forescout eyeExtend for ServiceNow.

Requirements

Verify that the following requirements are met:

=  Forescout Requirements

=  Forescout eyeExtend (Extended Module) Licensing Reguirements

=  ServiceNow Requirements

Version 2.2 16


https://updates.forescout.com/support/index.php?url=counteract&section=plugins_modules&version=7.0.0-513

eyeExtend for ServiceNow Configuration Guide

Forescout Requirements
The module requires the following Forescout releases and other components:

=  Forescout version 8.1 or 8.2.

= A module license for Forescout eyeExtend for ServiceNow. See Forescout
eyeExtend (Extended Module) Licensing Requirements.

Forescout eyeExtend (Extended Module)
Licensing Requirements

This Forescout eyeExtend product requires a valid license. Licensing requirements
differ based on which licensing mode your deployment is operating in:

= Per-Appliance Licensing Mode

= Flexx Licensing Mode

To identify your licensing mode:
= From the Console, select Help > About Forescout.

@About ForeScout Console: Enterprise Manager @

<) FORESCOUT.

Enterprise Manager
Copyright @ 2001-2019 ForeScout Technologies Inc. All rights reserved.

Enterprise Manager Version 8.2.0 (Build 513, Date 9/24/19)
Licensing Mode Flexx
Flugin APl Version 1-60

JRE Version AdoptOpendDE(1.8.0_222)

Per-Appliance Licensing Mode
When installing the module, you are provided with a 90-day demo license.

If you would like to continue exploring the module before purchasing a permanent
license, you can request a demo license extension. Consult with your Forescout
representative before requesting the extension. You will receive email notification
and alerts at the Console before the demo period expires.

To continue working with the module after the demo period expires, you must
purchase a permanent module license.

Demo license extension requests and permanent license requests are made from the
Console.

Version 2.2 17



eyeExtend for ServiceNow Configuration Guide

This module may have been previously packaged as a component of an
Integration Module which contained additional modules. If you already
installed this module as a component of an Integration Module, you can
continue to use it as such. Refer to the section about module packaging in the
Forescout Administration Guide for more information.

Requesting a License

When requesting a demo license extension or permanent license, you are asked to
provide the device capacity requirements. This is the number of devices that you
want this license to handle. You must define at least the number of devices currently
detected by the Forescout platform. You can request a license that handles more to
ensure that you are licensed for support on additional devices as your deployment
grows.

Enter this number in the Devices pane of the Module License Request wizard, in the
Console Modules pane.

@ Example Module License Reguest - Step 3 of 4 @

Example Module License Request

Devices
O Company
o s Define the number of devices you want this license to handle. You
e must define at least the number of devices currently detected by
Devices CounterACT. You can request a license that handles more, to

ensure that you are licensed for support on additional devices as

Request Format
your deployment grows.

MNumber of devices you want the module to support: 700 O

e Jrevaus] noo SRR oarcs

To view the number of currently detected devices:

1. Select the Home tab.

2. In the Views pane, select the All Hosts folder. The number in parentheses
displayed next to the All Hosts folder is the number of devices currently
detected.

Views
Search O\
<) All Hosts (4,213)

> Palicies

* History

Flexx Licensing Mode

When you set up your Forescout deployment, you must activate a license file
containing valid licenses for each feature you want to work with in your deployment,
including eyeExtend products. After the initial license file has been activated, you can
update the file to add additional eyeExtend licenses or change endpoint capacity for
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existing eyeExtend products. For more information on obtaining eyeExtend licenses,
contact your Forescout sales representative.

No demo license is automatically installed during system installation.
License entitlements are managed in the Forescout Customer Portal. After an

entitlement has been allocated to a deployment, you can activate or update the
relevant licenses for the deployment in the Console.

Each eyeExtend license has an associated capacity, indicating the number of
endpoints the license can handle. The capacity of each eyeExtend license varies by
module but does not exceed the capacity of the Forescout eyeSight license.

Integration Modules, which package together groups of related licensed
modules, are not supported when operating in Flexx Licensing Mode. Only
eyeExtend products, packaging individual licensed modules are supported.
The Open Integration Module is an eyeExtend product even though it
packages more than one module.

More License Information

For more information on eyeExtend (Extended Module) licenses:
= Per-Appliance Licensing. Refer to the Forescout Administration Guide.
= Flexx Licensing. Refer to the Flexx Licensing How-to Guide.

You can also contact your Forescout sales representative for more information.

ServiceNow Requirements

= ServiceNow Cloud Service version New York or Orlando.

= For information about the vendor models (hardware/software) and versions
(product/0S) that are validated for integration with this Forescout
component, refer to the Forescout Compatibility Matrix.

= Verify connectivity between the CounterACT Appliance and the target
ServiceNow servers on the configured HTTPS port.

HTTPS is always assumed for this connection.

= If traffic from the ServiceNow cloud instance to the Forescout platform is not
allowed in a corporate firewall, a MID Server is required. Otherwise, the
Forescout platform is not able to receive real-time ServiceNow properties
updates, IT/SOC incidents updates, or Forescout action requests on IT/SOC
incidents.

Version 2.2 19


https://forescout.force.com/support/
https://www.forescout.com/company/resources/forescout-compatibility-matrix/

eyeExtend for ServiceNow

Configuration Guide

Install the Module

To install the module:

1.

© @ N W kR WN

Navigate to one of the following Forescout download portals, depending on
the licensing mode your deployment is using:

— Product Updates Portal - Per-Appliance Licensing Mode
— Customer Portal, Downloads Page - Flexx Licensing Mode

To identify your licensing mode, select Help > About ForeScout from the
Console.

Download the module . fpi file.

Save the file to the machine where the Console is installed.

Log into the Console and select Options from the Tools menu.
Select Modules. The Modules pane opens.

Select Install. The Open dialog box opens.

Browse to and select the saved module . £pi file.

Select Install. The Installation screen opens.

Select I agree to the License Agreement to confirm that you have read
and agree to the terms of the License Agreement and select Install. The
installation cannot proceed unless you agree to the license agreement.

The installation begins immediately after selecting Install and cannot be

interrupted or canceled.

In modules that contain more than one component, the installation
proceeds automatically one component at a time.

10.When the installation completes, select Close to close the window. The

installed module is displayed in the Modules pane.

Some components are not automatically started following installation.

This module interacts with the Forescout App for Asset Management. If you
install only this module, you can send information from the Forescout
platform to ServiceNow. However, you must install and configure both
components to work with all the features described in this document,
including bidirectional interaction with ServiceNow Cloud Service.
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Start the Module

When Forescout eyeExtend for ServiceNow is initially installed, the recommendation
is to start the module on the Enterprise Manager for the purpose of generating the
necessary IDs, such as Tenant ID and authorization tokens. In addition, start
Forescout eyeExtend for ServiceNow on the Appliances that manage the hosts and
the connecting Appliance configured in the module configuration.

@ options (E=8(HCH =5
Options
Q  Modules
s E= CounlerACT Devices Modules extend GounterAGT capabilities by enabling integration with other tools, allowing deeper inspection, additional enforcement actions and more.
Some modules, such as Base Modules, contain plugins that provide added functionality.

> I Modules New and updated Base Modules, Extended Modules and Contant Modules are available from the product downloads portal

Ré Channels e Q

@ serviceNow

Appliances
@ servicaNow Extended 21.0
24 iters (1 selectad)

Configure the Module

Configure the module to ensure that the Forescout platform can communicate with
the ServiceNow instance.

Perform this procedure after Forescout eyeExtend for ServiceNow is installed on your
targeted CounterACT Appliance.

To complete the configuration of some of these connections, you must perform the
following configuration steps on the ServiceNow instance:

1. Set up a ServiceNow Instance Account

Establish Connection to ServiceNow Instance

Define General Settings

Define Outbound Mapping

Define ServiceNow Tables

Define Host Properties

Define ServiceNow Lookup Properties

®NO WA WN

Verify the Configuration
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Establish Connection to ServiceNow Instance

You need to map your CounterACT Appliance to a ServiceNow instance to ensure
that the Forescout platform can communicate with the ServiceNow instance.

To add a ServiceNow connection:
1. In the Console, select Options from the Tools menu.

(o5 ]

@) ForeScout Console: Enterprise Manager
Tools Log Display Help

Elle Repors Aions

<) FORESCOUT

Bl Asset inventory

Optiens

- o |
Searcn Q 2,016 OF 2,016 HO_.

All Hosts

Views

2. From the Options pane, select ServiceNow.

& options = o %
Options
search Q. ServiceNow
5 B CounterACT Devices This madule supports the orchestration between the Forescout platiorm and ServiceNow.
pere: ServiceNow Lookup Properte

> I§ Modules
L ServiceNow Connections General Setfing Qutbound Mapping erviceMow Table ServiceMNow Prog

E& Channels Use this panel to define ServiceNow connections

ServiceNow Search Q

Default Instance URL =

{‘5 hitps:li Service-now.com dev instance

1 items (0 selected)

22
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3. In the ServiceNow Connections tab, select Add.

e Add ServiceMow Connection - Step 1

Add ServiceNow Connection

ServiceNow Connection

ServiceNow Connection

Define the ServiceMow Connection. Select a CounterACT device to manage all
communications between the assigned CounterACT device and the ServiceNow
instance.

Instance URL (ex. servicenow.com:443}
Username
Password

Verify Pagsword
Validate Server Certificate

Drescription

4. Configure the connection as follows:

Instance
URL

Enter the URL for your online ServiceNow account, followed by the
port number. The port humber is optional. If no port number is
provided, the Forescout platform uses port 443.

For example: servicenow.com:443.

Username

Enter the username used to access ServiceNow Cloud Service.

Password

Enter the password used to access ServiceNow Cloud Service.
ServiceNow password restrictions will apply.

Verify
Password

Re-enter the password to verify it.

Validate
Server
Certificate

Select this option to validate the identity of the third-party server
before establishing a connection, when the eyeExtend module
communicates as a client over SSL/TLS. To validate the server
certificate, either of the following certificate(s) must be installed:

»= Self-signed server certificate - the server certificate must be
installed on the CounterACT Appliance

= Certificate Authority (CA) signed server certificate — the CA
certificate chain (root and intermediate CA certificates) must be
installed on the CounterACT Appliance

Use the Certificates > Trusted Certificates pane to add the server
certificate to the Trusted Certificate list. For more information about
certificates, refer to the appendix, "Configuring the Certificate
Interface" in the Forescout Administration Guide.

Description

(Optional) Enter text that describes the ServiceNow connection, such
as a nickname. This is helpful if you have more than one ServiceNow
connection.
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5. Select Next.

Proxy

Advanced Settings

e Add ServiceMow Connection - Step 2 of 4 @
Add ServiceNow Connection

& ServiceNow Connection

Assign CounterACT Devices including requests by other CounterACT devices. Specific CounterACT devices assigned here cannot be

Assign CounterACT Devices

Select the connecting CounterACT device that will communicate with the targeted ServiceNow instance,
assigned to another server elsewhere.

Ifyou do not assign specific devices, by default, all devices will be assigned to one server. This server
becomes known as the Default Server

Connecting CounterACT Device  Enterprise Manager w

* Assign specific devices Assign all devices by default

Available Devices Selected Devices
Search Q Search Q

-

~ CounterACT Devices
Enterprise Manager Enterprise Manager

> Appliances

6. Configure the CounterACT device assignment as follows:

Connecting | In an environment where more than one CounterACT device is
CounterACT | assigned to a single ServiceNow instance, the connecting
Device CounterACT Appliance functions as a middleman between the
ServiceNow instance and the CounterACT Appliance. The connecting
CounterACT Appliance forwards all queries and requests to and from
the ServiceNow instance.
Select the IP address of the connecting CounterACT device.
Assign This CounterACT Appliance is assigned to a ServiceNow instance, but
specific it does not communicate with it directly. All communication between
devices the ServiceNow instance and its assigned CounterACT Appliance is
handled by the connecting CounterACT Appliance defined for the
ServiceNow instance. All the IP addresses handled by an assigned
Appliance must also be handled by the ServiceNow instance the
Appliance is assigned to.
1. Select Available Devices and then select an item in the
Available Devices list.
2. Select Add. The selected device will send its requests to the
ServiceNow server through the connecting Appliance.
Assign all This is the connecting Appliance that CounterACT Appliances are
devices by assigned to by default if they are not explicitly assigned to another
default connection Appliance.

Select Assign all devices by default to make this connecting
Appliance the middleman for all CounterACT Appliances not assigned
to another connecting device.
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For more information, see Deployment Options.
7. Select Next.

a Add ServiceMow Connection - Step 3 of 4 @

Add ServiceNow Connection

Proxy

@ ServiceNow Connection Proxy servers are for handling communications between ServiceNow and the
@ Assign CounterACT Devices connecting CounterACT device. If your environment routes Intermet communications

B through proxy servers, select Use Proxy Server and specify login information

Advanced Settings

Use Proxy Server

Proxy Server

Proxy Server Port

Proxy Server Usemame
Proxy Server Password

Verify Password

8. (Optional) Configure a proxy server.

To use a proxy server with Basic Authentication, you must provide the
proxy server’s credentials.

Use Proxy Server If your environment routes Internet communications through
proxy servers, select this option.

Proxy Server Enter the Fully Qualified Domain Name (FQDN) of the proxy
server or the IPv4 address.

Proxy Server Port | Select the port number of the proxy server.

Proxy Server Enter the administrator username used to access the proxy
Username server.

Proxy Server Enter the administrator password used to access the proxy
Password server.

Verify Password Re-enter the administrator password to verify it.
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9. Select Next.

@) Add ServiceMow Connection - Step 4 of 4 =3

Add ServiceNow Connection

Advanced Settings

@ senviceNow Connection For every 10-minute timeframe, CounterACT limits the amount of actions sent to this ServiceNow

O Assign CounterACT Devices connection
@ Proxy

Advanced Settings

Maximum number of actions allowed within a period of 10 MINUES  (s) Uise Default  (3000)

Specify

10.Configure the advanced settings as follows:

Maximum number | The Forescout platform limits the number of actions sent to
of actions allowed | this ServiceNow instance. Rate limiting prevents the
within a period of | ServiceNow instance from becoming inundated.

10 minutes = Select Use Default to use the default setting of 3,000
action items per 10-minute timeframe.

= Select Specify and set the humber of action items per 10-
minute timeframe.

11.Select Finish. The server is displayed in the ServiceNow pane.

The best practice is to perform a Test after setting up a connection. See Test
ServiceNow Connection.

Edit ServiceNow Connection

You can change the connecting device or assign a different CounterACT Appliance to
the connecting device.

To edit a ServiceNow connection:

1. In the Modules pane, select ServiceNow. The ServiceNow pane opens.
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2. In the ServiceNow pane, select the instance and select Edit.

3. Edit the parameters in the ServiceNow Connection, Assign CounterACT

@ Edit ServiceMow Connection

Edit ServiceNow Connection

ServiceNow Connection

ServiceNow Connection

Define the ServiceMow Connection. Select a CounterACT device to manage all

communications between the assigned CounterACT device and the ServiceMow instance.

Instance URL (ex. servicenow.com:443)

Username

kiR

Password

kiR

Verify Password
Validate Server Certificate

Drescription QA development instance

X5

Devices, Proxy, and Advanced Settings tabs.

4. Select OK to save your changes.

Test ServiceNow Connection

Testing the ServiceNow connection retrieves table and column information.

To test a ServiceNow connection:
1. In the Modules pane, select ServiceNow. The ServiceNow pane opens to the

ServiceNow Connections tab.
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2. Select the connection and select Test.

@ Testing. )

Getting sys_db object table...
Got Response OK!
Getting 3ys_documentation table...

Got Response OK!

Getting sys_dictionary table...
Got Response OK!

Test Finished.

Test Succeeded

3. The status of the test is displayed. If the test failed, check your configurations
and re-test. If the test passed, repeat step 2 for any additional connections.

4. Select Close.

Define General Settings

Use general settings for communication and interaction with ServiceNow and to
change default mappings.

After an initial installation, the Tenant ID and tokens are not available until you start
Forescout eyeExtend for ServiceNow.

To define General Settings:
1. Select Options and select ServiceNow.

2. In the ServiceNow pane, select the General Settings tab.

& options - O 'Y

Options
Search Q. ServiceNow
> = CounterACT Devices This module supports the orchestration batween the Forescout platform and ServiceNow.

> W Modules
e General Setlings

Channels This tab contains general settings for with

r and
Forescout Platform Data Submission Settings
[ semiceMow
Tenant 1D:

MAC Address Separator
Forescout Platform Web Service Settings

CMDB Autharization Token:
IT Incidents Authorization Token

SOC Incidents Authorization Token:
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3. Configure the general settings as follows:

Forescout The settings are as follows:

Platform Data = Tenant ID: A unique tenant ID included in the messages
Submission the Forescout platform sends to ServiceNow.

Settings

= MAC Address Separator: Enter a character to use as a
MAC address separator, such as a colon or a dash. The
separator character is inserted between MAC addresses in
both inbound and outbound requests. By default, MAC
addresses from the Forescout platform do not have a
separator. If MAC addresses from other sources are
displayed in ServiceNow with a separator, you can
configure this option for consistency.

Forescout The following three tokens are generated after the Forescout
Platform Web platform is installed and started:

Service Settings = CMDB Authorization Token
= IT Incidents Authorization Token
= SOC Incidents Authorization Token

4. Select Apply.

Define Outbound Mapping

Use outbound mapping to define the mapping between Forescout host properties and
the ServiceNow database table. You can add or edit mappings. The Forescout CI
Staging Table contains a default mapping that you can edit.

If there are existing policies using the Add Asset to CMDB action or the
Update Asset to CMDB action, the newly configured mapping will not be
selected in the policy actions. Update the existing actions when you add new
fields to the outbound mapping.

To send additional properties to ServiceNow (those not included in the pre-loaded
Outbound Mapping configuration), see Send Additional Properties.

In the following procedure, you select the destination table, then add the mapping by
selecting the Forescout Platform Tag as the source and the ServiceNow column as
the destination.

Version 2.2 29



eyeExtend for ServiceNow

Configuration Guide

To define Outbound Mapping:

1. Select Options and select ServiceNow.

2. In the ServiceNow pane, select the Outbound Mapping tab.

Options
Search Q. ServiceNow
> = CounterACT Devices This module supports the orchestration between the Forescout platform and SemviceNow.

> WgModules

ServiceMow Connections General Settings Outbound Mapping SenviceNow Tables ServiceNow Properties
E& channels Use this panel to define the mapping between the Forescout platform host properties and ServiceNow staging table columns.
SenviceNow Q
Table Name ~ Description
Forescout CI Staging Table(x_ftpp_now_plat_forescout_import_table) Pre-dsfinad mappings

SenviceNow Lookup Properties

Add
Edit

Remove

Lavo Lo [ oo

3. Select a ServiceNow database table name and select Add.

Add Outbound Mapping

General

1= General Configure the ServiceMNow destination table and mappings between Forescout platiorm tags and
SenviceMow table columns

SeniceMow Table  Aftendes(x_fipp_forescout_i_attendes) h

Description

4. From the ServiceNow Table drop-down menu, select a ServiceNow database

table. Optionally, add a description.
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5. Select Next.

Add Outbound Mapping

Map Data
@ ceneral

i~ Map Data

Search

Forescout Platform Tag

Map the Forescout platform tag value to the ServiceMow column.

Q

Edit

Remove

6. Select Add.

Forescout Platform Tag

SemviceMow Column

Browse
Browse

7. Select Browse and select the Forescout Platform Tag (the property) and the
ServiceNow column to which to map. Select OK.

8. Repeat steps 6 and 7 for each property.

9. In the Add Outbound Mapping pane, select Finish.

The newly created mapping will not be selected in the existing policy or the
policy template. You need to select it in the policy.
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Define ServiceNow Tables

The Configuration Management Database (CMDB) is enriched and supplemented by
the bi-directional data exchange between the Forescout platform and ServiceNow.
The ServiceNow table definitions are optional and are used to bring properties from
ServiceNow to the Forescout platform. You can create policies based on the
Forescout platform properties exchanged with the ServiceNow instance. The
workflow is as follows:

= Add host properties in the Forescout platform with values from ServiceNow
table records.

= Use these properties as dynamic properties in policy decisions through custom
policies. When data is updated in ServiceNow, it is sent to the Forescout
platform.

To add ServiceNow tables:
1. Select Options and select ServiceNow.

2. In the ServiceNow pane, select the ServiceNow Tables tab.

@ options - o x
Options
Search Q. serviceNow
> = CounterACT Devices This module Supports the orchestration batween the Forescout platiorm and Servicehow.
> W Modules
e ) ServiceNow Tables
Channels Use this panel to define ServiceNow tables,

[@ seniceow Q

Configuration tem(cmab_ci) m
Incident(incident)
Security Incident(sn_si_incident)

Help m Undo

3. Select Sync. The tables from ServiceNow are synchronized.

@ symci. ==

Synchronizing tables from ServiceNow...
Done synchronization.

Sync Succeeded
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4. Select Edit. The Forescout platform connects with the ServiceNow server and
pulls in the available tables. These tables are displayed in the Manage
ServiceNow Table dialog box.

8.

& Manage ServiceNow Table

Available Tables

Search

~ ServiceNow

NET Application(cmdb_ci_appl_dot_nety

A1El Load Balancer(cmdb_ci_lb_a10)

[ ACEicmdb_ci_lb_acs)

ACL Endpoint{cmdb_ci_endpoint_acl)

[0 A0 Domain(emadb_ci_ad_domain)

AD Forest(cmdb_ci_directory_ad_forest)

AD Service inc(emdb_ci_endpoint_ad_semice_in)

Al Server(cmdb_ci_aix_server)

[0 ~JF Endpoint(emdb_ci_endpoint_ajp)

AQ Queue(cmdb_ci_endpoint_ag_queue)

AWS Account(cmdb_ci_aws_account)

AWS Datacenter(cmdb_ci_aws_datacenter)

[0 Accessory(cmdb_ci_acc)

Active Directory Domain Controller(emdb_ci_ad_controller)
Active Directory Domain to Domain Controllers Endpoint(cmdb_ci_endpoint_ad_domain)
Active Directory Forest Endpoint(emdb_ci_endpoint_ad_foresf)
Active Directary Senvice(cmdb_ci_appl_active_directory)

ActiveMatrix Business Works Process(cmdb_ci_appl_tibco_matrix_proc)

ActiveMatrix Business Works(emdb_ci_appl_tibco_matrix)

Selected Tables

Configuration Item{emdb_ci)
Incident(incident)

Security Incident(sn_si_incident)

In the Manage ServiceNow Table dialog box, you determine which ServiceNow
tables you want to be able to view in the Forescout platform.

Select a table in the Available Tables field and then select Add. The table
is added to the Selected Tables list. These tables will be imported into the

Forescout platform.

To remove a table, select the table in the Selected Tables list and then
select Remove. The table returns to the Available Tables list.

Select OK.

In the ServiceNow Tables tab, select a table and select Test. The Forescout
platform checks if the user has read permission to that table.

e Testing...

B

User has permission to read cmdb ci
ITest Finished.

Test Succeeded

Select Close.
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Remove ServiceNow Tables

Sometimes, you might need to remove the ServiceNow tables. For example, when
you no longer need to get any column values in that table, you can remove it, or
when you change to using another ServiceNow instance, you need to remove the
tables, select Sync, and add the tables again.

To remove ServiceNow Tables:
1. In the Console, select Options from the Tools menu.

2. In the left pane, select ServiceNow, and in the right pane, select the
ServiceNow Tables tab.

3. Select one or more ServiceNow tables and then select Remove.
You cannot remove tables that are used by properties.

4. When prompted for confirmation, select OK.

Define Host Properties

Host properties are information stored in the Forescout platform for each device
identified on the network. When you work with Forescout eyeExtend for ServiceNow,
you create new host properties to hold data extracted by querying the ServiceNow
instance. This makes retrieved data available for use in Forescout policies.

You can create single-value properties, for example, a string property that contains
the GUID of the device, or composite properties, for example, a location that
contains a city and state.

Track Changes properties let you define policy conditions that identify changes in the
values of custom properties. You can define track changes properties for single-
value, list, or Record Exists properties that you create.

To define host properties:

1. In the ServiceNow pane, select the ServiceNow Properties tab.

& Options - O x

Options
Search Q  ServiceNow
5 =2 CounterACT Devices This module supports the orchestration between the Forescout platform and ServiceNow.

> Wa Modules
“ Sewvicelow Properiies

Channels Use this panel to define the available ServiceNow properties you want to import into the Forescout platiorm.

SenviceNow Q

ServicelNow Table - Serv ow Column Label Is Assetinventory  Display in Profile  |s Track Changes Add

Configuration fem(emadb_ei) v
Configuration tem(emdb_ti)
Configuration tem(cmdb_ci)

Incidentincident)

& ¢ & &

Securlty Incidentisn_si_incideny) Short deseription(short_deseription) Short_des:
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2. Select Add.

o Add Property - Step 1

Add Property

General
General

ServiceMNow Table

Define the Forescout platform host properties that hold data from external servers.

Configuration temcmadb_ci)

ServiceMow Column  Location(location)

Label

Tag

Description

Location

snow_location

Location data from Snow

Single propery (® Composite propery

Search

Field Name

The property is a custom table that combines several retrieved columns.

Q

Type SemwviceMow Column m

Mo iterns to display

3. Configure the general settings as follows:

ServiceNow Table

Select a ServiceNow table.

ServiceNow Column

Select the column name within the selected ServiceNow
table.

Label Create a name to refer to the name of the ServiceNow
column.

Tag Enter a tag, which is a unique text string using ASCII
characters. The Forescout platform references the property
using this unique identification string.

Description (Optional) Insert text, for example, the nickname of the host

property you are creating.

Single property

Select this option to define a single property, which is a
property that contains one value. Then, select String,
Integer, Boolean, or Date from the Type drop-down
menu.

Composite property

Select this option to define a composite property, which
contains a custom table that combines several retrieved
columns. It can be a group of all available types.
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4. If you select Composite property, select Add to load the column list.

@ Add Subproperty @

ServiceNow Column
Property Mame
Description

Data Type String W

Is this subproperty an inventory group-by key

5. Configure the sub-properties as follows:

ServiceNow Column | Select a ServiceNow column.

Property Name Enter a name for the property.
Description (Optional) Enter a description for the property.
Data Type Select a data type (String, Integer, Boolean, or Date).

Is this subproperty | Select this option if this sub-property is used to generate
an asset inventory asset inventory counts.
group-by key

6. Select OK.

7. In the General pane, select Next.

©) Add Property - Step 2 of 2 ®
Add Property
Display/Track
0 General Specify where the ServiceMNow property will be displayed in the Forescout platform. You can create a
Display/Track Track Changes propery that indicates a change in the retrisved value

Display ServiceMow Property in Asset Inventory View

AssetInventory Description

Display ServiceMow Property in Host Profiles pane of Home View and in Assets Portal
Enable Track Changes

Track Mame

Track Description
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8. Configure the following properties:

Display ServiceNow
Property in Asset
Inventory View

Select this option to display this property in the Console
Asset Inventory tab.

Asset Inventory
Description

Enter a description of the property you want to display in
the Console Asset Inventory. This description is displayed

only if Display ServiceNow Property in Asset
Inventory View is selected.

Display ServiceNow
Property in Host
Profiles Pane of
Home View and in
Assets Portal

Select this option to list this property in the Profiles tab of
the Home view and in the Assets Portal.

Enable Track
Changes

The Track Changes properties let you define policy
conditions that identify changes in the value of the custom
properties you define. You can define track changes
properties for single-value, list, or Record Exists
properties.

Select Enable Track Changes to create a second, parallel
change property under the Track Changes folder of the
Properties tree. Use the change property in policies to
identify changes in the property values retrieved from the
ServiceNow instance. This is applicable to single-value and
list properties only.

Track Name The name of the item you want to track. The text entered
in the Label field in the General pane populates this field

and cannot be edited.

Track Description The description of the item you want to track. The text
entered in the Tag field in the General pane populates this

field and cannot be edited.

9. Select Finish. The property is added to the table in the Property tab.
10.Repeat steps 2 to 9 for every host property you want to create and use.

11.In the ServiceNow pane, select Apply. The Forescout platform saves the
configuration, updates the internal database, and restarts Forescout
eyeExtend for ServiceNow. It may take 1-2 minutes for the changes to take
effect.

12.(Optional) Refer to Forescout App for Asset Management to create cross-
scope access to allow the Forescout app to read the ServiceNow table in
scripts.

Define ServiceNow Lookup Properties

Use ServiceNow lookup properties to configure user-defined fields to query CMDB
tables. Define the lookup table and lookup column using the ServiceNow Lookup
Properties tab. You can use custom columns as a key to look up data from cmdb_ci
tables.
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To define lookup properties:

1. In the ServiceNow pane, select the ServiceNow Lookup Properties tab.

@ Options — m] X

Options
Search Q  ServiceNow
> =2 CourterACT Devices This module supports the orchestration between the Forescout platform and ServiceNow.

> MR Modules
o Medu SenviceNow Lookup Properties

Channels Use this panel to defing the available ServicaNow properties you want to Use to [00kUp the ServiceNow table columns.
SenviceNow Q
ServiceNow Table = ServiceMow Target Lookup Table ServiceNow Lookup Column Forescout Lookup Platform Tag Add

co on Ite _ci) c e _ei) e(name) {nbthosty

2. Select Add.

@ Add Property x

ServiceMow Table
ServiceNow Target Lookup Table
ServiceNow Lookup Column

Forescout Lookup Caolumn

3. Configure the settings as follows:

ServiceNow Table Select from the list of tables defined in the ServiceNow
Tables tab. Examples: Security Incident(sn_si_incident),
Incident(incident), Configuration Item(cmdb_ci).

Once you select a ServiceNow Table, the lists for
ServiceNow Target Lookup Table and ServiceNow
Lookup Column are initially populated.

ServiceNow Target For the selected ServiceNow Table, select a target lookup

Lookup Table table for which to query. In many cases, it is same as the

ServiceNow Table.

Examples:

= Select Configuration Item if you want to query based on
Name

= Select Network Adapter if you want to query based on IP
address or MAC address

ServiceNow Lookup | For the selected ServiceNow Target Lookup Table, select

Column a ServiceNow lookup column from the list.
Forescout Lookup Enter the Forescout lookup column or select Browse to
Column search for a Forescout column. See step 4.

This column is related to the ServiceNow Lookup Column.
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4. To browse for a column on the Forescout platform, select the Browse button.
Type in a filter such as mac, then select the column name, such as MAC
Address.

Tag Filter mac|

Marme Tag

802 1% Last Authentication St dot1x_mab_auth_status
Host Status in CWDE snow_mac_exist

MAC Address mac

MMAC Address (Troubleshooti...mac:troubleshooting

MAC Spoofing Suspected rogued_host_is_rogue

MAC Spoofing Suspected - B...rogued_hlocked_ports
Macintosh Applications Instal...mac_app_installed_detected
MMacintosh Hosthame mac_hostname

41 itermns (1 selected)

5. Select OK in the Tags dialog box.

ServiceMNow Table Configuration ltem(emdb_ci) e
ServiceMow Target Lookup Table  MNetwork Adapter(crmdb_ci_network_adapter) ~
ServiceMow Lookup Column Mac manufacturerimac_manufacturer) e

Farescout Lookup Column {mac} Browse

If the lookup property is not defined for any of the tables listed in the Add
Property dialog box, by default, the MAC address is used as the lookup.
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6. Select OK in the Add Property dialog box.

@ Options

= o X

Options
Search Q  ServiceNow
> E2 CounterACT Devices This module supports the orchestration between the Forescout platform and ServiceNow.
> P Modul

& Modules =T CENoW EonTEdions Serietal 5=t a0 MARGUT D Sei Ik o et Sericzhow Propsriss  ServiceNow Laokup Properies

E& channels Use this panel to define the avallable ServiceNow properties you want to use ta lookup the ServiceNow table columns.

(@ senviceNow Q

Senvicehlow Table ~ ServiceNow Target Lookup Table ServiceNow Laokup Column Forescout Laokup Platform Tag

Configuration temicmdb_el)  Network Adapter(cmeb_ci_network_adapter) (mac_address) {mac) m

7. Select Apply in the ServiceNow pane.

Verify the Configuration

After configuring Forescout eyeExtend for ServiceNow, verify that the asset
information is displayed.

To verify the configuration:

1. In the Console, select the Asset Inventory tab.

e ForeScout Console: Enterprise Manager E@

File Reports Actions Tools Log Display Help

<) FORESCOUT A Home Bl et iy B roo

Views

If you did not select Display ServiceNow Property in Asset Inventory
View when you configured the properties, your ServiceNow properties are
not displayed in the Views pane of the Asset Inventory tab.
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2. In the Views pane, expand the ServiceNow folder and select an item in the
list to view its properties.

&) ForeScout Console: Enterprise Mansger - [=] x

Ele  Repons Actons  Tasis  Log  Display  bielp

<)FORESCOUT

ServiceNow SOC Incidents  5-sich

Category ~ incategary Business mpact

3. Select a row in the upper pane to view additional information in the lower
pane.

Delete ServiceNow Instance

If you have multiple connecting Appliances configured to the ServiceNow instance,
and one or more of them are no longer of use, they can be removed.

For example, the ServiceNow instance is connecting to Appliance A, with Appliances
B and C also assigned to Appliance A. The instance is also connecting to Appliance D,
with Appliance E and F also assigned to Appliance D. Later, when you want to assign
Appliance D, E, and F to use Appliance A to communicate with the instance as well,
you can remove the instance configuration that is connecting to Appliance D, and
edit the first configuration to assign Appliances D, E, and F to Appliance A.

The process for deleting a ServiceNow Instance is as follows:

= Remove ServiceNow Properties associated with the ServiceNow tables.

= Remove ServiceNow Tables.

=  Remove ServiceNow Connection.

Remove ServiceNow Properties
You need to remove the ServiceNow properties before you can remove the
ServiceNow tables.

To remove ServiceNow properties:

1. In the Console, select Options from the Tools menu.

2. Select ServiceNow. The ServiceNow pane opens to the ServiceNow
Connections tab.
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3. Select the ServiceNow Properties tab.

4. Select a property and then select Remove.

@ Options - [u] X
Options
Search Q. ServiceNow
> = CounterACT Devices This module supports the orchestration betwaen the Forescout platform and ServiceNow:.
> I Modules
® SenviceNow Properties
Channels Use this panel to define the available ServiceNow properties you want to import into the Forescout platform
@ sewviceNow search Q.
ServiceNow Table & ServiceNow Column Label Description Is Assetinventory  Display in Profi Is Track Chana... m

C ) C Comments_La.. Comments_D o m

Configurati c) G Category_Label... Category_des. < m
Configuration Item(emdb_ci)  Assettagiasset_tag) Assel_Tag_Lab... Assef_Tag_d <
Incident{incident) Short description(short_description) Short_desc_[T_.. desc_shabna 4
Security Incident(sn_si_incident) Short description(shon_description) Short_desc_S0.. Shor_desc_S L4

5. Select OK.
6. Repeat steps 3 to 5 for other properties, as necessary.

7. In the ServiceNow dialog box, select Apply.

Remove ServiceNow Tables
After you delete the ServiceNow properties, you can remove the ServiceNow tables
from the Forescout platform.

To remove a ServiceNow table:

1. In the Console, select Options from the Tools menu.

2. Select ServiceNow. The ServiceNow pane opens to the ServiceNow
Connections tab.

3. Select the ServiceNow Tables tab.

4. Select a table and then select Remove.

@ Options - [m] X
Options
Search Q. ServiceNow
5 BECOUREAGT D This module supports the orchestration between the Forescout platform and Servicehiow,

> FeModules SenviceNow Tables

Channels Use this panel to define Servicehow tables
[ serviceNow Search Q
Table ~
Canfiguration ltem(cmdb_ci)

Ineident(neident)

Security Incident{sn_si_incident) Test

5. Select OK.

6. Repeat steps 3 to 5 for other tables, as necessary.
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7. In the ServiceNow pane, select Apply.

Remove ServiceNow Connection
After you delete the ServiceNow tables, you can remove the ServiceNow instance
from the Forescout platform.

To remove a ServiceNow instance:

1. In the Console, select Options from the Tools menu.

2. Select ServiceNow. The ServiceNow pane opens to the ServiceNow
Connections tab.

3. Select an instance name and then select Remove.

@ Options - [m] X
Options
Search Q  ServiceNow
> E CounterACT Devices This module supports the orchestration betwaen the Forescout platform and ServiceNow,
2 MEModiies SenviceNow Connections :
Ghannels Use this panel to define Servicehow connections,
[ serviceNow Q
Default Instance URL = Connecting Device Description
) hitps:if senvice-now.com dev instance m
T
4. Select OK.

5. In the ServiceNow pane, select Apply.

Create ServiceNow Policies

Forescout policies use a wide range of host conditions to trigger various management
and remediation actions. When the conditions of the policy are met, the actions are
implemented. With Forescout eyeExtend for ServiceNow, policies can include adding
and updating ServiceNow tables as an action.

This section describes how to use ServiceNow policy templates to create policies to
detect, manage, and remediate devices in a ServiceNow environment. Refer to the
following sections:

= Name the Policy

= How Devices Are Detected and Handled

= ServiceNow Policy Templates

= Create an Add Asset Identification Information to CMDB Policy

= Create an Update Asset Identification Information to CMDB Policy

= Create an Assign to VLAN Stage 1 Policy
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= Create an Assign to VLAN Stage 2 Policy

= Create a Switch Block Stage 1 Policy

= (Create a Switch Block Stage 2 Policy

= Create a Switch Block Stage 3 Policy

= Create a SecOps Ticketing Policy

Name the Policy

Policy names appear in the Policy Manager, the Views pane, NAC Reports, and in
other features. Precise names make working with policies and reports more efficient.

Define a unique name for the policy and enter a description. Some best practices are
as follows:

= Make sure names are accurate and clearly reflect what the policy does. For
example, do not use a generic name such as My_Compliance_Policy.

= Use a descriptive name that indicates what your policy verifies and the actions
to be taken.

= Ensure that the name indicates whether the policy criteria must be met or not
met.

= Avoid having another policy with a similar name.

How Devices Are Detected and Handled

Policy rules instruct the Forescout platform how to detect and handle devices defined
in the policy scope.

Hosts that match the Main Rule are included in the policy inspection. Hosts that do
not match this rule are not inspected for this policy. Sub-rules automatically follow
up with hosts after initial detection and handling, streamlining separate detection
and actions into one automated sequence.

Sub-rules are performed in order until a match is found. When a match is found, the
corresponding action is applied to the host. If the host does not match the
requirements of the sub-rule, it is inspected by the next rule.
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ServiceNow Policy Templates

Forescout eyeExtend for ServiceNow provides policy templates for asset
identification, action intents, and ticketing.

0 Policy - Wizard - Step 1

Policy Type

0

earch
~ (8] ServiceNow

~ Asset [dentification

A Action Intents

R Ticketing

SecOps Ticketing

Create a policy using a template or create a custom policy.

Add Asset |dentification Information to CMDE

Update Asset Identification Information to CMDB

Assign to VLAN Stage 1: Add to Action Group
Assign to VLAN Stage 2: Execute Action
Switch Block Stage 1: Add Label

Switch Block Stage 2: Execute Action

Switch Block Stage 3: Delete Label

==

ServiceNow Templates [@

Use the templates in this folder to create policies for ServiceMow integration

Asset Identification Templates

The following asset identification templates are provided:

Add Asset
Identification
Information to
CMDB

This policy template adds assets not found in the CMDB.

The asset existence check compares the MAC address identified by
the Forescout platform to the information in the CMDB. If the asset
does not exist, the selected properties are added in the CMDB.

The set of properties per device type is defined in the Forescout App
for Asset Management.

Update Asset
Identification
Information to

This policy template updates asset properties in the CMDB, as
captured by the Forescout platform.

The asset existence check compares the MAC address identified by

CMDB the Forescout platform to the information in the CMDB. If the asset
exists and its property value has changed, the selected properties are
updated in the CMDB.

The set of properties per device type is defined in the Forescout App
for Asset Management.
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Action Intents Templates

The following action intents templates are provided:

Assign to VLAN
Stage 1: Add to
Action group

This policy template shows how to handle action requests from
ServiceNow using groups. This template represents one such action,
Add to Group.

= The main rule captures all ServiceNow Add to Group action
requests within the last hour.

= The first sub-rule adds an endpoint to the Assign to VLAN Action
group when an Add to Group request is received from ServiceNow
with an Action Parameter 1 value of VLAN. The endpoint is part of
the group for one hour (by default).

= The second sub-rule is a catch-all, which covers other endpoints
that do not match the above action request within the last hour
(by default).

Assign to VLAN
Stage 2: Execute
Action

This policy template shows how to execute the action request from
ServiceNow using groups. This policy template represents one such
action, Add to Group with an Action Parameter 1 value of VLAN.

= The main rule looks for endpoints that belong to a specific action
group. The condition is re-evaluated every eight hours (by
default).

= The action assigns the filtered endpoints to the Guest VLAN.

Switch Block
Stage 1: Add Label

This policy template shows how to handle action requests from
ServiceNow using labels. This policy template represents one such
action, Add Label.

= The main rule captures all ServiceNow Add Label action requests.

= The first sub-rule assigns a Switch Block label when an Add Label
request is received from ServiceNow with an Action Parameter 1
value of Switch Block (by default).

= The second sub-rule is a catch-all, which covers other endpoints
that do not match the above action request (by default).

Switch Block 2:
Execute Action

This policy template shows how to execute the action request from
ServiceNow using labels. This template represents one such action,
Add Label with an Action Parameter 1 value of Switch Block.

= The main rule looks for endpoints with a specific assigned label.
The condition is re-evaluated every eight hours (by default).

= The action executes the Switch Block action on the filtered
endpoints.

Switch Block 3:
Delete Label

This policy template deletes the Switch Block label added by the Switch
Block Stage 1: Add Label policy in order to undo the Switch Block
action applied to the corresponding endpoints.

Ticketing Template

The following ticketing template is provided:

SecOps Ticketing

This policy template creates SOC incidents for any endpoint
that is not compliant.
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Create an Add Asset Identification Information
to CMDB Policy

Use the Add Asset Identification Information to CMDB template to create policies that
add assets not found in the CMDB. For example, if endpoint information is not in the
CMDB, the Forescout platform will send it.

When the add or update operation fails, this policy template has criteria to
retry the operation.

The policy adds the ServiceNow record based on your mapping of the Forescout
properties to the ServiceNow tables.

To create the policy:
1. Log in to the Console and select Policy.
2. Select Add from the Policy Manager. The Policy Wizard opens.

3. Expand the ServiceNow folder and select Add Asset Identification
Information to CMDB.

& Policy - Wizard - Step 1 X

Policy Type

Create a policy using a template or create a custom policy.

Gearn © Add Asset Identification Information to CMDB

) Servicell
AL This policy template adds assets not found in CMDB

- Asset |dentification
The asset existence check compares the MAC address identified by the

Add Asset ldentification Infarmation to CMDB Forescout platiorm to the information in CMDB. If the assst does not exist, the

selected properties are added into the CMDB.
Update Asset Identification Information to CMDB

The set of properties per device type is defined in the ForeScout Application

~ Action Intents for ServiceMow,

Assign to VLAN Stage 1: Add to Action Group
Note: When the add or update operation fails, this policy template also has
Assignto VLAN Stage 2: Execute Action criteria to retry the operation.
Switch Block Stage 1: Add Label
Switch Block Stage 2: Execute Action
Switch Block Stage 3: Delete Label

~  Ticketing

SecOps Ticketing
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4. Select Next.

€@ Policy - Wizard - Step 2 of 5 (=3
Name
@ Policy Type Enter a name and description for the policy.

Name

Scope

Main Rule

Sub-Rules
Name Add Asset |dentification Information to CMDE
Description

5. Define a unique name for the policy and enter a description.
6. Select Next. Both the IP Address Range dialog box and the Scope pane open.

7. Use the IP Address Range dialog box to define which endpoints are inspected.

@) 1P Address Range x

AllIP3
*) Segment e

Unknown [P addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and
select Segments from the Scope pane.

— Unknown IP addresses: Apply the policy to endpoints whose IP
addresses are not known. Endpoint detection is based on the endpoint
MAC address.
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8. Select OK. The range is displayed in the Scope pane.

€ Policy - Wizard - Step 3 of 5 (=]
Scope
@ Policy Type Define the range of Hosts to be inspected for this policy.
@ Name
Scope
Main Rule
Sub-Rules

Hosts inspected by the policy

Seomen ~ Ranes | add |
No Name Assigned All IPv4, All IPVE

9. Select Next.
The main rule of this policy detects admission events, including:

— 802.1x admission event

— Authentication via CounterACT HTTP Login action
— AWS EC2 New Endpoint

— DHCP Request

— External host became internal

— External SecureConnector Connected
— Host Connected to a Switch Port

— IP Address Change

— Linux SecureConnector Connected

— Login to an authentication server

— Macintosh SecureConnector Connected
— New Host

— New IPv6 Address

— New VPN User

— Offline host became online

— Property administrative deletion event
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— SecureConnector Connected

— VMware vSphere New Endpoint

— Windows CE HP SecureConnector Connected
— Wireless Host Connected

— WLAN lightweight AP connected

@ Policy - Wizard - Step 4 of 5 =
Main Rule

@ Folicy Type Use this screen to review policy sub-rule definitions.
o Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the action
o Ewars defined is applied. If no match is found, the host is inspected against the next sub-rule.

1 Main Rule

Sub-Rules
Condition

A host matches this rule if it meets the following condition:

All criteria are Trug

Admission - DHCP Request New Host Offline host became online External host ...

Actions
Actions are applied to hosts matching the above condition.

Enable Action Details

Mo itemns to display

10.The Condition Criteria section is populated by default. To add a condition,
select Add in the Condition section. See Policy Properties.

11.To add an action, select Add in the Actions section. See Policy Actions.
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12.Select Next.

@ Policy Type

@ Name

@ Scope

0 Main Rule
1l Sub-Rules

Sub-Rules

Use this screen to review policy sub-rule definitions.

Hosts are inspecied by each sub-rule in the erder shown. When a maich is found, the action defined is applied. If no match is found, the hest is inspected against the next sub-rule.

Sub-Rules
Name
1 Add Device to CMDB
2 Last Add Attempt Failed
3 Last Update Attempt Failed

4 Reevaluate Device State

Conditions

Exceptions

Host Status in CMDE: Does Not Existin CMDB AND Function: ...

Host Status in CMDE: Last Add Action Failed
Hest Status in CMDE: Last Update Action Failed

Ne Conditions

Fﬁ

Actions

Remove

Duplicate
up

Down
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13.The sub-rules of the Add Asset Identification Information to CMDB policy list
the items the Forescout platform is to check when applying the Main Rule.
Double-click the Add Device to CMDB sub-rule to open it.

€ Policy: 'Add Asset Identification Information to CMDB1'-->Sub-Rule: 'Add Device to CMDB' - [s3s]

Name

Name Add Device to CMDB m

Description  Mone.

Condition
A host matches this rule if it meets the following condition:

All criteria are True v o

Host Status in CMDE - Does Not Existin CMDE

Function - Information Technology = Networking = NAT Information Technology...

Actions
Actions are applied to hosts matching the above condition.

Ena.. Action Details m

Add Asset to CMDB Add Assetto CMDE. Schedule: Star...

Advanced

Recheck match Ewery 8 hours, All admissions m
Exceptions: None.

14.To add a condition, select Add in the Condition section. See Policy Properties.

15.To add an action, select Add in the Actions section. See Policy Actions.
16.Select OK. In the Policy dialog box, select OK.

17.Repeat steps 13 to 16 to make changes to other sub-rules.

18.In the Sub-Rules pane of the Policy Wizard, select Finish.

19.1n the Console, select Apply to save the policy.
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Create an Update Asset Identification
Information to CMDB Policy

Use the Update Asset Identification Information to CMDB template to create policies
that update existing asset properties in the CMDB, as captured by the Forescout
platform, such as an update to endpoint information.

When the add or update operation fails, this policy template has criteria to

retry the operation.

The policy updates the ServiceNow record based on your mapping of the Forescout

properties to the ServiceNow tables.

To create the policy:

1. Log in to the Console and select Policy.

2. Select Add from the Policy Manager. The Policy Wizard opens.

3. Expand the ServiceNow folder and select Update Asset Identification

Information to CMDB.

& Policy - Wizard - Step 1

Policy Type

Create a policy using a template or create a custom policy.

Search Q

d SemviceNow

- Asset |dentification
Add Assetldentification Information to CMDBE
Update Asset Identification Information to CMDB

~  Action Intents
Assign to VLAN Stage 1: Add to Action Group
Assignto VLAN Stage 2: Execute Action
Switch Block Stage 1: Add Label
Switch Block Stage 2: Execute Action
Switch Block Stage 3: Delete Label

~  Ticketing

SecOps Ticketing

Update Asset Identification Information to CMDB

This policy template updates asset properties in CMDB, as captured by the
Farescout platiorm.

The asset existence check compares the MAC address identifisd by the

Forescout platiorm to the information in CMDB. If the asset exists and its

propery valus has changed, the selsctad properties are updated into the
CMDB.

The set of properties per device type is defined in the ForeScout Application
for ServiceMow.
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4. Select Next.

@ Policy - Wizard - Step 2 of 5 =
Name
@ Folicy Type Enter a name and description for the policy.

Name

Scope

Main Rule

Sub-Rules
Name Update Asset Identification Information to CMDE
Description

5. Define a unique name for the policy and enter a description.
6. Select Next. Both the IP Address Range dialog box and the Scope pane open.

7. Use the IP Address Range dialog box to define which endpoints are inspected.

@) 1P Address Range X

AllIP3
* Segment w

Unknown [P addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and
select Segments from the Scope pane.

— Unknown IP addresses: Apply the policy to endpoints whose IP
addresses are not known. Endpoint detection is based on the endpoint
MAC address.

8. Select OK. The range is displayed in the Scope pane.
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9. Select Next. The main rule of this policy detects admission events, by default

there are no rules in this pane. However, you can add a rule, such as Host
Status in CMDB.

@ Policy - Wizard - Step 4 of 5
Main Rule

@ Folicy Type LUse this screen to review policy sub-rule definitions.
Q Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the action
Q Scope defined is applied. If no match is found, the host is inspected against the next sub-rule.

1 Main Rule

Sub-Rules
Condition

A host matches this rule if it meets the following condition:

All criteria are True

Mo itermns to display

Actions

Actions are applied to hosts matching the above condition.

Enable Action Details m

Mo itermns to display

10.To add a condition, select Add in the Condition section. See Policy Properties.

11.To add an action, select Add in the Actions section. See Policy Actions.
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12.Select Next. The sub-rules of the Update Asset Identification Information to
CMDB policy list the items the Forescout platform is to check when applying

the Main Rule.

& Policy - Wizard - Step 5 of 5

Sub-Rules
@ Poiicy Type Use this screen to review policy sub-rule definitions.
Q Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the action defined is applied. If ne match is found, the
host is inspected against the next sub-rule.
Q Scope
Q Main Rule
il Sub-Rules
Sub-Rules
Name Conditions Exceptions

1 Update Assetto CMDB ( Device interfaces on the host: Device interface.

o T

T
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13.Double-click the Update Asset to CMDB sub-rule to open it.

©) Policy: 'Update Asset Identification Information to CMDB1'-->Sub-Rule: 'Update Asset to CMDB"... [u3a]

Name
Mame Update Assetto CMDEB

Description MNone.

Condition

A host matches this rule if it meets the following condition:

Mot Criteria
( Dievice interfaces on the host - Device interface . OR
DHCF Server Change - Change: From: Any val... OR
DMS Mame Change - Change: From: Any value... OR
Linux Manageable (S5H Direct Access) Chang... OR
Actions
Actions are applied to hosts matching the above condition.
Ena.. Action Details m
@ Update Assetto CMDE Update Assetto CMDE. Schedule: ...
Advanced

Recheck match Every 8 hours, All admissions

Exceptions Mone.

14.To add a condition, select Add in the Condition section. See Policy Properties.
15.To add an action, select Add in the Actions section. See Policy Actions.
16.Select OK. In the Policy dialog box, select OK.

17.1In the Sub-Rules pane of the Policy Wizard, select Finish.

18.1In the Console, select Apply to save the policy.

Create an Assign to VLAN Stage 1 Policy

Use the Assign to VLAN Stage 1: Add to Action group template to create polices that
handle action requests from ServiceNow using groups. This template represents one
such action, Add to Group.

To create the policy:

1. Log in to the Console and select Policy.
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2. Select Add from the Policy Manager. The Policy Wizard opens.

3. Expand the ServiceNow folder and select Assign to VLAN Stage 1: Add to
Action group.

Q Policy - Wizard - Step 1 @
Policy Type

Create a policy using a template or create a custom policy

Search Q

Assign to VLAN Stage 1: Add to Action Group
. SenviceNow

Thig policy template shows how to handle action requests from SenviceNow

using groups. This policy template represents one such action, Add to Group.
~ Asset [dentification
& The main-rule captures all ServiceMow Add to Group action
Add Asset |dentification Information to CMDB requests within the last hour,
Update Asset Identification In‘armation to CMDE & The first sub-rule adds an endpoint to the Assign to VLAN Action

group when an Add to Group request is received from ServiceNow
with an Action Parameter 1 value of VLAN. The endpoint is part of
the group for one hour (by defaulf)

@ The second sub-rule is a catch-all, which covers other endpoints

that do not maich the above action request within the last hour (by
Assign to VLAN Stage 2: Execute Action default).

A Action Intents

Assign to VAN Stage 1: Add to Action Group

Switch Block Stage 1: Add Label

Switch Block Stage 2: Execute Action

Switch Block Stage 3. Delete Label
e Ticketing

SecOps Ticketing

4. Select Next.

©) Policy - Wizard - Step 2 of 5

=]
Name
@ Folicy Type Enter a name and description for the policy.
MName
Scope
Main Rule
Sub-Rules
Mame Agsign to VLAN Stage 1: Add to Action Group|
Drescription

5. Define a unique name for the policy and enter a description.

6. Select Next. Both the IP Address Range dialog box and the Scope pane open.

Version 2.2

58



eyeExtend for ServiceNow Configuration Guide

7. Use the IP Address Range dialog box to define which endpoints are inspected.

@) 1P Address Range X

AllIP3
* Segment R

Unknown [P addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and
select Segments from the Scope pane.

— Unknown IP addresses: Apply the policy to endpoints whose IP
addresses are not known. Endpoint detection is based on the endpoint
MAC address.

8. Select OK. The range is displayed in the Scope pane.

9. Select Next. The main rule filters out all endpoints for which an action intent
has been received with an Add to Group action in the last hour.

@ Policy - Wizard - Step 4 of 5 ==
Main Rule
@ Folicy Type Use this screen to review policy sub-rule definitions.
o MName Hosts are inspected by each sub-rule in the order shown. When a match is found, the action defined is
o Scope applied. If no match is found, the host is inspected against the next sub-rule.
Main Rule
Sub-Rules
Condition

A host matches this rule if it meets the following condition:

All criteria are True

SenviceNow Action Intents - Action Name: Add to Group Within the last 1 hour

Actions

Actions are applied to hosts matching the above condition.

Enable Action Details

Mo iterns to display
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10.To add a condition, select Add in the Condition section. See Policy Properties.
11.To add an action, select Add in the Actions section. See Policy Actions.

12.Select Next. The sub-rules of the policy list the items the Forescout platform
is to check when applying the Main Rule.

@ Policy - Wizard - Step 5 of 5 ==
Sub-Rules
@ Policy Type Use this screen to review policy sub-rule definitions.
o Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the action defined is applied. If no
@ scope match is found, the host is inspected against the next sub-rule.
@ Main Rule
1~ Sub-Rules

Sub-Rules
Name Conditions Exceptions  Actions m
1 Assign to VLAN Action Group  ServiceMow Action Intents: Action .. |

2 All other endpoints No Conditions
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13.Double-click the Assign to VLAN Action Group sub-rule to open it.

@ Policy: 'Assign to VLAN Stage 1: Add to Action Groupl'--> Sub-Rule: 'Assign to VLAN Actio... [s23s]

Name

MName Assign to VLAN Action Group m

Drescription  MNone.

Condition
Ahost matches this rule if it meets the following condition:

All criteria are True a

SenviceMow Action Intents - Action Name: Add to Group Action Parameter 1: ..

Actions

Actions are applied to hosts matching the above condition.

Enable  Action Details m

88 Add to Group Add to Group. Schedule: Start=immediate. .

Advanced

Recheck match Every 8 hours, All admissions m
Exceptions MNone.

The Assign to VLAN Action Group sub-rule filters out endpoints for which a
ServiceNow action intent for an Add to Group action has been received with
Action Parameter 1 value of VLAN within the last hour. If the sub-rule
condition has been met, the filtered endpoints are added to the group Assign
to VLAN Action. The All other endpoints sub-rule acts as a catch-all that will
contain all endpoints not matching the Assign to VLAN Action Group sub-rule.

14.To add a condition, select Add in the Condition section. See Policy Properties.

15.To add an action, select Add in the Actions section. See Policy Actions.
16.Select OK in each dialog box you open. In the Policy dialog box, select OK.
17.1In the Sub-Rules pane of the Policy Wizard, select Finish.

18.In the Console, select Apply to save the policy.
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Create an Assign to VLAN Stage 2 Policy

Use the Assign to VLAN Stage 2: Execute Action template to create polices that
execute action requests from ServiceNow using groups. This template represents one
such action, Add to Group with an Action Parameter 1 value of VLAN.

To create the policy:
1. Log in to the Console and select Policy.

2. Select Add from the Policy Manager. The Policy Wizard opens. Expand the
ServiceNow folder and select Assign to VLAN Stage 2: Execute Action.

@ Policy - Wizard - Step 1 (=23a)

Policy Type

Create a policy using a template or create a custom policy.

Search Q

v [0 ServiceNow

Assign to VLAN Stage 2: Execute Action [

This policy template shows how to execute the action request from
e — ServiceMNow using groups. This policy template represents one such action,
o

BARELIIERAT Add to Group with Action Parameter 1 value of VLAN

Add Asset Identification Information to CMDE & The main-rule looks for endpoints that belong to a specific action

Update Assst [dentification Information to GMDE . $LZ”§J::::;EE:’{L E‘r:ﬁ::?::tde;oie:;?;gc;i;svmem”m'
w Action Intents

Assign to VLAN Stage 1: Add to Action Group

Assign to VLAN Stage 2. Execute Action

Switch Block Stage 1: Add Label

Switch Block Stage 2: Execute Action

Switch Block Stage 3: Delete Label
v Ticketing

SecOps Ticketing
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3. Select Next.

@ Policy - Wizard - Step 2 of 5 (3]
Name
@ Policy Type Enter a name and description for the policy.

Name

Scope

Main Rule

Sub-Rules
Mame Assign to VLAN Stage 2: Execute Action)
Drescription

4. Define a unique name for the policy and enter a description.
5. Select Next. Both the IP Address Range dialog box and the Scope pane open.

6. Use the IP Address Range dialog box to define which endpoints are inspected.

©) 1P Address Range X

AllIP3
®) Segment 4

Unknown [P addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and
select Segments from the Scope pane.

— Unknown IP addresses: Apply the policy to endpoints whose IP
addresses are not known. Endpoint detection is based on the endpoint
MAC address.

7. Select OK. The range is displayed in the Scope pane.
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8. Select Next. The main rule filters out all endpoints that are members of the
group, Assign to VLAN Action. The Assign to VLAN in the Actions section is not
enabled by default but can be used to assign the filtered endpoints to Guest

VLAN.
@ Policy - Wizard - Step 4 of 5
Main Rule
@ Policy Type Use this screen to review policy sub-rule definitions.
Q Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the
Q S action defined is applied. If no match is found, the host is inspected against the next
£2ry sub-rule.
1l Main Rule
Sub-Rules
Condition

Ahost matches this rule if it meets the following condition:

All criteria are True

Crers [ aaa |

Member of Group - Assign to VLAN Action

Actions

Actions are applied to hosts matching the above condition.

Enable  Action Details m

[ Assign to VLAN Assign to VLAN. Schedule: Start=immed...

9. To add a condition, select Add in the Condition section. See Policy Properties.

10.To add an action, select Add in the Actions section. See Policy Actions.
11.Select OK in each dialog box you open.
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12.In the Main Rule pane, select Next. The sub-rules of the policy list the items
the Forescout platform is to check when applying the Main Rule.

@) Policy - Wizard - Step 5 of 5 =

Sub-Rules

@ Policy Type Use this screen to review policy sub-rule definitions.

Q MName Hosts are inspected by each sub-rule in the order shown. When a match is found,
the action defined is applied. If no match is found, the host is inspected against the

@ scope
next sub-rule.

@ Main Rule

Sub-Rules

Sub-Rules

MName Conditions Exceptions  Actions m

Mo items to display

13.In the Sub-Rules pane of the Policy Wizard, select Finish.
14.1n the Console, select Apply to save the policy.

Create a Switch Block Stage 1 Policy

Use the Switch Block Stage 1: Add Label template to create polices that handle
action requests from ServiceNow using labels. This policy template represents one
such action, Add Label.

To create the policy:

1. Log in to the Console and select Policy.

2. Select Add from the Policy Manager. The Policy Wizard opens.

Version 2.2 65



eyeExtend for ServiceNow Configuration Guide

3. Expand the ServiceNow folder and select Switch Block Stage 1: Add
Label.

o Policy - Wizard - Step 1 @
Policy Type

Create a policy using a template or create a custom policy.

Search Q,

Switch Block Stage 1: Add Label (@
~ ServiceMNow

This policy template shows how to handle action requests from ServiceNow

X using labels. This policy template represents one such action, Add Label.
A4 Asset Identification
. . @ The main-rule captures all ServiceNow Add Label action requests.
Add Asset ldentification Information to CMDB & The first sub-rule assigns a Switch Block label when an Add Label
request is received from ServiceNow with an Action Parameter 1
Update Asset Identification Information to CMDEB a .
value of Switch Block (by defaulf)
r Action Intents @ The second sub-rule is a catch-all, which covers other endpoints

that do not match the above action request (by default)
Assign to VLAN Stage 1: Add to Action Group

Assign to VLAN Stage 2: Execute Action
Switch Block Stage 1: Add Label
Switch Block Stage 2: Execute Action
Switch Block Stage 3: Delete Label

e Ticketing

SecOps Ticketing

4. Select Next.

© Policy - Wizard - Step 2 of 5 (23]
Name
@ Folicy Type Enter a name and description for the policy.

Name

Scope

Main Rule

Sub-Rules
Name Switch Block Stage 1: Add Label
Description

5. Define a unique name for the policy and enter a description.
6. Select Next. Both the IP Address Range dialog box and the Scope pane open.

7. Use the IP Address Range dialog box to define which endpoints are inspected.
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@) P Address Range X

AllIP3
) Segment R

Unknown [P addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and
select Segments from the Scope pane.

— Unknown IP addresses: Apply the policy to endpoints whose IP
addresses are not known. Endpoint detection is based on the endpoint
MAC address.

8. Select OK. The range is displayed in the Scope pane.

9. Select Next. The main rule filters out all endpoints for which an action intent
is received with an Add Label action.

@) Policy - Wizard - Step 4 of 5 (=]
Main Rule
@ Policy Type Use this screen to review policy sub-rule definitions.
@ Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the action defined is
@ scope applied. If no match is found, the host is inspected against the next sub-ule
Main Rule
Sub-Rules
Condition

Ahost matches this rule if it meets the following condition:

All criteria are True v

ServiceNow Action Intents - Action Name: Add Label Event previously detected

Actions

Actions are applied to hosts matching the above condition.
Enable Action Details m

o itemms to display

10.To add a condition, select Add in the Condition section. See Policy Properties.
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11.To add an action, select Add in the Actions section. See Policy Actions.
12.Select Next. The sub-rules of the policy list the items the Forescout platform

is to check when applying the Main Rule.

@ Policy - Wizard - Step 5 of 5

2 All other endpoints

No Conditions

Sub-Rules
@ Policy Type Use this screen to review policy sub-rule definitions.
@ Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the action defined is applied. If no match is
found, the host is inspected against the next sub-rule.
@ scope
@ Main Rule
1l Sub-Rules
Sub-Rules
Name Conditions Exceptions  Actions m
1 Switch Block ServiceNow Action Intents: Action Name: ...
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13.Double-click the Switch Block sub-rule to open it.

@ Policy: 'Switch Block Stage 1: Add Labell'-->5Sub-Rule: "Switch Block' -

Name

==

Name Switch Block m

Description Mone.

Condition
A host matches this rule if it meets the following condition:

All criteria are True

Criteria

ServiceNow Action Intents - Action Name: Add Label Action Parameter 1...

Actions

Actions are applied to hosts matching the above condition.

Enable  Action Details
Add Label Add Label. Schedule: Stant=immediately, ...
Advanced

Recheck match Ewvery & hours, All admissions m

Exceptions Mone.

The Switch Block sub-rule filters out all endpoints received with an Add Label
action and Action Parameter 1 value of Switch Block. The Add Label action is
not enabled by default but can be used to assign a Switch Block label for
endpoints filtered by the sub-rule. The second sub-rule is a catch-all, which
covers other endpoints that do not match the above action request (by
default).

14.To add a condition, select Add in the Condition section. See Policy Properties.

15.To add an action, select Add in the Actions section. See Policy Actions.

16.Select OK in each dialog box you open. In the Policy dialog box, select OK.

17.1In the Sub-Rules pane of the Policy Wizard, select Finish.
18.In the Console, select Apply to save the policy.
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Create a Switch Block Stage 2 Policy

Use the Switch Block Stage 2: Execute Action template to create polices that execute
the action request from ServiceNow using labels. This template represents one such
action, Add Label with an Action Parameter 1 value of Switch Block.

To create the policy:
1. Log in to the Console and select Policy.
2. Select Add from the Policy Manager. The Policy Wizard opens.

3. Expand the ServiceNow folder and select Switch Block Stage 2: Execute
Action.

@) Policy - Wizard - Step1 ==

Policy Type

Create a policy using a template or create a custom policy.

Search Q,

e SenviceNow

Switch Block Stage 2: Execute Action [0

This policy ternplate shows how to execute the action request from
ServiceNow using labels. This policy template represents one such action,

~  Assetldentification Add Label with an Action Parameater 1 value of Switch Block

Add Asset ldentification Information to CMDB & The main-rule looks for endpoints with a specific assigned label
The condition is re-evaluated every 8 hours (by default).

@ The action executes the Switch Block action on the filtered

~  Agtion Intents endpoints.

Update Asset Identification Information to CMDEB

Assign to VLAN Stage 1: Add to Action Group
Assign to VLAN Stage 2: Execute Action
Switch Block Stage 1: Add Label
Switch Block Stage 2: Execute Action
Switch Block Stage 3: Delete Label

~ Ticketing

SecOps Ticketing
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4. Select Next.

@ Policy - Wizard - Step 2 of 5 (25
Name
@ Folicy Type Enter a name and description for the policy.

Name

Scope

Main Rule

Sub-Rules
Mame Switch Block Stage 2: Execute Action
Drescription

5. Define a unique name for the policy and enter a description.
6. Select Next. Both the IP Address Range dialog box and the Scope pane open.

7. Use the IP Address Range dialog box to define which endpoints are inspected.

©) 1P Address Range X

AllIP3
* Segment R

Unknown [P addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and
select Segments from the Scope pane.

— Unknown IP addresses: Apply the policy to endpoints whose IP
addresses are not known. Endpoint detection is based on the endpoint
MAC address.

8. Select OK. The range is displayed in the Scope pane.
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9. Select Next. The main rule filters out all endpoints that contain an Assigned
Label of Switch Block. The Switch Block in the Actions section is not enabled

by default but can be used to turn off the switch port for endpoints filtered
out by the main rule.

@ Policy - Wizard - Step 4 of 5

Main Rule
o Policy Type Use this screen to review policy sub-rule definitions.
Q Name Hosts are inspected by each sub-rule in the order shown. When a match is found, the
o s action defined is applied. If no match is found, the host is inspected against the next
cope sub-rule.
Main Rule
Sub-Rules
Condition

A host matches this rule if it meets the following condition

All criteria are True

Assigned Label - Contains Switch Elock Event previously detected

Actions

Actions are applied to hosts matching the above condition.

Enable Action Details m

Switch Block Switch Block. Schedule: Start=immediately...

10.To add a condition, select Add in the Condition section. See Policy Properties.

11.To add an action, select Add in the Actions section. See Policy Actions.
12.Select OK in each dialog box you open.
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13.In the Main Rule pane, select Next. The sub-rules of the policy list the items
the Forescout platform is to check when applying the Main Rule.

@ Policy - Wizard - Step 5 of 5 (23]

Sub-Rules

@ Policy Type Use this screen to review policy sub-rule definitions.

Q MName Hosts are inspected by each sub-rule in the order shown. When a match is found,
the action defined is applied. If no match is found, the host is inspected against

@ Scope
the next sub-rule.

@ Main Rule

Sub-Rules

Sub-Rules

Name Conditions Exceptions | Actions m

Mo items to display

14.1n the Sub-Rules pane of the Policy Wizard, select Finish.
15.In the Console, select Apply to save the policy.

Create a Switch Block Stage 3 Policy

Use the Switch Block Stage 3: Delete Label template to create polices that delete the
Switch Block label added by the Switch Block Stage 1: Add Label policy in order to
undo the Switch Block action applied to the corresponding endpoints.

To create the policy:

1. Log in to the Console and select Policy.

2. Select Add from the Policy Manager. The Policy Wizard opens.
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3. Expand the ServiceNow folder and select Switch Block Stage 3: Delete
Label.

o Policy - Wizard - Step 1 @
Policy Type

Create a policy using a template or create a custom policy.

Search Q,

Switch Block Stage 3: Delete Label
~ ServiceMNow

This policy template deletes the Switch Block label added by the Switch
X Elock Stage 1: Add Label pelicy in order to undoe the Switch Block action
v FESE EENERITY applied to the corresponding endpoints.
Add Asset Identification Information to CMDE
Update Asset Identification Information to CMDEB
~ Action Intents
Assign to VLAN Stage 1: Add to Action Group
Assign to VLAN Stage 2: Execute Action
Switch Block Stage 1: Add Label
Switch Block Stage 2: Execute Action
Switch Block Stage 3: Delete Label

e Ticketing

SecOps Ticketing

4. Select Next.

@ Policy - Wizard - Step 2 of 5

Name
@ Folicy Type Enter a name and description for the policy.
Name
Scope
Main Rule
Sub-Rules
MName Switch Block Stage 3: Delete Label
Diescription

5. Define a unique name for the policy and enter a description.
6. Select Next. Both the IP Address Range dialog box and the Scope pane open.

7. Use the IP Address Range dialog box to define which endpoints are inspected.

Version 2.2 74



eyeExtend for ServiceNow Configuration Guide

@) P Address Range X
AllIPs
) Segment R
Unknown [P addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and
select Segments from the Scope pane.

— Unknown IP addresses: Apply the policy to endpoints whose IP
addresses are not known. Endpoint detection is based on the endpoint
MAC address.

8. Select OK. The range is displayed in the Scope pane.
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9. Select Next. The main rule filters out all endpoints for which an action intent
has been received with a Delete Label action and Action Parameter 1 value of

Switch Block. The Delete Label action is not enabled by default but can be

used to delete the Switch Block label for endpoints filtered by the sub-rule.

o Policy Type

o Name

o Scope
Main Rule

Sub-Rules

@ Policy - Wizard - Step 4 of 5

Main Rule

Lige this screen to review policy sub-rule definitions.
Hosts are inspected by each sub-rule in the order shown. When a match is found, the

action defined is applied. If no match is found, the host is inspected against the next
sub-rule.

Condition

A host matches this rule if it meets the following condition:

All criteria are True

ServiceNow Action Intents - Action Name: Delete Label Action Parameter...

Actions

Actions are applied to hosts matching the above condition.

Enable Action Details m

\ Delete Label Delete Label. Schedule: Start=immediately...

==l

10.To add a condition, select Add in the Condition section. See Policy Properties.

11.To add an action, select Add in the Actions section. See Policy Actions.
12.Select OK in each dialog box you open.
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13.In the Main Rule pane, select Next. The sub-rules of the policy list the items
the Forescout platform is to check when applying the Main Rule.

@ Policy - Wizard - Step 5 of 5 (=25

Sub-Rules

@ Policy Type Use this screen to review policy sub-rule definitions.

0 MName Hosts are inspected by each sub-rule in the order shown. When a match is found,
the action defined is applied. If no match is found, the host is inspected against

O Scope
the next sub-rule.

@ Main Rule

Sub-Rules

Sub-Rules

Name Conditions Exceptions | Actions m

Mo items to display

14.1n the Sub-Rules pane of the Policy Wizard, select Finish.
15.Select Apply to save the policy.

Create a SecOps Ticketing Policy
Use the SecOps Ticketing template to create policies that create SOC incidents for an
endpoint that is not compliant.

To create the policy:

1. Log in to the Console and select Policy.

2. Select Add from the Policy Manager. The Policy Wizard opens.
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3. Expand the ServiceNow folder and select SecOps Ticketing.

@ Policy - Wizard - Step 1

Policy Type

Create a policy using a template or create a custom policy.

Search

Q SecOps Ticketing
~ (&) SenviceNow This policy template creates SOC incidents for any endpoint that is not
) compliant
4 Asset Identification

Add Asset Identification Information to CMDB

Update Asset [dentification Information to CMDE
A4 Action Intents
Assign to VLAN Stage 1: Add to Action Group
Assign to VLAN Stage 2: Execute Action
Switch Block Stage 1: Add Label
Switch Block Stage 2: Execute Action
Switch Block Stage 3: Delete Label
~ Ticketing

SecOps Ticketing

4. Select Next.

@) Policy - Wizard - Step 2 of 5

)
Name
@ Folicy Type Enter a name and description for the policy.
Name
Scope
Main Rule
Sub-Rules
MName SecOps Ticketing
Description

5. Define a unique name for the policy and enter a description.
6. Select Next. Both the IP Address Range dialog box and the Scope pane open.

7. Use the IP Address Range dialog box to define which endpoints are inspected.
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@) P Address Range X
AllIPs
) Segment R
Unknown [P addresses

The following options are available:

— All IPs: Include all IP addresses in the Internal Network.

— Segment: Select a previously defined segment of the network. To specify
multiple segments, select OK or Cancel to close this dialog box, and
select Segments from the Scope pane.

— Unknown IP addresses: Apply the policy to endpoints whose IP
addresses are not known. Endpoint detection is based on the endpoint
MAC address.

8. Select OK. The range is displayed in the Scope pane.
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9. Select Next. The main rule filters out endpoints that are not compliant. The
Create SOC Incident in the Actions section is not enabled by default but can
be used to open SOC incidents on ServiceNow for endpoints filtered by the

main rule.
@ Policy - Wizard - Step 4 of 5
Main Rule
@ Policy Type Use this screen to review policy sub-rule definitions.
o Marme Hosts are inspected by each sub-rule in the order shown. When a match is
o P found, the action defined is applied. If ne match is found, the host is
P inspected against the next sub-rule.
1l Main Rule
Sub-Rules

Condition
A host matches this rule if it meets the following condition:

Al criteria are True

Compliance Status - Mot Compliant

Actions

Actions are applied to hosts matching the above condition.

Enable  Action Details m

m Create SOC Incident Create SOC Incident. ...

10.To add a condition, select Add in the Condition section. See Policy Properties.

11.To add an action, select Add in the Actions section. See Policy Actions.
12.Select OK in each dialog box.
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13.In the Main Rule pane, select Next. The sub-rules of the policy list the items
the Forescout platform is to check when applying the Main Rule.

@) Policy - Wizard - Step 5 of 5 (23]
Sub-Rules
@ Policy Type IUse this screen to review policy sub-rule definitions.
@ Name Hasts are inspected by ach sub-rule in the order shown. When a match
@ scope is found, the action defined is applied. If no match is found, the hostis
P inspected against the next sub-rule.

@& wain Rule

Sub-Rules

Sub-Rules

MName Conditions Excepti.. Actions m

Mo iterms to display

14.1n the Sub-Rules pane of the Policy Wizard, select Finish.
15.In the Console, select Apply to save the policy.

Create Custom ServiceNow Policies

Forescout policies contain a series of rules. Each rule includes:

= Conditions based on host property values. The Forescout platform detects
hosts with property values that match the conditions of the rule. Several
conditions based on different properties can be combined using Boolean logic.

= Actions can be applied to hosts that match the conditions of the rule.

To create a custom policy:
1. In the Console, select Policy. The Policy Manager opens.

2. Select Add to create a policy, then select Custom, or select Help for more
information about working with policies.
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Policy Properties

In addition to the bundled Forescout properties and actions available for adding and

updating ServiceNow tables, you ca

n work with policy properties to create custom

policies. These items are available when you install the module.

@ Condition =
Search Q) ServiceNow Action Intents: Indicates information for action intents received from ServiceNow for an
endpoint
> NAS Device
Action Name
M Remote Inspection Select action
~ (U] ServiceNow *) Meets the following criteria
ServiceNow Action Intents Does not meet the following criteria
Host Status in CMDBE
Search Q,
ServiceNow SOC Incidents
N [ sonctan
ServiceNow IT Incidents O ame=
Add to Group
Delete Label
Recheck Host

To access properties:

1. In the Policy Conditions dialog box, search for and expand the ServiceNow

folder in the Properties tree.

The following properties are

available:

ServiceNow Action
Intents

Indicates information for action intents received from
ServiceNow for an endpoint.

The following sub-properties are available:

= Action Name: The action name. The possible values
are: Add Label, Add to Group, Delete Label, and
Recheck host.

= Action Parameter 1: The action parameter 1.
= Action Parameter 2: The action parameter 2.

Host Status in CMDB

Indicates the host status in the ServiceNow CMDB. It
checks whether the MAC address on a device exists in
the ServiceNow CMDB. When the scheduled add/update
occurs, the ServiceNow app also sends back existence
to the Forescout platform.

The possible values are: Does Not Exist in CMDB, Exists
in CMDB, Last Add Action Failed, and Last Update
Action Failed.
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ServiceNow SOC Indicates SOC incidents created by the Forescout
Incidents platform.

The following sub-properties are available:

= Number: The incident number.

= Category: The category.

= Subcategory: The sub-category.

= Business Impact: The business impact.

=  Priority: The priority.

= Short Description: The short description.
= State: The state.

= Update Time: The time of the update received on
the Forescout platform.

ServiceNow IT Incidents Indicates IT incidents created by the Forescout
platform.

The following sub-properties are available:

= Number: The incident number.

= Category: The category.

= Subcategory: The sub-category.

= Impact: The impact.

= Urgency: The urgency.

»  Priority: The priority.

=  Short Description: The short description.
= State: The state.

= Update Time: The time of the update received on
the Forescout platform.

To learn about ServiceNow properties, see Define Host Properties.

2. Select the property you want and select OK.

Policy Actions

In addition to the bundled Forescout properties and actions available for adding and
updating ServiceNow tables, you can work with policy actions to create customized
policies. For example, a policy action could be used to apply mappings between
existing properties on the Forescout platform and ServiceNow table columns.

To access the ServiceNow actions:

1. Log in to the Console, select Home, and select All Hosts.

@) ForeScout Console: Enterprise Manager == E=h ==

Eile Reports Actions Tools Log Display Help

<) FORESCOUT Bl Assetinventory

«

All Hosts Search Q 2,019 OF 2,019 HO
Views
servicenow

Host = IPvd Address  Segment  Comment MAC Address Display Name  Switch IP/FQDN and Port Name

<) All Hosts (2,019) o usdevrir CALAB 10.

Version 2.2 83



eyeExtend for ServiceNow Configuration Guide

2. In the All Hosts pane, select a host entry.

3. Right-click an endpoint and select ServiceNow.

" All Hosts

4. Expand the ServiceNow folder in the Actions tree. The following actions are

available:

Add Asset to CMDB Adds asset information to CMDB.

Create IT Incident Creates an IT incident in ServiceNow with domain
name, host name, IP address, MAC address, and
description.

Create SOC Incident Creates a SOC incident in ServiceNow with domain
name, host name, IP address, MAC address, and
description.

Update Asset to CMDB Updates asset information in the CMDB.
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Add or Update Asset to CMDB
Use this action to add or update an asset to the CMDB.

To use the Add/Update Asset to CMDB action:

1. In the Actions tree, select ServiceNow and then select Add Asset to CMDB
or Update Asset to CMDB.

© Action X
Search Q. Add asset information to CMDE
Parameters
SenviceMow Table W

Properties Mapping

Search Q

Forescout Platform Tag = SenviceMow Column m

~ (U] ServiceNow
Add Assetto CMDB
Create IT Incident

[@ Create SOC Incident
. Mo items to display
[ Update Assetto CMDE

2. Use the Parameters tab to map properties in the Forescout platform to
ServiceNow table columns, for use within the scope of the selected policy.
Select a table from the ServiceNow Table drop-down menu. The available
tags for that table are listed.

@ Action X

Search Q. Add assetinformation to CMDB

Parameters

SenviceMow Table  ForeScout Cl Staging Table(x_fipp_now_plat_forescout_import_table)

Properties Mapping
Search Q

Forescout Platform Tag = SewviceMow Column m
fad_cn} Distinguished Name(distinguished_. m

fad_company} Company(company)
{ad_dspariment} Department(dspatment)
~ [B) ServiceNow {ad_displaynames} Display Mamea(display_name)
Add Assetto CMDE {ad_smployeenumber} Employee Mumber(employee_numb
Create IT Incident {ad_givenname} User given Mame(user_given_name)
m Create SOC Incident {ad_initials} Initials(initials)
ﬁ Update Assetto CMDB {ad_isdisabled} Account iz Disabled(account_is_disa

3. Select the relevant Forescout Platform Tags and select OK.
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Create IT Incident

Use this action to create an IT incident in ServiceNow. You can specify the category,
impact, urgency, and priority for the incident. You can also add tags.

Refer also to the Forescout App for IT Incidents installation and configuration guide
in the section, Modify Transform Map.

To use the Create IT Incident action:

1. In the Actions tree, select ServiceNow and then select Create IT Incident.
The Specify Create IT Incident parameters dialog box opens to the
Parameters tab.

e Specify Create [T Incident parameters *

Create [T incident in ServiceMow.

Parameters
Shont Description (Up to 160 characters)

This incidentis created by the Forescout platform.

Description (Up to 4000 characters)

Tags .
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2. Enter a short description and a description. You can add tags to the
description or select Add Tags.

@ Tags (=Sl
Tag Filter
Name Tag
802.1X NAS IPvE Address dot1x_NAS_addré
802 1x Accounting session D dot1x_acct_sid
802.1x Authenticated Entity dot1x_login_type

2802 1x Authenticating Appliance dot1x_auth_appliance

802.1x Authenticating Domain dot1x_domain
802.1x Authentication type dot1x_fr_eap_type
802 1x Authorization Source dot1x_auth_source

802 1x Authorize Action Surmary  dot1x_access_action_...

825 items (0 selected)

3. In the Specify Create IT Incident parameters dialog box, select the Schedule
tab.

4. Schedule the action and select OK.

5. In the All Hosts pane, select a host with the ServiceNow action icon. Hold
your cursor over the icon to view the action status. The incident number
appears in the Details pane.

Copy of Capy of Custom - Incidnt Propss

1Pv4 Address Funetion: Compusr
— Operating System: Lux
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Create SOC Incident

Use this action to create a SOC incident in ServiceNow.

Refer also to the Forescout App for SOC Incidents installation and configuration guide
in the section, Modify Transform Map.

To use the Create SOC incident action:

1. In the Actions tree, select ServiceNow and then select Create SOC
Incident. The Specify Create SOC Incident parameters dialog box opens to
the Parameters tab.

e Specify Create 50C Incident parameters X

Create SOC incident in ServiceMow.

Farameters
Short Description (Up to 160 characters)

This incidentis created by the Forescout platform.

Cescription (Up to 4000 characters)

Tags:
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2. Enter a short description and a description. You can add tags to the
description or select Add Tags.

Tags
@ Tag

Tag Filter

Name
802.1X NAS IPvE Address
802 1x Accounting session D

802.1x Authenticated Entity
802.1x Authenticating Domain
802.1x Authentication type

802.1x Authorization Source

825 items (0 selected)

2302 1x Authenticating Appliance

802 1x Authorize Action Surmmary

(]

Tag
dot1x_NAS_addré
dot1x_acct_sid
dot1x_login_type
dot1x_auth_appliance
dot1x_domain
dot1x_fr_eap_type
dot1x_auth_source

dot1x_access_action_...

In the Specify Create SOC Incident parameters dialog box, select the

Schedule tab.

Schedule the action and select OK.

In the All Hosts pane, select a host with the ServiceNow action icon. Hold
your cursor over the icon to view the action status. The incident humber
appears in the Details pane.

Set Action Thresholds

Use Action Thresholds to restrict the number of actions. Action thresholds are
designed to automatically implement safeguards. An action threshold is the
maximum percentage of endpoints that can be controlled by a specific action type
defined at a single device.

The Create IT Incident and the Create SOC Incident actions have a default 2%

action threshold, which can be scaled up to 100%.
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For information about action thresholds, refer to the Forescout Administration Guide.
See Additional Forescout Documentation for information on how to access this guide.

To change an action threshold:

1. In the Options pane, select NAC > Action Thresholds.

@ Options
Options

Search

~ I nac
Authentication
HTTP Redirection
Emall
Identity

Time Settings

Action Thresholds

Licenses

o Lists
> ' wmap
Internal Network
Virtual Firewall
> ¥4 Threat Protection

> W} Access

HTTP Login Attzrmpts

Q

NAC > Action Thresholds

Use this option to automatically implement safeguards when using blocking or
Actions
Status = Action # On-hold Devices
®  Create Tincident None
@&  create SOC Incident None
Threshold Details - Create IT Incident Action
Configuration
Threshold (&) Use Default- 2.0 %
Custom %
Policy Threshold Exceptions

Policy & Rule Dex

Mo items to display

Minimal number of hosts with action to detect before calculating threshold violations 10 2

Count Manual Actions

restrictive actions across your network

Max % Hosts With Action Threshold
0% 100.00 %
0% 100.00 %

scription

(ESEEo8 X

Policies
Service IT Ticketing

SecOps Ticketing

2. In the Actions table, select Create IT Incident or Create SOC Incident.

3. In the Threshold Details section, select the Configuration tab, select Custom,
and type a value in the field.

4. Select Apply.
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Send Additional Properties

Additional properties are those not included in the pre-loaded Outbound Mapping

configuration described in Define Outbound Mapping. Additional properties can be

sent to ServiceNow.

To send additional properties:

1. Log in to the ServiceNow instance and go to Forescout App for Asset
Management > Settings > Forescout CI Staging Table Definition.

Servicenow. seniee

o & R @ e

QTP
= Update | Delete | Delete All Record

Forescout i Staging Table Defniton < Forescout CIStaging Table
= *
[y T——
'V Settings * Label
* Name

Forescout C Staging Table Defi...

Extends table

Columns

Controls  Application Access

Application

x_fipp_now_plat_f

Import Set Row ®

Forescout App for Asset Management

1 tol000f199 B PP
Sheewne  SMaiongth  Soshutvle  SOsly  SMandioy  STetinde = Uniq
(empty) 2 false false false false
(empty) 2 fal false false false
(empty) 2 fal false falss falss
[p] Sl 6 s - QAP @ B
< vt ¢ = - B3
= *
¥
Foresc \pp for Asset Management text
% Table Forescout it Cl Staging Table [x_ftpp_now_pl.. ¥ Application Forescout App for Asset Management ®
ForescoutC Stagig Tabl Def.
% Type String, Qo Active v
% Column label Example
% Column name example
* Mastength ©
oislay
I
At

3. Configure the Type, Column label, Column name, and other parameters, and

then select Submit.
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4. (Optional) To display the column in the Forescout CI Staging Table list view,
go to Forescout App for Asset Management > Troubleshooting >

Forescout CI Staging Table and select . In the Personalize List Columns,
move Example to Selected, and then select OK.

SErVICENOW. service Management 0 @ seenniminsoe - QT @ &

FormcoutCISt )

= * G

Forescout App for Asset Management

Personalize List Columns.

1P Address
- MAC Address
NetBIOS Hostname
rove Date NetBIOS D
1 Staging Table Defi Fun

bleShooting

1 Staging Table

Active row highlighting

| Enablelistedit [v/| Double clickto edit

The Example column is displayed in the list view.

SerVicenow. smeemepmes 3 = @ st - QP @ B
Q. =iAddess  SMACAddress  SNetblOSHostname S NeBiOSDomain S Funcon  STenantld S ONSName = NetworkFunction = OSFingerprint = Eample = Updated

Search Search Search Search Search Search Search Search Search Search Search

No records to display

5. (Optional) To create a new column in the target table, go to System

Definition > Tables, and then select the target table, for example,
Configuration Item.

SErvViCeNOW. service Management (s} =] @ sennininsor - QR @

Table =
Tables < = Configuration ltem =
_ O but isthe current applicaion. o edit this
Reports
P More nf
Import Tables
Label | Configuration tem Application  Global ®
Name | cmdbci
Edendstable  Base Configuration tem ®
Columns | Controls  Application Access
= Table Columns m Search | Column label ¥ | Search 1 0730
Y ictionary Entries
& Q  SCoumnlabela =Type = Columnname =comments  SReference  =Maxlength = Defaultvalue Soisplay  SMandatory = Textinde
W import Set Tables ©  toorovaleow Reference  change._control Group 2 false fase fase
Cleanu
S @  fsset Asset 2 s folse folse
Scheduled Clea
(D Assettag String asset_tag (empty) 0 false false false
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6.

7.

(Optional) Repeat steps 2 to 3 to create a new column in the target table.

SErviCeNOW. service Management

o
< = e # = -
=

F lect a Table and the field - label, ) "
Reports < [ CET
Import Tables % Table  Configuration tem [cmdb._cil v Application | Global ®
System Clone * Type  Sting allo Adive v/
¥ Clone Definition * Columnlabel  Example Function field

Exclude Tables * Columnname  u_example Read only
System Definition % Maxlength W Mandatory
Tables Display
Tables & Columns. Mora Inf
System Import Sets

Attributes

W Import Set Tables.

Go to Forescout App for Asset Management > Settings > Transform
Maps and select Forescout CI Transform Map.

SErviCeNOW. service Management

Transform Maps )

= TabIETmnsVurmMapsm Search | Order v

= * ® 7 All>Name = ForeScout Action Status Transform Map .or. Name = ForeScout Dynamic Properties Transform Map .or. Name = ForeScout Supported Actions Tra
& = Name = Source table = Target table

Forescout App for Asset Management

Forescout Cl Staging Table

@ Eorescout CI
[x_ftpp_now_plat_forescout_import_table]

Configuration Item [cmdb_ci]
Transform Map

W Settings

Transform Maps Forescout Dynamic

(D Properties

Forescout Dyna

e B e ol

roperties Import Set

-

Forescout Dynamic Properties

P B

fmmoct cos N S S— e}

Select the active onBefore in the Transform Scripts tab.

SErviCeNOW. service Management

D & @ s - 3 5

s S B PNl o |[ o [ e
=5 e ®© % Name | Forescout Cl Transform Map Created | 20181023 1502:39 @
S —  Sourcetable | Forescout Cl Staging Table [x_ftpp_now.pl... ¥ % Targettable | Configuration item [cmdb._cil v
¥ Settings Aive v Order 100
SE— Run business rules Run script
I — Enforce mandatory felds No v
¥ Troubleshoating Copy empty felds
P Cfea(enewre(ordnnemp(y(oa'\:;i
Forescout App for SOC Incidents date | [ copy | [(oeiee
'V TroubleShooting Related Links
Mapping Ass
System Import Sets
e FicldMaps | Transform Scripts (3)
- — = rowtamsars [ seen e v o s > o> 4
System LDAP S Map = Forescout CI Transform Map
T B O =when = Script = Order = Active v = Created = Replace on upgrade (No Longer Used)
®  ongefore (function runTransformScript(source, map. 100 true 2019-08-05 10:21:21 false
@  onafter (function runTransformScript(source, map. 100 false 2018-10-23 15:08:59 false
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9. Modify the script to map the newly created column to the target column, then

select Update.

SErVICeNOW. senvice Management (v} =] @ srempiminisior - QR @

Transform Map < | = Trgegorm st @ T oo Update || Delete
= * When | ontcfore . Aoplication | Forescout App for Asset Management )
VETD saip @ § 1 2 3 3% Qv s |BQ@ B % &
O seentsptapietie() 1= ) ¢
Forescout App for SOC Incidents. f: X fadn = source.dnsname.getDisplayValue();
10.Log in to the Console, open the Options pane, and go to ServiceNow >
Outbound Mapping. To edit the Forescout CI Staging Table, select Edit.
& options - | x
Options
carch Q. ServiceNow

> = CounterACT Devices This module supports the orchestration between the Forescout platiorm and ServiceNow.

> B Modules Outbound Mapping
Channels Use this panel to defin the mapping betwaen the Forescout platiorm host propenties and Servicellow staging table columns
SenviceNow Q
Table Name = Description Add
Forescout Cl Staging Table(x_fipp_now_plat_forescout_import_table) Pre-defined mappings
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11.Select the Map Data

E dit Outbound Mapping

General Map Data

tab.

Map Data

Forescout Platform Tag

{windows_updates_waiting_for_reboot}
{hostname}

{vendor}
{linux_operating_system}
{gst_comment}
{linui_fila_exists}
{uzer_agent}
{va_os_comp}
{file_attr_wua_dll_version}
{device_interfaces}
{banner}
{process_no_ext}

{ad_zn}

177 items (N selarted)

Map the Forescout platform tag value to the ServiceMow column.

Search Q

SemviceMow Column

Windows Updates Installed - Reboot R I Edit
DMS Mame(dnsname) Remove
MIC Vendor(nicvendor)

Linux Version{linux_version)

Guest Comment(guest_comment)

Linux File Existsdlinux_fila_exists)

WLAN Client User Agentiwlan_client_u...

Windows Version Fine-tunediwindows

Windows Update Agent Installed(windo...

Device Interfaces(device_interfaces)

Service Banner(service_banner)

Windows Process Runningiwindows_p...

Last Name(last_name)

12.Select Add.

Forescout Platform Tag

SenviceMow Column

Browse
Browse

e ]
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13. To browse Forescout Platform Tags, select the adjacent Browse button.

(0 = ==

Tag Filter

Name Tag
B02.1X NAS IPvE Address dot1x_NAS_addré
B802.1x Accounting session ID dot1x_acct_sid
802 1x Authenticated Entity dot1x_login_type

802.1x Authenticating Appliance dot1x_auth_appliance

802.1x Authenticating Domain dot1x_domain
802.1x Authentication type dot1x_fr_eap_type
B802.1x Authorization Source dot1x_auth_source

802.1x Authorize Action Summary  dot1x_access_action_...

825 items (0 selected)

14.Select the tag to send, then select OK.

15.To browse ServiceNow Column, select the adjacent Browse button.

Forescout Platform Tag
ServiceMow Column
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16.Select the column created in step 3, then select OK.

-

r
1@ serviceNow Column

(sys_class_name)

(sys_created_by)

(sys_created_on)

(sys_id)

(sys_mod_count)

(sys_updated_by)

(sys_updated_on)

Account is Disabled(account_is_disabled)
Account is Expired(account_is_expired)
Classification Method(classification_method)
Comment(sys_import_state_comment)
Company(company)

Compliance Status(compliance_status)

P IAF P
L e

Rlmman/frdbnn dansmin ~onand
e v

17.To add the mapping, select OK.

Forescout Platform Tag
SemviceMow Column
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18.Edit the Add Asset to CMDB and Update Asset to CMDB actions in policies to
include the new property.

© Action X
Search Q. Add asset information to CMDE
Parameters
SemvicelNow Table  ForeScout Cl Staging Table(x_fipp_now_plat_forescout_impon_table)

Froperties Mapping

Search Q
Forescout Platform Tag = ServiceMNow Column m
{ad_cn} Distinguished Name (distinguished_ m
{ad_company} Company(company)
{ad_department} Department(department)
~ [0) ServicaNow {ad_displayname} Display Mame(display_name)

m Add Assetto CMDB {ad_employeenumber} Employee Number(employee_numb...

Create IT Incident {ad_givenname} User given Name(user_given_name)

m Create SOC Incident {ad_initials} Initials(initials)

Eﬁ Update Assetta CMDB {ad_isdisabled} Accountis Disabled(account_is_disa...

Cion | o Jomen]

Work with Forescout eyeExtend for
ServiceNow

Once Forescout eyeExtend for ServiceNow has been configured, you can view and
manage the virtual devices from the Asset Inventory view in the Console. This
provides activity information, accurate at the time of the poll, on cloud endpoints
based on certain instances’ properties.

The Asset Inventory lets you:

= Complement a device-specific view of the organizational network with an
activity-specific view

= View virtual machine endpoints that were detected with specific attributes

= Incorporate inventory detections into policies

Best Practices

Communication Thresholds

The default setting for connections from the Forescout platform to ServiceNow is the
maximum permissible: 3,000 actions per 10 minutes per CounterACT Appliance
configured to connect to ServiceNow.

While ServiceNow can support a higher number of connections in that timeframe
from all sources, a single Forescout platform connection cannot go higher than 3,000
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actions per 10 minutes. Therefore, this value should be modified only if a lower value
is required for performance or some other consideration.

The maximum data rate is 20,000 actions per 10 minutes for ServiceNow as a whole.
If multiple ServiceNow connections are defined, this limit must be respected for the
total number of connections the Forescout platform consumes as well as what other
systems utilize in their connection with ServiceNow.

Appliance Sizing

We recommend one CT10000/VCT 10000 Appliance per 40,000 endpoints, as
determined by peak traffic loads. If, for example, peak load is approximately 70,000
users logged on at the same time, two ServiceNow focal Appliances would be
appropriate. For customers with lower peak loads, a single Appliance would be
appropriate for handling the ServiceNow connection.

Appliance Clustering

Clustering Appliances for ServiceNow connections is purely an administrative
function. Clustering is done to organize communications between ServiceNow and
the Forescout platform and does not provide any failover benefits.

The endpoints in the IP address ranges handled by the CounterACT Appliances in a
cluster must also be handled by the instance of ServiceNow the cluster is associated
with.

ServiceNow Tables

The CMDB tables that will be used to host properties received from the Forescout
platform must be defined in ServiceNow prior to their configuration in Forescout
eyeExtend for ServiceNow. The same guidance applies for columns in existing tables
which will have the Forescout platform properties mapped to them. By default, there
are 177 properties the Forescout platform sends to the Forescout CI Staging Table in
ServiceNow. However, the Forescout Classification Mapping table needs to be
modified to take the data and move it to the appropriate table within the CMDB (for
example, cmdb_ci_computer). You can also find this information on the ServiceNow
instance Forescout App for Asset Management under Forescout Classification
Mappings.

It is recommended that you import device information according to function, as
determined by the Forescout platform. Those functions include Information
Technology and Operational Technology, with each of those categories further
subdivided.

Information Technology is broken down into the categories: Accessory, Appliance,
Computer, Mobile, Multimedia, Networking, Storage, and Wearable. Operational
Technology categories include Energy & Power, Gaming, Healthcare, Metal & Allied,
Mining, Non-Industry Specific, Retail & Financial, and Traffic & Parking Management.
Each of these categories is further divided into sub-categories. Organizations may
consider building tables for sub-categories or may find that certain categories may
not apply to their network. It is recommended that you use the Function
classification as a starting point for organizing the data on the Forescout platform
that will be brought into ServiceNow.
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When selecting properties to import into the Forescout platform, if a ServiceNow
property is not a String, Integer, Date, or Boolean value, it cannot share that
property with the Forescout platform. Reference type 2.0 is also supported.

Additional Properties

You can send additional properties outside the default 177. This requires some effort
on the Forescout CI Staging Table, Transform Maps, and the Add Asset
Identification Information to CMDB policy.

Best Practice would be to define those columns in ServiceNow before adding the
properties to the Forescout platform in the policy.

General Guidance

ServiceNow tables should be set up in advance to receive fields from the Forescout
platform.

Key Value in ServiceNow

Forescout strongly recommends using the device MAC address as a key value for
endpoints in ServiceNow, as the MAC address is the default means that the
Forescout platform identifies a device. Using a different value in ServiceNow as a key
is not a best practice.

Visibility of MAC Addresses

Because the Forescout platform reconciles ServiceNow data using an endpoint MAC
address as a key, it is vital that all of your network devices be configured to send
accurate and timely MAC address information to the Forescout platform. Endpoints in
the Forescout platform without an associated MAC address will not automatically be
associated with data from ServiceNow.

Refer to the Forescout Network Module: Wireless Plugin Configuration Guide and/or
the Forescout Network Module: Switch Plugin Configuration Guide regarding proper
configuration of devices. See Additional Forescout Documentation for information on
how to access these guides.

Forescout Account in ServiceNow

The default permissions (rights) associated with the Forescout account in ServiceNow
are sufficient for most deployments. It is not recommended to add the Delete
permission to the Forescout account in ServiceNow.

Additional Forescout Documentation

For information about other Forescout features and modules, refer to the following
resources:

= Documentation Downloads

= Documentation Portal

=  Forescout Help Tools
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Documentation Downloads

Documentation downloads can be accessed from the Technical Documentation Page,
and one of two Forescout portals, depending on which licensing mode your
deployment is using.

= Per-Appliance Licensing Mode - Product Updates Portal

* Flexx Licensing Mode - Customer Support Portal

Software downloads are also available from these portals.

To identify your licensing mode:

= From the Console, select Help > About Forescout.

Technical Documentation Page

The Forescout Technical Documentation page provides a link to the searchable, web-
based Documentation Portal, as well as links to a wide range of Forescout technical
documentation in PDF format.

To access the Technical Documentation page:

=  Go to https://www.Forescout.com/company/technical-documentation/

Product Updates Portal

The Product Updates Portal provides product and documentation downloads for
Forescout platform releases, Base Modules, Content Modules, and eyeExtend
products. The portal also provides additional documentation.

To access the Product Updates Portal:

= Go to https://updates.forescout.com/support/index.php?url=counteract and
select the version you want to discover.

Customer Support Portal

The Downloads page on the Forescout Customer Support Portal provides product and
documentation downloads for Forescout platform releases, Base Modules, Content
Modules, and eyeExtend products. Software and related documentation only appear
on the Downloads page if you have a license entitlement for the software.

To access documentation on the Customer Support Portal:

= Go to https://Forescout.force.com/support/ and select Downloads.

Documentation Portal

The Forescout Documentation Portal is a searchable, web-based library containing
information about Forescout tools, features, functionality, and integrations.

To access the Documentation Portal:

= Go to https://updates.forescout.com/support/files/counteract/docs portal/
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Forescout Help Tools

You can access individual documents, as well as the Documentation Portal, directly
from the Console.

Console Help Buttons

= Use context sensitive Help buttons to quickly access information about the
tasks and topics you are working with in the Console.

Forescout Administration Guide
= Select Administration Guide from the Help menu.
Plugin Help Files

= After the plugin is installed, select Tools > Options > Modules, select the
plugin, and then select Help.

Content Module, eyeSegment Module, and eyeExtend Product Help Files

= After the component is installed, select Tools > Options > Modules, select
the component, and then select Help.

Documentation Portal
= Select Documentation Portal from the Help menu.
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