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About the Cloud Uploader

Starting from Forescout version 8.2, a version of the Cloud Uploader is included in
the Forescout Core Extensions Module.

The Cloud Uploader compresses data from Forescout devices and uses encrypted
protocol to send the compressed data to Forescout cloud services where the data is

processed and analyzed. The Cloud Uploader manages data upload for the following
Forescout components:

= Forescout Research Program

= eyeSegment Module

What's New in This Version

This section describes the new feature in version 1.2.

= You can now provide proxy credentials in the Cloud Uploader configuration.

Upgrade Considerations

You can upgrade from any previous version of the plugin. The settings already
defined in the Cloud Uploader remain in effect.

Rollback Considerations

You cannot roll back to any earlier version.
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Prerequisites

The Cloud Uploader requires the following:

Forescout version 8.1.x or 8.2.x
Cloud client ID, password, and authentication URL

— For Forescout 8.2.x users, this information is automatically configured in
the Cloud Uploader during the Customer Verification process. For more
information, refer to the Forescout Administration Guide.

— For eyeSegment users that have not completed the Customer Verification

process, this information is provided by your Forescout sales
representative so that you can manually configure the Cloud Uploader.
See Configure the Cloud Uploader.

Connectivity, directly or via a proxy, from the Forescout devices that make
upload requests to the public cloud service URL.

Data is uploaded to servers named *.forescout.com and
* _forescoutcloud.net using HTTPS (port 443/TCP). Ensure that your
devices’ firewalls are configured to allow this.

Install the Plugin

You can manually install the Cloud Uploader. Starting from Forescout version 8.2,
the Cloud Uploader is installed under the Forescout Core Extensions Module.

To manually install the component:
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Acquire the .fpi file from your Forescout sales representative.

Save the file to the machine where the Console is installed.

Log into the Console and select Options from the Tools menu.

Select Modules, and then select Install. The Open dialog box opens.
Browse to and select the saved module . fpi file.

Select Install. The Installation screen opens.

Read the license agreement. If you agree, select | agree to the License

Agreement, and then select Install.

The installation will begin immediately and cannot be interrupted or
canceled.

When the installation completes, select Close to close the window. The

installed module is displayed in the Modules pane.
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Configure the Cloud Uploader

To configure the Cloud Uploader:
1. In the Console, select Tools > Options > Cloud Uploader.

@ Opticns - u] %
Options
Cloud Uploader
& Cloud Uploader CounterACT Devices W

Default

ClientID: I

Password:

..........

Retype Password:

Proxy Seftings
Use Proxy

Authentication URL: ]
—/

Proxy Semver IP/Mame:
Proxy Semver Port: 80 o

Use Proxy Credentials

Proxy Usemame I

..........

Proxy Password

Retype Proxy Password

Bandwidth Settings
Manage Bandwidth

Maximum Upload Bandwidth per Appliance (MB8ps)

2. If you are running the eyeSegment Module and have not completed the
Customer Verification process, enter the Client 1D, Password, and
Authentication URL provided by your Forescout sales representative.

3. If your Forescout device does not have a direct connection to the Internet,
configure the Proxy Settings.

4. You can limit how much bandwidth the Cloud Uploader uses.

5. Select Apply to save the configuration.



<) FORESCOUT

Test the Configuration

Test the Cloud Uploader configuration to ensure that it can connect to the cloud.

To test the Cloud Uploader configuration:
1. In the Console, select Tools > Options > Cloud Uploader.
2. Select Test.

3. Ensure that the results indicate that authentication was successful.

Ensure That the Cloud Uploader Is Running

After installing the Cloud Uploader (and configuring it, if necessary), ensure that it is
running.

To verify:

1. Select Tools > Options > Modules.

2. In the Modules pane, hover over the Cloud Uploader name to view a tooltip
indicating if it is running on Forescout devices in your deployment.

The name is preceded by one of the following icons:
— (D - The Cloud Uploader is stopped on all Forescout devices.
— (D - The Cloud Uploader is stopped on some Forescout devices.

— (@ - The Cloud Uploader is running on all Forescout devices.

3. If the Cloud Uploader is not running, select Start, and then select the
relevant Forescout devices.

4. Select OK.

Additional Forescout Documentation

For information about other Forescout features and modules, refer to the following
resources:

=  Documentation Downloads

= Documentation Portal

= Forescout Help Tools

Documentation Downloads

Documentation downloads can be accessed from the Technical Documentation Page,
and one of two Forescout portals, depending on which licensing mode your
deployment is using.
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= Per-Appliance Licensing Mode — Product Updates Portal

= Flexx Licensing Mode — Customer Support Portal

Software downloads are also available from these portals.

To identify your licensing mode:

= From the Console, select Help > About Forescout.

Technical Documentation Page

The Forescout Technical Documentation page provides a link to the searchable, web-
based Documentation Portal, as well as links to a wide range of Forescout technical
documentation in PDF format.

To access the Technical Documentation page:

= Go to https://www.Forescout.com/company/technical-documentation/

Product Updates Portal

The Product Updates Portal provides product and documentation downloads for
Forescout platform releases, Base Modules, Content Modules, and eyeExtend
modules. The portal also provides additional documentation.

To access the Product Updates Portal:

= Go to https://updates.forescout.com/support/index.php?url=counteract and
select the version you want to discover.

Customer Support Portal

The Downloads page on the Forescout Customer Support Portal provides product and
documentation downloads for Forescout platform releases, Base Modules, Content
Modules, and eyeExtend modules. Software and related documentation only appear
on the Downloads page if you have a license entitlement for the software.

To access documentation on the Customer Support Portal:

= Go to https://Forescout.force.com/support/ and select Downloads.

Documentation Portal

The Forescout Documentation Portal is a searchable, web-based library containing
information about Forescout tools, features, functionality, and integrations.

To access the Documentation Portal:

= Go to https://updates.forescout.com/support/files/counteract/docs_portal/
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Forescout Help Tools

You can access individual documents, as well as the Documentation Portal, directly
from the Console.

Console Help Buttons

= Use context sensitive Help buttons to quickly access information about the
tasks and topics you are working with in the Console.

Forescout Administration Guide
= Select Administration Guide from the Help menu.
Plugin Help Files

= After the plugin is installed, select Tools > Options > Modules, select the
plugin, and then select Help.

Content Module, eyeSegment Module, and eyeExtend Module Help Files

= After the component is installed, select Tools > Options > Modules, select
the component, and then select Help.

Documentation Portal

= Select Documentation Portal from the Help menu.

Legal Notice

© 2020 Forescout Technologies, Inc. All rights reserved. Forescout Technologies, Inc. is a
Delaware corporation. A list of our trademarks and patents can be found at
https://www.forescout.com/company/legal/intellectual-property-patents-trademarks. Other
brands, products, or service names may be trademarks or service marks of their respective
owners.
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