
Mobile security and the
consumerization of lT
Scott Gordon, of ForeScout Technologies, offers some tips on managing the
multitude of private wireless devices now arriving on the corporate network

flodaf, organizations wanr ro rake advan-

I ,"g. of anflme. an),where access. to en-

I able rlreir users to work wirh rhe person-

al mobile devices of their choice in order to gain

increased productivity and connectivity. fu such,

IT is being challenged by t}re inevitable prolifera-

tion of non-corporate devices accessing corporare

resources - t}re 'consumerization of IT'.
To enable greater accessibiliry and manage

risk, mobile security is as much about people

and process as it is about technology. Here are

some tips to ensure connectiviry productivity
and securiqr:

{ Scope our rhe rypes of users and rheir

I n...rrrry access to corporare applica-

I a rions, resources and daLa. Esrablish ar

least basic poliry, monitoring procedures and

controls that align to such poliry. Policies and

procedures should be published, and the con-

trols monitored and enforced.

n Create an acceprable use poliry thar

I inlorms end users of what mobile

.L aand personal compuring devices are

allowed access to corporate resources, what

uniform monitoring of their use of resources

may take place, as well as what restrictions and

precautions shou.ld be followed by the end user

to minimize potential threats such as malware,

phishing or stolen passwords.

O Clearlv maintaining a currenr and

1 secure operating environmenr For

tt/ oremore systems. norebook, iPads,

smartphones and other mobile dwices is para-

mount. This would include keeping any device

up to date (because updates remove potential

threats), as well as using current anti-virus soft-
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ware and possible personal firewalls. Employing

secure remote access safeguards such as \?N
(virtual private networQ clients and the use of
multi-factor authentication (name, password,

other personal identifi able objects/information)

should also be in place relative to the user rype

and access to sensitive resources and applica-

tions. Employing web filtering soltware can also

help to restrict access to insecure and inappropri-

ate websites.

Setting up perimeter defences, such

as the use of firewalls and establishing

o a DMZ (demilitarized zone) is besr

practice. IT organizations can examine network

security products, such as Intrusion Prevention

Systems (lPS) and web application firewalls,

which can help to identify and stop known

threats and malicious behaviour indicative of
attacks and breaches. This can further allow mo-

bile and remote works access while minimizing
external threats.

F \X/here possible, implemenr separare

I wireless network for employees and

2l o non-employees. \While corporare wire-

less users can access the nework, non-employees

(guests) can just be provided with access to the

Internet. Not only will separate wireless net-

works provide significandy more securiry, they

will also preserve bandwidth for employee use.

Staff should employ appropriate wireless ac-

cess point flW,AP) configuration standa-rds that

include strong \fEPl\X?A encry?tion. Exam-

ine technologies that identify and block rogue
rWA?s to prevent access credentials and other

sensitive information from being unintention-
ally provided to malicious persons.

/ Two of rhe biggesr problems thar IT
h organizarions face wirh mobije users

L) a rr. ,o und.rr,rnd all users and devices

accessing their nerwork, and to establish the

means to enforce that access effectively - wheth-

er it be remote users potentially circumventing

defences, or those bringing in smartphones and

other mobile devices on to their nerwork. Net-
work Access Control (NAC) solutions provide

endpoint and mobile visibiliry. In addition they

can block, limit or automatically remedy access

violations to ensure that ali access to network re-

sources and data is according to access policy. By

Users: embracing
the inevitable
f\rganizations must embrace the fact

\-/that employees, quests and contractors

are using mobile devices, both corporate-

provided and personal. By examining mobile

device use, assessing use cases, risks and

requirements, and implementing appropriate

and reasonable safeguards, mobile end users

can be allowed to connect, comply and

compute with confidence.

automadcally assessing who the user is (employ-

ee, conuacto! guest, or other), what the user has

(system, device, iPad, etc.) and the configuration

integrity of the device, organizations can realize

their investments in endpoint security and assure

endpoint compliance.

\fith NAC solutions, corporates can readily

know what devices - including mobiie devices

and respective users - are accessing their envi-

ronment. This provides complete visibility to
understand the scope ofaccess rypes and poten-

tial policy pps.

Furthermore, IT organizations can, in real-

time, ensure currenr and active arri-virus, active

data leakage prevention client, correct personal

firewall setting, appropriate encryption client,

etc. At the same time, they can dynamically re-

strict access to network resoufces and sensitive

data without any change to their currenr net-

work architecture. For example, unknown users

with iPads and other mobile devices atempt-
ing to access the netr,vork can be re-directed to

a registration page and subsequently be offered

restricted access.

,- Lasdy, monitoring solutions such as

/ nerwork monitoring, Securiry lnfor-t
I a mation Event Management and log

management applications, can cenffalize secu-

rity controls, improve incident response and

automate reporting - augmenring an organiza-

tionk overall security posture and support for
compliance mandates. These tools can enable an

IT organization to ger a handle on mobile use

and track their access to resources.
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