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ForeScout CounterACT Helps Rollins College
Improve Network Visibility, Security and End User Experience
Campbell, Calif. — Jan. 29, 2014— ForeScout Technologies, Inc., a leading provider of pervasive
network security solutions for Global 2000 enterprises and government organizations, today announced
that Rollins College, a leading liberal arts school, chose ForeScout CounterACT™ to help manage the
growing number of personally-owned devices on its wired and wireless networks as well as to assess and
prevent devices that do not adhere to the college’s security policy from connecting — all while maintaining

ease of use for the end user.

Rollins College, located in Winter Park, Fla., has approximately 4,000 users including faculty, staff,
students and guests, using devices ranging from traditional laptops and desktops to smartphones, gaming
devices, tablets and set top boxes. The staff has the option of using a college-owned computer or bringing
in their own device (BYOD). This BYOD policy combined with the transient nature of the student
population required a comprehensive, efficient and flexible way to manage devices connecting to the

network.

Rollins initially deployed a competitor’s network access control (NAC) solution in hopes of minimizing
the number of unsecured and unauthorized devices. Unfortunately, the solution did not sufficiently meet

the growing college’s needs as it required dedicated IT staff to manage and was disruptive to the end user.

After the negative experience with the previous implementation, the school desired an agentless product
capable of verifying who is connecting to the network and determining what kind of access they need in

order to improve network security and minimize user impact.

“We chose CounterACT because it was the only solution that met all of our criteria,” said Troy
Thomason, manager, networks and communications, department of IT at Rollins College. “It is low
impact for our end users and very simple to setup. In fact, we started seeing results on the first day. Plus,
the interface is easy to navigate, and the solution requires very little maintenance after the initial

deployment.”
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The easy-to-manage NAC solution gives Rollins College’s IT team real-time visibility and control across
all devices on the network, including details such as users, switch ports, active processes and applications

—all while being unobtrusive to the user.

Rollins College has 10 CounterACT appliances monitoring and protecting approximately 6,000 endpoints
across the campus’s 75 connected buildings. The CounterACT dashboard makes it easy for the Rollins IT
team to monitor the entire network from one screen and see all activity. Additionally, the system allows

IT to drill down into a particular user’s system if it is acting peculiarly.

“We recently had a spear phishing attack. We used CounterACT to create a virtual firewall that allowed
us to automatically notify users that their machine was compromised and to request they bring it to the
help desk for remediation,” said Rollins College CIO Pat Schoknecht. “This incident really opened my

eyes to the power of CounterACT and its ability to enhance our security posture.”

Rollins College has also capitalized on CounterACT’s time-saving guest networking capabilities.
Previously, the IT team registered guests manually, but with ForeScout, they now allow anybody with a
Rollins College email address to sponsor a guest. The visitor receives the necessary information from the
network portal, allowing them to connect to the guest SSID. Their sponsor can then easily approve the
guest’s connection. The approach is very hands off for the Rollins College IT and help desk teams, which

ultimately saves both time and money.

After implementing CounterACT, Rollins College was able to free up more than 100 man-hours of IT
time per month based on the product’s ease of use and its automated approach, which helped minimize

manual network monitoring and policy enforcement.

“I have been able to take a very qualified person who was realistically spending 75 percent of his time

supporting our previous NAC and reassign them to more strategic IT projects,” said Thomason.

Relevant Links

Rollins College Case Study
Rollins College Video Interview
ForeScout Blog

ForeScout Twitter

ForeScout Facebook
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Tweet This: ForeScout CounterACT Helps Rollins College Improve Network Visibility, Security and End User
Experience http://bit.ly/1IEJV7O

About ForeScout Technologies, Inc.

ForeScout delivers pervasive network security by allowing organizations to continuously monitor and
mitigate security exposures and cyberattacks. The company's CounterACT platform dynamically
identifies and assesses all network users, endpoints and applications to provide complete visibility,
intelligence and policy-based mitigation of security issues. ForeScout’s open ControlFabric technology
allows a broad range of IT security products and management systems to share information and automate
remediation actions. Because ForeScout’s solutions are easy to deploy, unobtrusive, flexible and scalable,
they have been chosen by more than 1,500 enterprises and government agencies. Headquartered in
Campbell, California, ForeScout offers its solutions through its network of authorized partners

worldwide. Learn more at; www.forescout.com.

ForeScout Technologies, Inc. is a privately held Delaware corporation. ForeScout, the ForeScout logo and CounterACT™ are trademarks of
ForeScout. Other names mentioned may be trademarks of their respective owners.
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